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NEW QUESTION: 1

When a Cisco Webex Video Mesh Node is co figured for an organization, which process does the Webex
Teams client use to discover the optimal bridging resource?

A. the lowest STUN round-trip delay to each node and cloud

B. a reachable Video Mesh Node and then overflows to the cloud, if needed

C. the SIP delay header during call setup

D. an HTTPS speed and latency test to each node and the cloud

Answer: (SHOW ANSWER)
https://www.cisco.com/c/en/us/solutions/collateral/unified-communications/spark-hybrid- services/datasheet-
c78-738153.html

NEW QUESTION: 2

What is the last step for domain management in Cisco Webex Control Hub if an engineer adds users already
signed in with the company domain?

A. Claim a domain.

B. Publish a domain.

C. Verify a domain.

D. Add a domain.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 3

What is the default file extension for saving Cisco Expressway-C backups when using the Google Chrome
browser?

A. tar.gz.gz

B. .tar.gz.enc
C. .zip

D. .tar.tar.gz
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 4

An administrator must configure the DNS SRV records for Mobile and Remote Access for a company with the
domain example.com, the Expressway-E FQDN is ExpE.example.com, and the Expressway-C FQDN is Exp-
C.example.com. What must the administrator configure to allow external clients to discover the Expressway-E
server?

A. SRV record _collab-edge._tls.example.com that resolves to ExpE.example.com on port 8443

B. SRV record _cisco-uds._tcp.example.com that resolves to ExpE.example.com on port 5061

C. SRV record _cisco-uds._tcp.example.com that resolves to ExpC.example.com on port 8443

D. SRV record _collab-edge._tls.example.com that resolves ta ExpE.example.com on port 5061

Answer: (SHOW ANSWER)

For Mobile and Remote Access (MRA), external clients use the _collab-edge._tls SRV record to discover the
Expressway-E server. This SRV record must point to the Expressway-E FQDN and use port 8443, which is the
default secure HTTPS port used for MRA traffic over TLS.

NEW QUESTION: 5
Refer to the exhibit. The administrator attempted to log in, but Jabber clients cannot log in via mobile and
remote access. How is this issue resolved?

Standard query Ox2bBd4 SRV _cisco-uds. tcp.podl.local

Standerd query response @x2b84 No such name SRV _cisco-uds. tcp.podl.local SOA ad.skype.local
Standard query Ox71d9 SRV _cuplogin. _tep.podl.local

Standard query response @x71d9 No such name 3RV _cuplogin. _tcp.podl.local S04 ad.skype.local
Standard query Ox27bb SRV _collab-edge. tls.podl.locsl

Standard query response @x27bb No such name SRV _collab-odge. tls.podl.local S0A ad.skype.local
Standard query @xbD9e 3RV _collab-edge. tls.podl.local

Standard query response @xb@%e No such name SRV _gall #b-edge. tls.podl.local SOA ad.skype. local

Cisco Jabber Standard query Oxe2bS A podl.local
Standard query response Oxe2bS A podl.local S04 ad Skype. local
Cannot find your senices Standard query Dxba7e A podi
automatically. Click advanced Standsrd query Ox687e A podl
seftings to sel up manually

Standard query @xacel A loginp.seb@mconfiect.com
Standard query response Sxatllla@lloging, uebexconnect.com CNANE global-cas-c63, webexconnect.com o
jabberuser@pod1.local Standard query @xccba SRU _edséo uds. tcp.podl.local

Standard query respofite Bkceba No such name SRV _cisco-uds._tcp.pedl.local S04 ad.skype.local
Standard query Gx853D 38 _cuplogin. _tcp.podl.local

Standsrd quesii.réfponse OxB530 No such name SRV _cuplogin. tcp.podl.local SOK ad.skype.local

Standard.gulcy "Bxd02d SRY _collab-edge. tls.podl.locsl

StandsPdsQuery response (xd02d No such name SRV _calleb-edge. tls.podl.lpcal SOA ad.skype.local

Stafidardefuery Ox91dé SRV _cisco-uds. tcp.podl.locyl

Standird query response @x91dé No such name SBY _ciSco-yds. tcp.podl.logsl SOM ad.skype.local

Standard query Gx0648 SRV _cuplogin. tcpipodifilocal

Standard query response GxDé4E No such nime SRV _clplogin. tcp.podl.lockl S0A™ad.skype.local

Standard query Oxbafs SRV _cisco-uds. _tcp.podl.local

Standard query response @xbifa No such name SRM _rcisco-udg.tep.podl.local S0A ad.skype.local

Standerd query Ox5299 SRV _cuplogin. _tcp.podiilocsl

Standard query response @x5299 No such name SRY cuplBgin. tep. 1.local\ SOAE. skype. local

A. A DNS SRV record must be created for _collab-edge._tls.pod1.local that points to the Expressway-D.
B. The username jabberuser@pod1.local is invalid. The user should instead sign-in simply as jabberuser.
C. The domain pod1.local must be deprovisioned from the Webex cloud for Jabber logins.

D. Skype for Business mode must be disabled on the DNS server because it conflicts with Jabber login
requirements.

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 6

A Webex administrator is configuring the Webex Control Hub to enable enterprise users to sign into Webex
securely by authenticating to the IdP of the organization. To conform to the SAML specification, to what can
the NamelD format be set?

A. urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified

B. urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

C. urn:oasis:names:tc:SAML:2.0:nameid-format:transient

D. urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

Answer: (SHOW ANSWER)
https://help.webex.com/en-us/article/Ifu88u/Single-Sign-On-Integration-in-Control-
Hub#CMGT_TP_S41BS518_00

NEW QUESTION: 7

Which protocol and port are used for signaling between on-premises Cisco Webex Video Mesh Nodes and
Cloud Media Services?

A. standard SIP over TCP port 5060

B. standard SIP TLS over TCP port 5061

C. signaling over TCP port 444

D. signaling over HTTPS TCP port 443

Answer: (SHOW ANSWER)

NEW QUESTION: 8

Which mode should be used when Call Policy is configured on Expressways?
A. local CPL, policy service, and off

B. on

C. extended CPL

D. remote CPL

Answer: A (LEAVE A REPLY)

NEW QUESTION: 9

Which user management method uses the Webex Directory Connector to add and synchronize users to the
Control Hub organization?

A. Synchronize from Active Directory.

B. Synchronize from "Add using People API".

C. Synchronize from Okta.

D. Synchronize from Azure AD.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 10
Which two statements about Mobile and Remote Access certificate are true? (Choose two.)
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A. You must upload the root certificates in the phone trust store.

B. Expressway Core can use private CA signed certificate.

C. The Jabber client can work with public or private CA signed certificate.
D. Expressway must generate certificate signing request.

E. Expressway Edge must use public CA signed certificate.

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 11

Cisco Unified
Communications Cisco
Manager Expressway-C

E SIP TRUNK

External
Zone

SIP Endpoint A H.323Endpoint'B
1234(@cucm.cisco.com 5678@cisco.com

Refer to the exhibit. In an environment SIP devices are registered to CUCM and H.323 devices to VCS.
What would be required to enable these calls to setup correctly?

A. Change the domain of SIP endpoint A to cisco.com.

B. Disable SIP in the external zone.

C. Create a presearch transform.

D. Change the interworking mode to On.

Answer: (SHOW ANSWER)

NEW QUESTION: 12

An Expressway-E is configured using a single NIC with NAT.

How must the Expressway-C traversal client zone be configured to connect to the Expressway-E?
A. The peer address must be the Expressway-E LAN 1 |IP address.

B. TLS verify must be enabled.
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C. The zone profile must be set to default.
D. The peer address must be the Expressway-E NAT address.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 13

Which two statements about Expressway media traversal are true? (Choose two.)

A. Expressway Control is the traversal server installed in the DMZ.

B. The Expressway Edge must be put in a firewall DMZ segment.

C. Cisco Unified Communications Manager zone can be either traversal server or client.

D. The Unified Communications traversal zone can be used for Mobile and Remote Access.

E. Both Expressway Edge interfaces can be NATed.

Answer: (SHOW ANSWER)
Explanation

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-10/Cisco-

Expressway

NEW QUESTION: 14
Refer to the exhibit.

Expressway-E

Rule name

Enter Block ISDN call for example

Description

Enter Block everything (including
nonreglstered endpoipts)

Priority

Enter 41

Protocol

Anv

Source

Request must be authenticated

No -

Mode

Alras pattern match

Pattern type

Regex

Pattern string

Enter (9\d+) (.*) (Gexamplel cOm)

Pattern behavior

Replace

Replace string

Enter do-not-route-this-call for example

On successful match

Stop

Target

TraversalZone

State

Enabled

An ISDN gateway is registered to Expressway-C with a prefix of 9 and/or it has a neighbor zone specified that

routes calls starting with a 9.

Which value should be entered into the "Source" field to prevent toll fraud regardless at origin of the call?

A. All

B. Any

C. Neighbor Zone
D. Traversal Zone
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 15

In a Mobile and Remote Access deployment, where must communications be encrypted with TLS?

A. Cisco Expressway-E and endpoints outside the enterprise

B. Cisco Expressway-C, Cisco Unified Communications Manager, and IM&P

C. Cisco Expressway-C, Cisco Expressway-E, and Cisco Unified Communications Manager

D. Cisco Expressway-C, Cisco Expressway-E, and endpoints outside the enterprise

Answer: D (LEAVE A REPLY)

All signaling between the Cisco Expressway-E and the external endpoints must be encrypted and depending
on the endpoint software version, traffic must also be authenticated with certificates.

The communication between the Cisco Expressway-C and the Cisco Expressway-E must always be encrypted
and authenticated using server certificates from both servers.

MRA requires secure communication between Expressway-C and Expressway-E, and between Expressway-E

and external endpoints.
https://www.cisco.com/c/en/us/support/docs/unified-communications/expressway/118798- technote-
cucm-00.html

NEW QUESTION: 16
Refer to the exhibit.

Unified CM IM

L Express-wa',rc Exprgssway-E
lelned C.! Inside A Cutside

Furr:wal' h Firewall

ﬁ Cisco
Jabber

Which two outbound connections should an administrator configure on the internal firewall? (Choose two.)
A. SIP: TCP 7001

B. SIP TCP 5061

C. HTTPS: TCP 8443

D. XMPP: TCP 7400

E. Media: UDP 36012 to 59999

Answer: A,D (LEAVE A REPLY)
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NEW QUESTION: 17

Which two types of information does Cisco Expressway back up? (Choose two.)

A. call records

B. log files

C. IP addresses

D. current call states

E. security certificates

Answer: AE (LEAVE A REPLY)

The data saved to a backup file includes:

- Bootstrap key (from X8.11)

- System configuration settings

- Clustering configuration

- Local authentication data (but not Active Directory credentials for remotely managed accounts)
- User account and password details

- Server security certificate and private key

- Call detail records (if the CDR service on Expressway is enabled)
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/admin_guide/Cisco- Expressway-
Administrator-Guide-X8-11-4.pdf

NEW QUESTION: 18

Which mode should be used when Call Policy is configured on Expressways?

A. extended CPL

B. local CPL, policy service, and off

C.on

D. remote CPL

Answer: B (LEAVE A REPLY)

The Call Policy mode controls from where the Expressway obtains its Call Policy configuration.
The options are:

- Local CPL: uses locally-defined Call Policy.

- Policy service: uses an external policy service.

- Off: Call Policy is not in use.
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/admin_guide/Cisco- Expressway-
Administrator-Guide-X12-5-1.pdf
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NEW QUESTION: 19

Which attribute in the SDP for a call is affected by the static NAT address configuration in an Expressway-E?
A. connection

B. name

C. version

D. bandwidth

Answer: (SHOW ANSWER)

c-line shows the connection information, Media IP address.

NEW QUESTION: 20
Refer to the exhibit.

C:\Users\Administrator>nslookup
Default Server: Win20lé-AD.example.com
Address: 192.168.10.10

> set type=all

> cisco-uds. tcp.example.com4
Server: Win201l6-AD.example.com
Address: 192.168.10.10

_cisco-uds. Ecp.example.com SRViservice location:
prio¥ity = 10
welght = 10
port 8443
sSvEZ hostname = cucm.example.com

> collab-edge. tlssgXample.com
Server: Win20le-Ab.example.com
Address: 192.168.10.10

_collab-edge./ tls.example.com SRV service location:
priority = 10
weight 10
port 8443
svr hostname = expressway-e.example.com

When a Jabber user attempts to connect from outside of the organization, the user enters the login information
as "user@example.com" and receives the error "Cannot find your services Automatically”. The engineer tries
to resolve SRV records used by Jabber.
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DNS A record "expressway-e.example.com" points to the Expressway-E IP and "cucm.example.com" points to
the Cisco Unified Communications Manager.

Which change resolves the DNS problem?

A. Remove the cisco-uds SRV record for the external DNS.

B. Change the collab-edge record to point to 5061.

C. Change cisco-uds to point to the Expressway-E FQDN.

D. Change the priority of the SRV record for cisco-uds.

Answer: (SHOW ANSWER)

NEW QUESTION: 21

A call is sent by Cisco UCM to Expressway with a URI of 75080001@expc1a.pod8.test.lab. If (7508...)
@expcla\.pod8\.test\.lab.* is the pattern string, what would be the replacement string of the transform in
Expressway to re-write the call so that it becomes 75080001@conf.pod8.test.lab?

A. \1@conf\.pod8\.test\lab.*

B. \1@conf\.pod8\.test.lab.!

C. \1@conf.pod8\.test\.lab

D. \1@conf\.pod8.test.lab.@

Answer: C (LEAVE A REPLY)

NEW QUESTION: 22
Refer to the exhibit.
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Cisco Unified

Communications Cisco

Manager Expressway-C
SIP TRUNK
External
Zone
b
SIP Endpoint A H.323 Endpoint B

1234@cucm.cisco.com 5678@cisco.com

In an environment SIP devices are registered to CUCM and H.323 devices to VCS. What would be required to
enable these calls to setup correctly?

A. Change the interworking mode to On.

B. Disable SIP in the external zone.

C. Create a presearch transform.

D. Change the domain of SIP endpoint A to cisco.com.

Answer: (SHOW ANSWER)

NEW QUESTION: 23
Refer to the exhibit. The firewall has been configured from NAT 192.168.108.2 to 100.64.0.1.
Which configuration changes are needed for an Expressway-E with dual network interfaces?
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IP
|Configuration

IP protocol

Use dual network interfaces
External LAN interface

1Pv4 gateway

[LAN 1 - Internal
IPv4 address

IPv4 subnet mask
IPv4 subnet range

IPv4 static NAT mode
Maximum transmission unit (MTU)

| LAN 2 - External
IPv4 address
IPv4 subnet mask
IPv4 subnet range

IPv4 static NAT mode
Maximum transmission unit (MTU)

som)

.1 L1_5_()0

1 iPvd V] &

! agEeSv i
QAN Tv]

* 1 192,168,108 1

- - -

1 [192.168.114.18

1 [255.255.255.0 ,
192.168.114.0 - 192.168.114.255
1 O] 4

1 [192.168.108.2
| [2552552550 ]
192.168.108.0 - 192.168.108.255

1 1500

External LAN interface: LAN 1
LAN 1 IPv4 static NAT mode: On
LAN 1 IPv4 static NAT address: 100.64.0.1

External LAN interface: LAN 2
LAN 2 IPv4 static NAT mode: On
LAN 2 IPv4 static NAT address: 100.64.0.1

External LAN interface: LAN 2

LAN 1 IPv4 static NAT mode: On

LAN 1 IPv4 static NAT address: 100.64.0.1
LAN 2 IPv4 static NAT mode: On

LAN 2 IPv4 static NAT address! '100.64.0.1

External LAN interface: LAN 2
LAN 1 IPv4 static NAT mode: On
LAN 1 IPv4 static NAT address: 100.64.0.1

Answer: (SHOW ANSWER)

NEW QUESTION: 24

Which two statements about Cisco Webex Video Mesh Nodes are true? (Choose two.)
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A. The cascading traffic between VMN must bypass the firewall.

B. A VMN can terminate a media connection while operating in maintenance mode.

C. When Expressway Core works with VMN clusters, Expressway Core decides which VMN is used for
signaling/media connection.

D. Cloud-registered devices choose a VMN cluster based on the lowest STUN round trip delay.

E. When Cisco Unified Communications Manager works with multiple VMNs, Cisco Unified CM decides which
VMN is used for signaling connection.

Answer: D,E (LEAVE A REPLY)

NEW QUESTION: 25

A MRA deployment is being configured where one of the requirements is for registered Jabber users to pull
directory photos from an internal server. What should be configured on the Expressway-C so that MRA
registered clients reach this server?

A. The directory photo server FQDN must be added to the Expressway-C certificate.

B. The directory photo server must be added to the HTTP allow list.

C. A neighbor zone must be created to the directory photo server.

D. A search rule must be created to route the requests to Cisco UCM.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 26
Refer to the exhibit. Which description of the transformation is true?

Create transform You are here: Configuration > Dial plan > Transform > Create transform
Configuration
5 I
Convert Untitled CM supplied domain information to the Expressway SIP domain
Regex v|

(4\d{3 })@exp-name.exp.domain *)? '

Replace, ‘v 1
\1@exp.domain t
Enabled |

Create transform Cancel

A. It converts 4123@exp-name.exp.domain:<port> to 4123@exp.domain

B. It converts 4.3@exp-name.exp.domain:<port> to 1@exp.domain

C. It changes 413@exp-name.exp.domain:<port> to 413@exp.domain

D. It changes all patterns that begin with 4123@exp-name.exp.domain:<port> to 1@exp.domain
Answer: A (LEAVE A REPLY)

NEW QUESTION: 27
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Which step is taken when configuring a Cisco Expressway solution?
A. Configure the Expressway-E by using a non-traversal server zone.
B. Enable static NAT on the Expressway-E only.

C. Disable H.323 mode on the Expressway-E.

D. Enable H.323 H.460.19 demultiplexing mode on the Expressway-C.
Answer: B (LEAVE A REPLY)

Explanation

NEW QUESTION: 28

Refer to the exhibit.

tvca: Event="Syatem Configuration Changed™ Detail="xConfiguration Bandwidth
Link 17 Pipe2 Name: " Levela™1"

httpd[10591]: web: Event="System Configuration Changed"” Detail="Create Zones
Zone 7 ZoneName: cmsd.podl.local" Src-ip="10.0.251.192" Src-port="50107"
User="admin" Level="1"

httpd[10591]: web: Event="System Configuration Changed" Detail="Create Zones
Zone 7 Type: Neighbor" Src-ip="10.0.251.192" Src-port="50107" User="admin"
Level="1"

httpd[10591]: web: Event="System Configuration Changed" DERall="Zones Zone 7
H323 Mode - changed from: On to: Off" Src-ip="10.0.250.992" Src-port="50107"
User="admin® Level="1"

httpd[10591]: web: Event="System ConfiguratidnsChanged" Detail="Zones Zone 7
Neighbor SIP B2BUA Replaces Mode - changhd BEpS¥: Forward to: Terminate®™
Src-ip="10.0.251.192" Src-port="S0R0T>Vser="admin" Level="1"

httpd[10591): web: Event="System @offiQuration Changed”™ Detail="Zones Zone 7
Neighbor Peer Address - changadifrom: to: cmsd.podl.local”
Src-ip="10.0.251.192"_ Srcport="50107" User="admin® Level="1"

tvcs: Event="SystefiopBiJuration Changed" Detail="xConfiguration Zones Zone 7
H323 Mode: Off" LeWel="1"

tvcs: Event="System Configuration Changed" Detail=" yC¢nfLQHratian Zﬁnlr ?mnn 7
Neighbor SIP BZBUA Replaces Mode: Terminate™ Level="1"%

tves: Module="network.dns"™ Level="DEBUG": Detail=TSen@ling ONS Quegy”
Name="cmsd.podl.local" Type="A and AAAA"

tvcs: Event="System Configuration Changed" Detail=" xCunimqqratAfn Zynh Emna 7
Hﬂiqhbor Peer 1 Address: cmsd.podl.local” Level="1" §

gves: Module="network.dns" Level="DEBUG": Detail="CoWid n@t Lla}tva hnn:namn“

A new neighbor zone is added for a new Cisco Meeting Server, but the zone is showing a SIP status of failed
from the time the zone it was created. What should be done to resolve this issue?

A. More bandwidth must be added to the appropriate pipes

B. The existing zone using ID 7 must be deleted

C. The search rule must be changed to continue on match

D. The underlying DNS issue must be resolved

Answer: (SHOW ANSWER)

NEW QUESTION: 29
Refer to the exhibit.
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Configuration

CCNP-Collab
CCNP-Collab
1

SIP v| A
Local Zone v
No | 1
Alias pattern match
Regex v|
173+5
Replace | 1
135

Stop v

*|_Trdversal Zne _

Enabled v 1

When configuring a search rule that routes calls to a zone, what occurs when 13358 is dialed?
A. 13358 is replaced by 135, and then is sent to the local zone.

B. 13358 is replaced by 135, and then is sent to the traversal zone.

C. 13358 is sent directly to the traversal zone.

D. 13358 is replaced by 135 and remains in the same zone.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 30

Which technique can be used to have media flow directly between two endpoints that have a NAT between
them?

A. Cisco access protocol can make a direct path between endpoints on an internal network.

B. The endpoints can use a Cisco router API to disable NAT temporarily.

C. Cisco Mobile and Remote Access allows for media traffic directly between two internal endpoints.

D. STUN makes UDP connections through NAT devices.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 31
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Refer to the exhibit.

C:\Users\Administrator>nslookup
Default Server: Win20l6-AD.example.com
Address: 192.168.10.10

> set type=all

> cisco-uds. tcp.example.com4

Server: Win20l6-AD.example.com

Address: 192.168.10.10 .

/
_Ccisco-uds. tcp.example.com SRV se¥¥icCe MlOca¥ion:
priority = 10
weight = 10
port 8443
svr hostname = cucm.example.com

> collab-edge. tlsgéexample.com
Server: Win20l6-AbB.example.com
Address: 192.168.40.10

_collab-edgewtls.example.com SRV service location:
priority = 10
weight = 10
port 8443
svr hostname = expressway-e.example.com

When a Jabber user attempts to connect from outside of the organization, the user enters the login information
as "user@example.com" and receives the error "Cannot find your services Automatically". The engineer tries
to resolve SRV records used by Jabber.

DNS A record "expressway-e.example.com" points to the Expressway-E IP and "cucm.example.com" points to
the Cisco Unified Communications Manager.

Which change resolves the DNS problem?

A. Change the collab-edge record to point to 5061.

B. Change the priority of the SRV record for cisco-uds.

C. Remove the cisco-uds SRV record for the external DNS.

D. Change cisco-uds to point to the Expressway-E FQDN.

Answer: C (LEAVE A REPLY)

Valid 300-820 Dumps shared by BraindumpsPass.com for Helping Passing 300-820 Exam!
BraindumpsPass.com now offer the newest 300-820 exam dumps, the BraindumpsPass.com 300-820
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NEW QUESTION: 32
Refer to the exhibit.

Create transform You are here: Configuration > Dial plan > Transform > Create transform
Configm
3
Convert Untitled CM supplied domain mfiermation to the Expressway SIP domain |~ 1

Regex | i

= | (A\d{3))@exp-name.axpdomain *)?

Replace
\1@esp.domain

Enabled +| 1

Create transform Cancel

Which description of the transformation is true?

A. It changes all patterns that begin with 4123@exp-name.exp.domain:<port> to 1@exp.domain
B. It converts 4.3@exp-name.exp.domain:<port> to 1@exp.domain

C. It converts 4123@exp-name.exp.domain:<port> to 4123@exp.domain

D. It changes 413@exp-name.exp.domain:<port> to 413@exp.domain

Answer: C (LEAVE A REPLY)

NEW QUESTION: 33

What is the Cisco-recommended key length in bits for a Cisco Expressway certificate?

A. 1024

B. 2048

C. 4096

D. 8192

Answer: (SHOW ANSWER)

SIP TLS zones may fail to become active if certificates use a key length of 8192 bits. We recommend using
certificates with a key length of 4096 bits.
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-
9/Cisco-Expressway-Certificate-Creation-and-Use-Deployment-Guide-X8-9.pdf

NEW QUESTION: 34
Refer to the exhibit. When configuring a search rule that routes calls to a zone, what occurs when
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13358 is dialed?

Configuration

CCNP-Collab [
CENP-Collab _ [
1 i
SIP v |
Source Local Zone v 1
No v| i
Alias pattern.mateh v (4
~ Regex v| U
% 123+5 i

Replace v 1

135 l
Stop v| (i
Traversal Zone v |

State Enabled v 1

A. 13358 is replaced by 135, and then is sent to the local zone.

B. 13358 is replaced by 135 and remains in the same zone.

C. 13358 is replaced by 135, and then is sent to the traversal zone.

D. 13358 is sent directly to the traversal zone.

Answer: D (LEAVE A REPLY)

RegEx pattern is 1?73+5. The 1 has a question mark after it, meaning the 1 is optional and not required, but
matches in this case. The 3+ says that 3 is mandatory and must occur at least 1 or more times prior to the 5.
The 5 is mandatory, and matches after the double 33.

Dialing 13358 does NOT match RegEx because the 8 was included, so the Rule does not do the replace, and
the 13358 is sent unchanged.

NEW QUESTION: 35

An engineer is supporting an existing Cisco Collaboration deployment that has internal and external home
users using the solution without VPN. Business usage also includes B2B calling for voice and video. Suddenly
the engineer receives a report that one of the home office users cannot use the Cisco Jabber client, and
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shortly after, a few more reports come in for the same error. What must the engineer check first to resolve this
issue?

A. real-time monitoring toll logs for problems

B. alarms on the Cisco UCM Cluster

C. client logs of the users

D. alarms on the Cisco Expressways

Answer: D (LEAVE A REPLY)

NEW QUESTION: 36

Within which cache timeline do the Webex App endpoints perform a STUN test to calculate round-trip delay
time to available media node clusters?

A. 2 hours

B. 4 hours

C. 1 hour

D. 6 hours

Answer: D (LEAVE A REPLY)

NEW QUESTION: 37

Which two scenarios need a proper DNS configuration on Expressway servers? (Choose two.)

A. Expressway servers verify the common name attribute in server certificates.

B. Expressway servers route calls based on SIP URI.

C. Admins avoid IP address configuration for neighbor zone peers.

D. Expressway servers use NTP peer authentication for secure time updates.

E. Admins download software updates from the Cisco website via WebUI.

Answer: B,C (LEAVE A REPLY)

DNS is essential for SIP URI routing as it allows Expressway servers to resolve domain names to IP

addresses, facilitating call routing.
Using DNS eliminates the need to manually configure IP addresses for neighbor zones, allowing for dynamic
resolution based on hostname, which simplifies configuration and management.

NEW QUESTION: 38

Which SIP media encryption mode is applied by default for newly created zones in the Cisco Expressway?

A. Off

B. Auto

C. Force Encrypted

D. Best Effort

Answer: (SHOW ANSWER)

Auto - no specific media encryption policy is applied by the Expressway. Media encryption is purely dependent

on the target system/endpoint requests. This is the default behavior and is equivalent to how the Expressway
operated before this feature was introduced.
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NEW QUESTION: 39

Which interworking option must be used on the Expressway for it to act as a SIP/H.323 gateway when no
endpoint is registered?

A. off

B. registered only

C. enabled

D.on

Answer: D (LEAVE A REPLY)

NEW QUESTION: 40

Refer to the exhibit.
FF 123@ent-pa.webex.com ~—— SIP signaling
' * Unified CM 2 g
- -

SIP Endpoint SIP Roufe Pattém

ent-pa. withex.com

Route List
Webex Meetings

Route Group
Webex Video Mesh Clusier

\ 4

SIP Trink
Video Mesh Cluster Trunk

Video Mesh """‘4' .3
Cluster E I

1

]

1

1

.---E-

Cisco
L) ,.I }'«.'[E.‘cii.llg request --=

.............................. a Webex

<-- ¢create meeting on Node X

Cisco Unified Communications Manager routes the call via the Webex Meetings route list and route group to
the Video Mesh cluster Node#1 in the Video Mesh cluster is hosting the meeting and has reached full capacity,
but other nodes in the cluster still have spare capacity.

What happens to the participant's call?

A. Another node in the cluster is used and an intra-cluster cascade between Webex and the new Video Mesh
node is formed.

B. The call is queued.

C. The call fails.

D. Another node in the cluster is used and an intra-cluster cascade between the two Video Mesh nodes is
formed.

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 41

Which action is required when using Cisco Jabber for Cloud with Cisco Webex Messenger?
A. Configure, extend, and connect.

B. Configure service discovery for remote access.

C. Configure desk phone control.

D. Configure policies.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 42

Which connection does the traversal zone configuration define?
A. Cisco UCS E-Series and Cisco UCM

B. Expressway-E and Collaboration Endpoints

C. Cisco UC and Cisco Unified Presence Server

D. Cisco Expressway-C and Cisco Expressway-E platforms
Answer: D (LEAVE A REPLY)

NEW QUESTION: 43

You must install an Expressway Edge server pair to enable mobile and remote access for a customer network.
Which two requirements are used to install an MRA solution successfully?

(Choose two.)

A. Make sure that Expressway-Edge and Expressway-Core servers have their server certificates signed by the
same certification authority and the CA certificate is uploaded to the trusted CA store otherwise the Traversal
zone will not work.

B. Configure your firewalls to allow traffic from Expressway-Core to Expressway-Edge servers and to allow
traffic from internet hosts to Expressway-Edge servers.

You do not need to configure firewall rules for traffic from Expressway-Edge to Expressway Core servers.

C. Configure DNS SRV records according. Make sure that you can resolve DNS SRV record_collab-
edge_tls.yourdomain.com outside your company network.

Make sure that you cannot resolve it inside your company network.

D. You can deploy Edge servers with multiple network interfaces or with a single network interface.

In both scenarios, you must enable NAT for the Internet-facing interface if you are using private Ip addresses.
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 44
Refer to the exhibit.
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Confieuration
CCNP-Collab i
CCNP-Collab :
1 I

SIP v] (3

Local Zone v | 1

No v 1

Alias pattern match v|

Regex v| (i

12345 '
Replace v ¢

135 i
Stop v| i

Traversal Zone a

Enabled + 1

When configuring a search rule that routes calls to a zone, what occurs when 13358 is dialed?
A. 13358 is replaced by 135 and remains in the same zone.

B. 13358 is replaced by 135, and then is sent to the traversal zone.

C. 13358 is sent directly to the traversal zone.

D. 13358 is replaced by 135, and then is sent to the local zone.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 45

How does an administrator configure an Expressway to make sure an external caller cannot reach a specific
internal address?

A. add a search rule route all calls to the Cisco UCM

B. block the call with a call policy rule in the Expressway-E

C. add the specific URI in the firewall section of the Expressway and block it

D. configure FAC for the destination alias on the Expressway

Answer: B (LEAVE A REPLY)

NEW QUESTION: 46
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What is a benefit of Cisco Webex Messenger Cloud deployment?

A. Cloud deployment is more secure than an on-premises deployment.

B. There is no additional cost to use a cloud deployment.

C. Cloud deployment allows interoperability between Cisco Jabber and Webex Teams users.

D. Cloud deployment is faster than using an on-premises deployment.

Answer: C (LEAVE A REPLY)

Cisco Webex Messenger integrates with Cisco Unified Communications Manager and Cisco Webex Meeting

Center to support click-to-call, phone control, voice, video, visual voicemail, and web collaboration. It allows
you to communicate and collaborate effectively from anywhere you have an Internet connection.

Valid 300-820 Dumps shared by BraindumpsPass.com for Helping Passing 300-820 Exam!
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NEW QUESTION: 47

(\d{3}) (\d{3}) (\d{3}) (\d{3})

Refer to the exhibit. Which two numbers match the regular expression? (Choose two.)
A. d209d165d200d224

B. d20d16d20d22

C. 209165200225

D. 2091652010224

E. 209165200224

Answer: C,E (LEAVE A REPLY)

NEW QUESTION: 48

Which DNS record and port combination must be resolved externally for Mobile and Remote Access to be
used?

A. collab-edge on port 8443

B. cisco-uds-edge on port 5061

C. collab-edge on port 5061

D. cisco-uds on port 8443

Answer: (SHOW ANSWER)

Explanation
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressw
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NEW QUESTION: 49

An engineer is configuring the Expressway cluster to allow Jabber clients that are outside the enterprise
network to register, make calls, and send instant messages using the internal Cisco UCM. Which action must
be taken before a secure UC traversal zone is added to the Expressway-C?

A. Add a Cisco UCM cluster.

B. Establish certificate trust between the Expressway-C and Expressway-E.

C. Configure SIP OAuth mode.

D. Add Instant Message and Presence service clusters.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 50

A network engineer is configuring Mobile and Remote Access for the environment and must add the Certificate
Authority into the Expressways. How does the engineer perform this action?

A. Go to Maintenance > Trusted CA certificate > Security and upload the trusted Certificate Authority
certificates.

B. Go to Maintenance > Tools > Security > Certificates > Trusted CA certificate and upload the trusted
Certificate Authority certificates.

C. Go to Maintenance > Security > Trusted CA certificate and upload the trusted Certificate Authority
certificates.

D. Go to Maintenance > Tools > Security > Trusted CA certificate and upload the trusted Certificate Authority
certificates.

Answer: (SHOW ANSWER)

NEW QUESTION: 51

An engineer wants to configure a zone on the Expressway-E to receive communications from the Expressway-
C in order to allow inbound and outbound calls. How is the peer address configured on the Expressway-C
when Expressway-E has only one NIC enabled and is using static NAT mode?

A. Cisco UCM DHCP

B. Expressway-E FQDN

C. Cisco UCM FQDN

D. Expressway-E DHCP

Answer: B (LEAVE A REPLY)

NEW QUESTION: 52
Refer to the exhibit.
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Create transform You are here: Configuration > Dial plan > Transform > Create transform

5 i

Convert Untitled CM supplied domain information to the Expressway SIP domain | 1
Regex v i

(4\d{3D@exp-name.exp.domain*)?

Replace v 1

\1@exp.domain [

Enabled v 1

Create transform Cancel

Which description of the transformation is true?

A. It converts 4123@exp-name.exp.domain:<port> to 4123@exp.domain

B. It changes 413@exp-name.exp.domain:<port> to 413@exp.domain

C. It converts 4.3@exp-name.exp.domain:<port> to 1@exp.domain

D. It changes all patterns that begin with 4123@exp-name.exp.domain:<port> to 1@exp.domain
Answer: (SHOW ANSWER)

NEW QUESTION: 53

An engineer must enable the communication between two separate Expressway-C servers to allow inbound
and outbound calling between different endpoints registered on each server. Which configuration must
happen?

A. Configure a traversal zone on each server with a destination of the other Expressway-C.

B. Configure a neighbor zone on each server with a destination of the other Expressway-C.

C. Configure a transform on each server to strip the port numbers at the end of the alias.

D. Configure a transform on each server to convert the calling alias into the called alias.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 54

Which two statements about Mobile and Remote Access certificate are true? (Choose two.)
A. Expressway Edge must use public CA signed certificate.

B. The Jabber client can work with public or private CA signed certificate.

C. Expressway must generate certificate signing request.

D. Expressway Core can use private CA signed certificate.

E. You must upload the root certificates in the phone trust store.

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 55
Which SIP media encryption mode is applied by default for newly created zones in the Cisco Expressway?
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A. Off

B. Force Encrypted

C. Auto

D. Best Effort

Answer: (SHOW ANSWER)

NEW QUESTION: 56

For a Mobile and Remote Access deployment, which server's certificate must include the Unified registration
domain as a Subject Alternate Name?

A. Expressway-C server certificate

B. Cisco Unified Communications Manager server certificate

C. Expressway-E server certificate

D. Expressway-C and Expressway-E server certificate

Answer: C (LEAVE A REPLY)

Explanation

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-7/Mobile-Remote-Ac

NEW QUESTION: 57

Refer to the exhibit.
w 1 23@ent-pa.webex.com — SIP signaling
| » Unified CM - :
- Y
SIP Endpoint SIP Route Pattem
ent-pa. webex.cim

Route List
Webex Meetings

Route Group
Webex Video Mesh Clusiep

\ 4

SIP Trink
Video Mesh Cluster Trunk

Video Mesh r""‘é' =
Cluster E :

1

]

i

1

Cisco
-t Meeting request -->

................................ Webex
o

<-- ¢create meeting on Node X

Cisco Unified Communications Manager routes the call via the Webex Meetings route list and route group to
the Video Mesh cluster Node#1 in the Video Mesh cluster is hosting the meeting and has reached full capacity,
but other nodes in the cluster still have spare capacity.

What happens to the participant's call?
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A. Another node in the cluster is used and an intra-cluster cascade between the two Video Mesh nodes is
formed.

B. The call fails.

C. The call is queued.

D. Another node in the cluster is used and an intra-cluster cascade between Webex and the new Video Mesh
node is formed.

Answer: (SHOW ANSWER)

NEW QUESTION: 58

What is a key configuration requirement for Hybrid Message Service High Availability deployment with multiple
IM and Presence clusters?

A. Your IM and Presence Service clusters must have Multiple Device Messaging disabled.

B. You must have the Intercluster Lookup Service working across all of your IM and Presence clusters.

C. You must have the Intercluster Sync Agent working across your IM and Presence clusters.

D. AXL service should be activated only on the publisher of each IM and Presence cluster.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 59

Refer to the exhibit. Call policy rules on an Expressway-E prevent external callers from the internet from calling
a VIP whose URI is vip@cisco.com. Which additional configuration setting is required for this call policy to
function as intended?

Edit Call Policy rule You are here. Confguration * Cal Poicy + Edil Call Poky rule

Edit Call Policy rule
From adness i
Unaulhentc ated caders. ~ | ||

]

L :

biegect | 4

A. A search rule must be configured with an extract match for vip@cisco.com to pass the call to the
Expressway-C.

B. The default zone on the Expressway-E must not be configured to treat as authenticated.

C. The Cisco TelePresence endpoint registered with the URI vip@cisco.com must be set in "do not disturb"
mode.

D. SIP TLS must be disabled on the Expressway-E.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 60
Cisco Collaboration endpoints are exchanging encrypted signaling messages.
What is one major complication in implementing NAT ALG for voice and video devices?
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A. Internal endpoints cannot use addresses from the private address space.

B. The NAT ALG cannot inspect the contents of encrypted signaling messages.

C. NAT ALG introduces jitter in the voice path.

D. Source addresses cannot provide the destination addresses that remote endpoints should use for return
packets.

Answer: B (LEAVE A REPLY)

Explanation

https://www.voipinfo.net/docs/cisco/collab11.pdf

NEW QUESTION: 61

An administrator is deploying Cisco Expressways for Mobile and Remote Access. The registration domain is
"example.com", and the Expressway-E FQDN is "expe.example.com". Cisco Jabber clients on the internet
cannot discover services via DNS lookup. Which SRV records must be configured in the public DNS to allow
Service Discovery?

A. cisco-uds_tcp.expe.example.com

B. collab-edge._tls.example.com

C. collab-edge _tls.expe.example.com

D. cisco-uds_tcp.example.com

Answer: (SHOW ANSWER)
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NEW QUESTION: 62

An administrator installs a new webserver (server1.example.com - 10.1.1.90) for storing Cisco Jabber update
files to the network, but all Mobile and Remote Access registered clients still run the old Jabber software
version, and the update fails. Which configuration task on an Expressway server solves the Jabber software
update issue?

A. Add a rule with the URL http://server1.example.com:80/ to the outbound HTTP allow list manually to allow
pushing the new software to the clients.

B. Add a rule with the server IP address 10.1.1.90 in the URL to the inbound HTTP allow list because server
names and FQDNs are not supported.

C. Run an IM and Presence server discovery process on Expressway-C to add the new web server to the
inbound HTTP allow list automatically.
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D. Add a rule with the URL http://server1.example.com:80/ to the inbound HTTP allow list manually to allow
access to the new web server.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 63

Refer to the exhibit.
@
- 123({@ent-pa.webex.com — SIP signaling
> Unified CM i B
- I
SIP Endpoint

SIP Route Pattemn
ent-pa.webex.com

Route List
Webex Meetings

Route Group
Webex Video Mesh Cluster

4

SIP Trunk
Video Mesh Cluster Trunk

Video Mesh
Chister

: " Cisco
'y - Meeting request -->

-+ Webex )
s o.z

e ———— -
: "

" £
/s

<= create meeting on Node X

Cisco Unified Communications Manager routes the call via the Webex Meetings route list and route group to
the Video Mesh cluster Node#1 in the Video Mesh cluster is hosting the meeting and has reached full capacity,
but other nodes in the cluster still have spare capacity.

What happens to the participant's call?

A. Another node in the cluster is used and an intra-cluster cascade between the two Video Mesh nodes is
formed.

B. The call is queued.

C. Another node in the cluster is used and an intra-cluster cascade between Webex and the new Video Mesh
node is formed.

D. The call fails.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 64
Refer to the exhibit.
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If the Webex Teams device cannot connect to Video Mesh Cluster-1 because it is busy, which media node
does the Webex Teams device connect to next?

A. Both Cloud Node US-EAST and US-WEST

B. Cloud Node US-EAST

C. Cloud Node US-WEST

D. Video Mesh Cluster-2

Answer: D (LEAVE A REPLY)

NEW QUESTION: 65

Refer to the exhibit. Cisco Unified Communications Manager routes the call via the Webex Meetings route list
and route group to the Video Mesh cluster Node#1 in the Video Mesh cluster is hosting the meeting and has
reached full capacity, but other nodes in the cluster still have spare capacity.
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What happens to the participant's call?

A. Another node in the cluster is used and an intra-cluster cascade between the two Video Mesh nodes is
formed.

B. The call is queued.

C. The call fails.

D. Another node in the cluster is used and an intra-cluster cascade between Webex and the new Video Mesh
node is formed.

Answer: A (LEAVE A REPLY)

If the node hosting the meeting reaches full capacity, another node in the cluster will be used and an intra-
cluster cascade will be formed. (The intra-cluster cascade routes from node to node, not via Webex.)
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Collaboration/hybrid/12x/hybcvd/hms.html

NEW QUESTION: 66

What is one of the user-related prerequisites for Jabber Team Messaging Mode Installation?
A. Create user accounts in Cisco Unified IM and Presence.

B. Create user accounts in Cisco Unified Communications Manager only.

C. Create user accounts in Cisco Webex Control Hub only.

D. Create user accounts in Cisco Unified CM and Cisco Webex Control Hub.
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 67

Which complication does a NAT introduce in SDP for a SIP call?

A. Additional headers due to NAT encapsulation can cause the packet size to exceed the MTU.

B. When the client is behind a NAT they may be unable to determine the appropriate offset due to time zones.
C. The IP address specified in the connection data field may be an unrouteable internal address.

D. The encryption keys advertised in the SDP are only valid for clients not behind a NAT.

Answer: (SHOW ANSWER)

The problem is that if NAT enabled, some firewalls doesn't write the translated address into the SIP Signalling
(fortinet for example has VIP feature that make it works).

NEW QUESTION: 68
Refer to the exhibit.

Edit transform

1 !

CCNPCollab :
Regex v

(["0=7D0d{3.53)

Replace v | i

\1\2@ccnpcollab.com l

Enabled v i

Save Delete Cancel

What is the result of a transformation applied to alias 885147
A. 88514@ccnpcollab.com

B. 98851 @ccnpcollab.com

C. 88513@ccnpcollab com

D. 88515@ccnpcollab.com

Answer: A (LEAVE A REPLY)

NEW QUESTION: 69

With QoS enabled, which two statements about the Cisco Webex Video Mesh Node signaling and media traffic
are true? (Choose two.)

A. From VMN to video endpoints, the destination UDP port 5004 is used for audio traffic.
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B. From VMN to CUCM SIP endpoints, the source UDP ports from 52500 to 62999 is used for audio traffic.
C. From VMN to Webex cloud, the destination UDP port 9000 is used for video traffic.

D. From Webex cloud to VMN, the source UDP port 9000 is used for audio traffic.

E. From VMN to Webex Teams clients, the source UDP port 5004 is used for video traffic.

Answer: B,E (LEAVE A REPLY)

NEW QUESTION: 70
Refer to the exhibit. Which SIP trunk security profile configuration on the Cisco UCM server is used for a

secured SIP trunk to an Expressway server that is already integrated with the Cisco UCM for Mobile and
Remote Access?

~SIP Trunk Security Profile Information

Mame® BZ2BE-Calls=

Description

Device Secunty Mode MNon Securs e
Incoming Transport Type® TCP+UDP v
Outgowng Transport Type TCP el

L Enable Digest Authentication
MNonce Validity Time (mins)*

X.509 Subject Name

Incoming Port® S0E0

L Enable Application level suthonzation
[} Accept presence subscription
] Accept out-of-dislog refer®™®
Accept unsolicited notfication
| Accept repiaces header
L Transmit secunty status

L] alow charging header
S1P ¥.150 Outbound SDP Offer Filtering® [ Uge Default Filter W |

A. Device Security Mode: Non-Secure
Incoming Transport Type: TCP+UDP
Outgoing Transport Type: TCP
Incoming Port*: 5060

B. Device Security Mode: Encrypted
Incoming Transport Type: TLS
Outgoing Transport Type: TLS
Incoming Port*: 6061

C. Device Security Mode: Authenticated
Incoming Transport Type: TLS
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Outgoing Transport Type: TLS
Incoming Port*: 6061

D. Device Security Mode: Encrypted
Incoming Transport Type: TLS
Outgoing Transport Type: TLS
Incoming Port*: 5061

Answer: (SHOW ANSWER)

NEW QUESTION: 71

How does an administrator configure an Expressway to make sure an external caller cannot reach a specific
internal address?

A. add the specific URI in the firewall section of the Expressway and block it

B. block the call with a call policy rule in the Expressway-E

C. add a search rule route all calls to the Cisco UCM

D. configure FAC for the destination alias on the Expressway

Answer: B (LEAVE A REPLY)
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/4576-docs-colaboracao-voz- e-
video/141/2/Ipcor-fac.pdf

NEW QUESTION: 72

Which part of a hybrid cloud-based deployment with Cisco Webex Messenger Service is used for meeting
capabilities?

A. Depending on the media flow, the Webex Meeting Center or local Cisco Unified CM meeting resources are
used for meeting capabilities.

B. Depending on the origin of the user, the Webex Meeting Center or local Cisco Unified Communications
Manager meeting resources are used for meeting capabilities.

C. Cisco Webex Meeting Center is always used for meeting capabilities.

D. Cisco Unified CM is always used for meeting capabilities.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 73

How is the communication routed in a Hybrid deployment so that people on Cisco Cloud-Based IM are able to
communicate with Cisco Jabber users in the on-premises environment?

A. The Cisco Unified IM and Presence server establishes a connection using the outgoing path through the
Cisco Expressways that terminates in the Cisco Webex Cloud to create the hybrid environment that links the
two services together.

B. The Cisco UC server establishes a connection using the outgoing path through the Cisco Expressways that
terminates in the Cisco Webex Cloud to create the hybrid environment that links the two services together.

C. The Expressway-E located in the DMZ establishes a connection with the Cisco Webex Cloud to enable the
hybrid service and allow the two services to communicate.
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D. The Expressway-C enables a connection directly with the Cisco Webex Cloud to enable the hybrid service
and allow the two services to communicate.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 74

What is a key configuration requirement for Hybrid Message Service High Availability deployment with multiple
IM and Presence clusters?

A. You must have the Intercluster Sync Agent working across your IM and Presence clusters.

B. You must have the Intercluster Lookup Service working across all of your IM and Presence clusters.

C. Your IM and Presence Service clusters must have Multiple Device Messaging disabled.

D. AXL service should be activated only on the publisher of each IM and Presence cluster.

Answer: A (LEAVE A REPLY)

Explanation
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/messageservice

NEW QUESTION: 75

A call is sent by Cisco UCM to Expressway with a URI of 75080001 @expc1a.pod8.test.lab. If (7508...)
@expcla\.pod8\.test\.lab.* is the pattern string, what would be the replacement string of the transform in
Expressway to re-write the call so that it becomes

75080001@conf.pod8.test.lab?

A. \1@conf\.pod8\.test\lab.*

B. \1@conf\.pod8\.test.lab.!

C. \1@conf\.pod8.test.lab.@

D. \1@conf.pod8\.test\.lab

Answer: D (LEAVE A REPLY)

NEW QUESTION: 76

For a Mobile and Remote Access deployment, which server's certificate must include the Unified registration
domain as a Subject Alternate Name?

A. Expressway-C server certificate

B. Cisco Unified Communications Manager server certificate

C. Expressway-E server certificate

D. Expressway-C and Expressway-E server certificate

Answer: (SHOW ANSWER)

Valid 300-820 Dumps shared by BraindumpsPass.com for Helping Passing 300-820 Exam!
BraindumpsPass.com now offer the newest 300-820 exam dumps, the BraindumpsPass.com 300-820
exam questions have been updated and answers have been corrected get the newest
BraindumpsPass.com 300-820 dumps with Test Engine here:
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https://www.braindumpspass.com/Cisco/300-820-practice-exam-dumps.html (210 Q&As Dumps, 40%OFF
Special Discount: Exam-Tests)

NEW QUESTION: 77

Refer to the exhibit showing logs from the Expressway-C, a copy of the Expressway-E certificate, and the UC
traversal zone configuration for the Expressway-C.

An office administrator is deploying mobile and remote access and sees an issue with the UC traversal zone.
The zone is showing "TLS negotiation failure". What is causing this issue?

Module="network.tcp”™ Level="DEBUG": Dat-ip="10.0.101.115" Dat-port="7002" Detail="TICP Connecting®

Module="network.ccp™ Level="DEBUG": D 0 1="TCP Connection Established®

Event="Outbound TLS Neootiation Erzor™ Service="SIP" Src~ip="10.0.101.115" Src-port="271€1" Dst-io="10.0.101.115"
Dst-port="7002" Detall="Peer's TLS certificate identity was unacceptable” Protocol="TLS" Common-name==10.0.101.119"

| _lvalid from Friday, October 18, 2019 ...
|2 valid to Sunday, October 17, 202...
[ )Subject expe.podl.local, Systems...
|| Public key RSA (4096 Bits)

[Z]Public key parameters 05 00

% |Enhanced Key Usage Server Authenticatiofi(id..

i ISubject Akernative Name DNS Name#€ipe. pad1.local
') Subject Key Identifier c7b2888752675005196f9...

Location R
Peer 1 address 100101 110 P ¥, SIP: Failed to connect to 10.0.101.119.7002 - TLS negotiation failure
A — . Check the certificales for the traversal connection

Peer 2 address | @

Peer 3 address |\

Peer 4 address |
st

Peer 5 address | 4

Peer 6 address | |\l

A. The Expressway-E certificate includes the Expressway-C FQDN as a SAN entry

B. The Expressway-C is missing the FQDN of Cisco UCM in the Common Name of its certificate

C. In the UC Traversal Zone on the Expressway-C, the peer address is set to the IP of the Expressway- E,
which is not a SAN entry in the Expressway-E certificate

D. The Expressway-E does not have the FQDN of Cisco UCM listed as a SAN in its certificate

Answer: C (LEAVE A REPLY)

Note that if you use an IP address (not recommended), that address must be present in the Expressway-E
server certificate.

https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-0-
1/mra/exwy_b_mra-deployment-guide-x1401/exwy_m_basic-configuration.html

NEW QUESTION: 78
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Refer to the exhibit. When users sign in to Cisco Jabber through Mobile and Remote Access, they cannot see
their own photo or the photo of their contacts next to each name. Which action must be taken in Cisco
_Expressway-C to resolve the issue?

Company A Network Expressway-E

Company A

SRV Lookup
_sips_tcp.companyB.com

5553300

Company B Company B Network

5553300
sales.companyB.co

DNS
Server

A. Upload the missing Instant Messaging and Presence server certificate to fix the connection to its server.
B. Add an HTTP allow list for the web server that contains the photos.

C. Add an HTTP allow list for the Instant Message and Presence server.

D. Add an allow call policy rule from the Cisco UCM traversal zone.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 79
Refer to the exhibit.

LS -EAST

-

® US-WEST |nternat;

» —

Cisco Webex

If the Webex Teams device cannot connect to Video Mesh Cluster-1 because it is busy, which media node
does the Webex Teams device connect to next?
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A. Both Cloud Node US-EAST and US-WEST
B. Video Mesh Cluster-2

C. Cloud Node US-EAST

D. Cloud Node US-WEST

Answer: B (LEAVE A REPLY)

Explanation

https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/videomesh/cmgt_b_webex-vid

NEW QUESTION: 80

In which mode does the Cisco Expressway act as a SIP-H.323 gateway only if one or more of the endpoints
are locally registered?

A. gateway only

B. registered only

C.on

D. off

Answer: (SHOW ANSWER)

NEW QUESTION: 81

Cisco Collaboration endpoints are exchanging encrypted signaling messages.

What is one major complication in implementing NAT ALG for voice and video devices?

A. Internal endpoints cannot use addresses from the private address space.

B. The NAT ALG cannot inspect the contents of encrypted signaling messages.

C. NAT ALG introduces jitter in the voice path.

D. Source addresses cannot provide the destination addresses that remote endpoints should use for return
packets.

Answer: B (LEAVE A REPLY)

A NAT ALG is similar to a firewall ALG, but a NAT ALG actually changes (maps) the addresses and ports in

the signaling messages. The NAT ALG cannot inspect the contents of encrypted signaling messages.
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab11/collab11/security.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-
O/basic_config/lexwy_b_cisco-expressway-e-and-expressway-c-basic-configuration-deployment- guide-
x14-0/exwy_m_advanced-networking-deployments.html

NEW QUESTION: 82

An organization has a domain name of example.com. Which two SRV records are valid for a SIP and H 323
communication? (Choose two)

A. sips_tcp.example.com

B. h323Is_tcp.example.com

C. h323Is._udp.example.com

D. collab-edge._tls.example.com

E. sips._udp.example.com
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Answer: (SHOW ANSWER)

NEW QUESTION: 83

Refer to the exhibit.
Cisco Unified
Communications Cisco
Manager Expressway-C
" SIP TRUNK
External
Zone
SIP EndpointA =~ = H.323 Endpoint B
1234@cucm.cisco.com S5678@cisco.com

In an environment SIP devices are registered to CUCM and H.323 devices to VCS. What would be required to
enable these calls to setup correctly?

A. Create a presearch transform.

B. Change the domain of SIP endpoint A to cisco.com.

C. Disable SIP in the external zone.

D. Change the interworking mode to On.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 84
Refer to the exhibit.
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(\d{3}) (\d{3}) (\d{3}) (\d{3})

Which two numbers match the regular expression? (Choose two.)
A. 209165200224

B. d20d16d20d22

C. 2091652010224

D. d209d165d200d224

E. 209165200225

Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 85
Refer to the exhibit.

C:\Users\Administrator>nslookup
Default Server: WinZ0le-AD.example.com
Address: 192.168.10.10

> set type=all

> _cisco-uds. tcp.example.comd
Server: Win20l6-AD.example.com
Address: 192.168.10.10

_cisco—uds. tcp.example.com SRVgservice location:
priority = 10
weight = 10
port =..5443
svr hostname = gucm.example.com

> collab-edge. tlgfeXample.com
Server: WinZ0le-AD.example.com
Address: 192.%68 "¥0.10

collab-edge. tls.example.com SRV service location:
= priErity = 10
weight = 10
port = B443
svr hostname = expressway-e.example.com
>

When a Jabber user attempts to connect from outside of the organization, the user enters the login information
as "user@example.com" and receives the error "Cannot find your services Automatically". The engineer tries
to resolve SRV records used by Jabber.

DNS A record "expressway-e.example.com" points to the Expressway-E IP and "cucm.example.com" points to
the Cisco Unified Communications Manager.
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Which change resolves the DNS problem?

A. Remove the cisco-uds SRV record for the external DNS.
B. Change the priority of the SRV record for cisco-uds.

C. Change cisco-uds to point to the Expressway-E FQDN.
D. Change the collab-edge record to point to 5061.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 86

An engineer configures a Cisco Collaboration environment to use Mobile and Remote Access for external
access for company users. The engineer uses OAuth with refresh on the Cisco UCM SIP lines for extra
security and improved user experience. During the setup, Mobile and Remote Access does not work, it is
enabled on the Cisco UCM and Cisco Expressways. SIP trunks on ports 5090 and 5091 are configured to
avoid conflicts with other SIP trunks between internal Cisco UCM clusters. The traversal zone also uses port
6500. The traversal zone between Expressways shows no errors, and the requests hit Expressway-E from the
Internet. What is the reason that the solution does not work?

A. The default port for Mobile and Remote Access is 6001. Therefore, the traversal port must be port

6001 for Mobile and Remote Access to work.

B. Mobile and Remote Access does not support OAuth with refresh with this configuration,

C. The default port for Mobile and Remote Access is 6500, which creates a conflict with the existing traversal
zone port.

D. The default port for Mobile and Remote Access is 5091, which creates a conflict with the existing SIP
trunks.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 87

An engineer must fix broken SSH tunnels between Expressway-C (192.168.10.5) and Expressway-E
(192.168.20.5). The engineer is advised that the packet capture shows the required packets for the SSH
tunnels leaving the Expressway-C but not reaching the Expressway-E. Which firewall configuration must the
engineer allow to resolve this issue?

A. port 2222 from Expressway-E to Expressway-C

B. port 7001 from Expressway-C to Expressway-E

C. port 7001 from Expressway-E to Expressway-C

D. port 2222 from Expressway-C to Expressway-E

Answer: D (LEAVE A REPLY)
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-
5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-
guide_chapter_0100.htm|

NEW QUESTION: 88
What happens to the encrypted signaling traffic of a collaboration device if you place it inside a firewall with
private IP addresses and try to make a call over IP without any collaboration infrastructure?
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A. The signaling makes it back to the endpoint because the firewall is an application layer gateway and
provides address translation.

B. Encrypted IP traffic for collaboration devices always is trusted by the firewall.

C. The signaling does not make it back to the endpoint because the firewall cannot inspect encrypted traffic.
D. The signaling makes it back to the endpoint because the endpoint sent the private address to the external
endpoint.

Answer: C (LEAVE A REPLY)

A NAT ALG is similar to a firewall ALG, but a NAT ALG actually changes (maps) the addresses and ports in
the signaling messages. The NAT ALG cannot inspect the contents of encrypted signaling messages.

NEW QUESTION: 89
Refer to the exhibit.

(\d{3}) (\d{3}) (\d{3}) (\d{3})

Which two numbers match the regular expression? (Choose two.)
A. d20d16d20d22

B. 209165200224

C. 209165200225

D. 2091652010224

E. d209d165d200d224

Answer: (SHOW ANSWER)

NEW QUESTION: 90
Refer to the exhibit.

Expressway-C Traversal Zone:
SIP: Failed to connect to 192.168.1.6:7001

Expressway-C Event Log shows the following:

2019-10-23T11:01:51.925-04:00 : Event="Outbound TLS Negotiation Error" Service="SIP" Src-ip="192.168.1.5" Src-port="27204"
Dst-ip="192.168.1.6" Dst-port="7003" Detail="tlsv1 alert unknown ca"
Protocol="TLS" Common-name="amer-expressway01.example.com" Level="1" UTCTime="2019-10-23 15:01:51,923"

Expressway-C server certificate shows the following decoded output:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Temporary CA fce4028e-92ba-4cbe-9e71-08b959888af4, OU=Temporary CA fce4028e-92ba-4cbe-9e71-08b959888af4,
CN=Temporary CA fce4028e-92ba-4cbc-9¢71-08b959888af4

An Expressway-C and Expressway-E are configured for B2B calling and the Expressway- E zone is set to TLS
Verify Currently, calls do not reach the Expressway-C. The Traversal Client zone on the Expressway-C for B2B
reports the information in the exhibit for the Peer 1 address.

Which action resolves this error?
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A. Add an intermediate certificate to the Expressway-C that is signed by a certificate authority.

B. Configure the Expressway-C Traversal Client zone Peer 1 address with the fully qualified domain name of
the Expressway-E.

C. Configure the Expressway-C Traversal Client zone transport protocol with TCP.

D. Add a server certificate to the Expressway-C that is signed by a certificate authority.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 91

A company is installing Cisco Collaboration infrastructure and one of the requirements is that they must be
able to communicate with many external parties that are using H.323 and SIP. Internally they want to register
the endpoints only on SIP.

Which functionality would describe the feature that needs to be enabled and where to achieve this?

A. Transcoding in Cisco Unified Communications Manager

B. Interworking in Expressway-C

C. Interworking in Cisco Unified Communications Manager

D. Transcoding in Expressway-C

Answer: B (LEAVE A REPLY)

Valid 300-820 Dumps shared by BraindumpsPass.com for Helping Passing 300-820 Exam!
BraindumpsPass.com now offer the newest 300-820 exam dumps, the BraindumpsPass.com 300-820
exam questions have been updated and answers have been corrected get the newest
BraindumpsPass.com 300-820 dumps with Test Engine here:
https://www.braindumpspass.com/Cisco/300-820-practice-exam-dumps.html (210 Q&As Dumps, 40%OFF

Special Discount: Exam-Tests)

NEW QUESTION: 92

After Mobile and Remote Access is deployed with automatic service discovery, end users encounter the error
"Cannot communicate with the server" when they attempt to log in to Cisco Jabber 14.0 using the company
email address from within the company network. Which action must an administrator take to resolve this
challenge?

A. Create _collab-edge._tcp DNS SRV record in the internal DNS.

B. Create _collab-edge._tls DNS SRV record in the public DNS.

C. Create _cisco-uds. _tcp DNS SRV record in the public DNS server.

D. Create _cisco-uds._tcp DNS SRV record in the internal DNS server.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 93
Refer to the exhibit.
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Create transform You are here: Configuration > Dial plan > Transform > Create transform

5 i

Convert Untitled CM supplied domain information to the Expressway SIP domain | |
Regex v | (4

(4\d{3})@exp-name.exp.domain *)?

Replage’. "= (% 1

\l{@exp.domain 4

Enabled™ + 1

Create transform Cancel
Which description of the transformation is true?
A. It changes 413@exp-name.exp.domain:<port> to 413@exp.domain
B. It changes all patterns that begin with 4123@exp-name.exp.domain:<port> to 1@exp.domain
C. It converts 4123@exp-name.exp.domain:<port> to 4123@exp.domain
D. It converts 4.3@exp-name.exp.domain:<port> to 1@exp.domain
Answer: (SHOW ANSWER)

NEW QUESTION: 94

Which statement about scheduling Expressway backups is true?

A. It is allowed from the application GUI of the Expressway only.

B. It is allowed from the application CLI of the Expressway only.

C. It is allowed from the application CLI and GUI of the Expressway.
D. It is not supported on the application.

Answer: (SHOW ANSWER)

NEW QUESTION: 95

Refer to the exhibit. When a Jabber user attempts to connect from outside of the organization, the user enters
the login information as "user@example.com" and receives the error "Cannot find your services Automatically".
The engineer tries to resolve SRV records used by Jabber.
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C:\Users\Administrator>nslookup
Default Server: Win20l6-AD.example.com
Address: 192.1e8.10:.10

> set type=ahbl

> €isco-uflsf tcp.example.com4
Server: Win201l6-AD.example.com
Address: 1592.168.10.10

_Gisco=udsW tep.example.com SRV service location:
priority = 10
weight = 10
port =_0443
svr hostname =/{ducm.example.com

> collab-edge. tls.gXample.com
Server: WinZ20le-AD.,&example.com
Address: 192.168,.90%I10

_collab-edge.(Ads.example.com SRV service location:
priority = 10
welght = 10
port = 8443
svr hostname = exXpressway-e.example.com
>

DNS A record "expressway-e.example.com" points to the Expressway-E IP and
"cucm.example.com" points to the Cisco Unified Communications Manager.
Which change resolves the DNS problem?

A. Remove the cisco-uds SRV record for the external DNS.

B. Change cisco-uds to point to the Expressway-E FQDN.

C. Change the collab-edge record to point to 5061.

D. Change the priority of the SRV record for cisco-uds.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 96
Refer to the exhibit. A collaboration engineer creates an allow list test file for a Mobile and Remote Access
deployment. Which lines are needed to format the test in the file correctly?
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Description: a block test
ExpectedResult: block

URL: https://myServer/myPath
Port: 8443

Method: GET

Deployment: my deployment

A. a block test:https:8443:GET "myServer/myPath":my deployment:block

B. a block test,https:8443,GET "myServer/myPath",my deployment:block

C. "my deployment", block, GET https://myServer:8443/myPath, "a block test"
D. https://myServer:8443/myPath.block, "my deployment", "a block test", GET
Answer: (SHOW ANSWER)

NEW QUESTION: 97

What is a key configuration requirement for Hybrid Message Service High Availability deployment with multiple
IM and Presence clusters?

A. You must have the Intercluster Sync Agent working across your IM and Presence clusters.

B. You must have the Intercluster Lookup Service working across all of your IM and Presence clusters.

C. Your IM and Presence Service clusters must have Multiple Device Messaging disabled.

D. AXL service should be activated only on the publisher of each IM and Presence cluster.

Answer: A (LEAVE A REPLY)

The Cisco Sync Agent must be running on the database publisher node of each intercluster peer on the local
and remote IM and Presence database publisher nodes.
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/11_

5 1/cup0_b_config-and-admin-guide-1151su5/cup0_b_imp-system-configuration-
1151suS_chapter_01100.pdf

NEW QUESTION: 98

A company is implementing Cisco Webex but has existing legacy Cisco video endpoint registered on-
premises. The administrator of Webex wants the SIP address of these rooms to appear in the directory listing
on Webex registered endpoints and in the Webex App. How can this be configured?

A. Using the Directory Connector, room resources without Webex licenses can be synchronized with Webex to
make the SIP address appear in the phonebook of the Webex App or the endpoint.

B. Using the Directory Connector, room resources with flex licenses only can be synchronized with Webex to
make the room appear in the phonebook of the Webex App or the endpoint. SIP address is then entered from
Control Hub because it will not match the field.

C. Using the Directory Connector, room resources with flex licenses only can be synchronized with Webex to
make the SIP address appear in the phonebook of the Webex App or the endpoint.


https://www.exam-tests.com/300-820-exam/Cisco.300-820.v2025-04-04.q130.html
https://www.exam-tests.com/300-820-exam/Cisco.300-820.v2025-04-04.q130.html

D. Using the Directory Connector, room resources without Webex licenses can be synchronized with Webex to
make the room appear in the phonebook of the Webex App or the endpoint. SIP address is then entered from
Control Hub because it will not match the field.

Answer: A (LEAVE A REPLY)
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/di

rectoryconnector/cmgt_b_directory-connector-guide-admins/cmgt_b_directory-connector-guide-
admins_chapter_01001.html

NEW QUESTION: 99

What is a requirement when configuring the Cisco Webex Hybrid Message account for accessing the API of
the Cisco UCM IM and Presence Service?

A. Use an application user with only the "Standard CTI Allow Control of All Devices" role

B. Use the main administrator account if it includes the "Standard AXL API Access" role

C. Add a new end-user with the "Standard AXL API Access" role

D. Use an application user not the main administrator account with the "Standard AXL API Access" role
Answer: D (LEAVE A REPLY)

NEW QUESTION: 100

An engineer must configure the zone to connect to an Expressway-E using Single NIC with NAT.

The internal IP address is 192.168.10.63, and the NAT address is 203.0.113.5. What must the engineer
configure on the Expressway-C to meet this requirement?

A. traversal zone with the peer address of 203.0.113.5

B. neighbor zone with the peer address 192.168.10.63

C. neighbor zone with the peer address of 203.0.113.5

D. traversal zone with the peer address 192.168.10.63

Answer: D (LEAVE A REPLY)

NEW QUESTION: 101
Refer to the exhibit.

(\d{3}) (\d{3}) (\d{3}) (\d{3})

Which two numbers match the regular expression? (Choose two.)
A. 209165200224

B. 2091652010224

C. 209165200225

D. d20d16d20d22

E. d209d165d200d224

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 102
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Which mechanism does TLS use to validate identity?
A. shared secret

B. username and a password

C. IP address of the peer

D. server certificate

Answer: A (LEAVE A REPLY)

NEW QUESTION: 103

Which two options should be used to create a secure traversal zone between the Expressway-C and

Expressway-E? (Choose two.)

A. A separate pair of traversal zones must be configured if an H.323 connection is required and Interworking is

disabled.

B. Create a set of username and password on each of the Expressway-C and Expressway-E to authenticate

the neighboring peer.

C. One Cisco Unified Communications traversal zone for H.323 and SIP connections.

D. Expressway-C and Expressway-E must trust each other's server certificate.
E. Enable username and password authentication verification on Expressway-E.
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 104
Refer to the exhibit.

o) LFS-EAST

o]
S SET Delay 1 @IJJ |I I fﬁx
'\1-"""'-““ !rltt!-rl'le't/(N h"'—“‘\

. - ,®i’i ( {isBo Webex]—)

- M

If the Webex Teams device cannot connect to Video Mesh Cluster-1 because it is busy, which media node

does the Webex Teams device connect to next?
A. Both Cloud Node US-EAST and US-WEST
B. Video Mesh Cluster-2

C. Cloud Node US-EAST

D. Cloud Node US-WEST
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 105

Which two protocols are supported on Expressway Zones? (Choose two.)
A. MGCP

B. SIP

C. H.248

D. SCCP

E. H.323

Answer: B,E (LEAVE A REPLY)

NEW QUESTION: 106

When an Expressway-E is configured for static NAT, which Session Description Protocol attribute is modified
to reflect the NAT address?

A. SIP record route

B. SDP m-line

C. SDP c-line

D. SDP b-line

Answer: C (LEAVE A REPLY)

Valid 300-820 Dumps shared by BraindumpsPass.com for Helping Passing 300-820 Exam!
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exam questions have been updated and answers have been corrected get the newest
BraindumpsPass.com 300-820 dumps with Test Engine here:
https://www.braindumpspass.com/Cisco/300-820-practice-exam-dumps.html (210 Q&As Dumps, 40%OFF

Special Discount: Exam-Tests)

NEW QUESTION: 107
Refer to the exhibit.
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Expressway-C Traversal Zone:
SIP: Failed to connect to 192.168.1.6:7001

Expressway-C Event Log shows the following:
2019:10-23T11:01:51.925-04200 : Event="Outbound TLS Negotiation Error" Service="SIP" Src-ip="192.168.1.5" Src-port="27204"

Dst-ip="192.168.1.6" Dst-port="7003" Detail="tlsv1 alert unknown ca"
Protocol="TLS" Common-name="amer-expressway(1.example.com" Level="1" UTCTime="2019-10-23 15:01:51,923"

Expressway-C server certificate shows the following decoded output:

Certificate:
Data:
Version: 3 (0x<2)
Serial Number: 1 (0x1)
Signature Algorithm: sha2 56 WithRSAEncryption
Issuer: O=Temporary CA fce4028e-92ba-4cbc-9e71-08b959888af4, OU=Temporary CA fce4028e-92ba-4cbc-9¢71-08b959888af4,
CN=Temporary CA fce4028e-92ba-4cbc-9¢71-08b959888af4

An Expressway-C and Expressway-E are configured for B2B calling and the Expressway- E zone is set to TLS
Verify Currently, calls do not reach the Expressway-C. The Traversal Client zone on the Expressway-C for B2B
reports the information in the exhibit for the Peer 1 address.

Which action resolves this error?

A. Add an intermediate certificate to the Expressway-C that is signed by a certificate authority.

B. Add a server certificate to the Expressway-C that is signed by a certificate authority.

C. Configure the Expressway-C Traversal Client zone Peer 1 address with the fully qualified domain name of
the Expressway-E.

D. Configure the Expressway-C Traversal Client zone transport protocol with TCP.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 108
Which SIP media encryption mode is applied by default for newly created zones in the Cisco Expressway?
A. Force Encrypted

C. Auto
D. Best Effort
Answer: C (LEAVE A REPLY)

NEW QUESTION: 109

A company has enabled ICE to optimize call flows and improve video quality between their Cisco Collaboration
endpoints internally and externally.

For which reason would you see activity on the TURN server when a call is established between two external
endpoints?

A. The video call is using encryption, which is not supported by ICE with CUCM 12.5

B. ICE cannot reduce the packet loss on the link

C. A STUN cannot punch holes in the firewall

D. The video call is using 4K resolution, which is not supported by ICE with CUCM 12.5

Answer: A (LEAVE A REPLY)
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Explanation/Reference:

NEW QUESTION: 110

What is the purpose of Webex Cloud-Connected UC?

A. Get the benefits of centralized cloud-based analytics and troubleshooting while keeping critical calling on-
premises.

B. It is a hybrid calling setup with an on-premises Cisco UCM and a Webex based Cisco UCM to benefit from
both critical on-prem and flexible cloud deployments.

C. It is a migration path tor moving from on-premises UC to Webex in a step by step plan.

D. It is a Cisco UCM deployed in the Webex cloud for feature parity when moving to cloud.

Answer: (SHOW ANSWER)

NEW QUESTION: 111

Jabber cannot log in via Mobile and Remote Access. You inspect Expressway-C logs and see this error
message:

XCP_JABBERD Detail="Unable to connect to host '%IP%', port 7400:(111) Connection refused"

Which is the cause of this issue?

A. The destination port for Expressway-E is set to 7400 instead of 8443 on the Expressway-C.

B. Rich Media Session licenses are not activated on Expressway-E.

C. The XCP Service is not activated on Expressway-E.

D. Expressway-E is listening on the wrong IP interface.

Answer: (SHOW ANSWER)

NEW QUESTION: 112

A company has an on-premises Cisco collaboration cluster that contains Cisco UCM, IM and Presence, and
Cisco Webex in the cloud. The company wants to integrate the on-premises infrastructure with Webex to
enable interoperability with the Webex App. An engineer already configured the cluster in Cisco UCM, IM and
Presence, and the organization in the Webex Control Hub. Which action must the engineer take to complete
the configuration?

A. Open the TCP 443 port from IM and Presence to Webex Cloud.

B. Deploy a Cisco Expressway Message Connector host.

C. Deploy Directory Connector.

D. Deploy a Webex Device Connector.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 113
Refer to the exhibit.
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Expressway-E

Rule name

Enter Block ISDN call for example

Description

Enter Block everything (including
nonreglstered endpoipts)

Priority

Enter 41

Protocol

Anv

Source

Request must be authenticated

No -

Mode

Alras pattern match

Pattern type

Regex

Pattern string

Enter (9\d+) (.*) (Gexamplel cOm)

Pattern behavior

Replace

Enter do-not-route-this-call for example
Stop

TraversalZone

Enabled

Replace string

On successful match
Target

State

An ISDN gateway is registered to Expressway-C with a prefix of 9 and/or it has a neighbor zone specified that
routes calls starting with a 9.

Which value should be entered into the "Source" field to prevent toll fraud regardless at origin of the call?

A. Any

B. All

C. Neighbor Zone

D. Traversal Zone

Answer: B (LEAVE A REPLY)

NEW QUESTION: 114

When the network requirements are configured for a new Video Mesh deployment, which firewall ports are
required so that Video Mesh cascade signaling succeeds?

A. TCP 443 and 444

B. TCP 443 and 8443

C. UDP 5004 and 5005

D. UDP 33432 through 33433

Answer: B (LEAVE A REPLY)
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/videomesh/cmgt_b_webex-

video-mesh-deployment-guide/cmgt_b_hybrid-media-deployment- guide_chapter_010.html

NEW QUESTION: 115

A Cisco Webex Hybrid Video Mesh Node can be installed in the DMZ and on the internal network.

Which statement is true?

A. Installing a Video Mesh Node in the DMZ requires you to open TCP and UDP port 4444 in your internal
firewall for full clustering functionality.
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B. Installing a Video Mesh Node in the DMZ requires the external firewall to allow UDP traffic from ANY port to
the address of the Video Mesh Nodes via port 5004.

C. Webex Cloud supports either a DMZ-based Mesh Node for security or an internal-based Mesh Node for
media control only.

D. Using internal Video Mesh Node also works due to Mobile and Remote Access setup for Webex Teams
clients. A DMZ node is added for extra security.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 116

Which statement about the Cisco Webex hybrid service is true?

A. Hybrid Message service works only with Jabber cloud deployment.

B. Directory Connector must be deployed for OBTP to work with on-premises video devices.
C. Directory Connector is required for Azure AD.

D. Expressway Connector is required for an on-premises Exchange server.

Answer: (SHOW ANSWER)

NEW QUESTION: 117

An employee has recently left an organization and a manager suspects that this employee may have made
changes to the system that no one is aware of. Mobile and Remote Access registration is not working. Internal
communications appear to be working, but no external system is able to register or call anywhere. While
investigating this problem, it is discovered that no internal systems are able to call externally either. What is the
TraversalZone missing that is causing this issue?

A. SIP trunk to the DefaultZone

B. link to the DefaultZone

C. route pattern to the DefaultZone

D. pipe to the DefaultZone

Answer: B (LEAVE A REPLY)

NEW QUESTION: 118

A company has enabled ICE to optimize call flows and improve video quality between their Cisco Collaboration
endpoints internally and externally.

For which reason would you see activity on the TURN server when a call is established between two external
endpoints?

A. The video call is using encryption, which is not supported by ICE with CUCM 12.5

B. ICE cannot reduce the packet loss on the link

C. A STUN cannot punch holes in the firewall

D. The video call is using 4K resolution, which is not supported by ICE with CUCM 12.5

Answer: (SHOW ANSWER)

Those addresses (A, B, and C) populate the SIP SDP offer and answer as ICE candidates, and after the
signaling has gone through, both endpoints will have the remote party ICE candidate addresses. It is at that
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point that the endpoints do a connectivity check by sending STUN messages to one another in an attempt to
punch transport holes in the firewalls in order to establish media connectivity between peers.
https://www.cisco.com/c/en/us/td/docs/solutions/PA/ICE/icepa125.html

NEW QUESTION: 119

A company is installing Cisco Collaboration infrastructure and one of the requirements is that they must be
able to communicate with many external parties that are using H.323 and SIP. Internally they want to register
the endpoints only on SIP.

Which functionality would describe the feature that needs to be enabled and where to achieve this?

A. Interworking in Expressway-C

B. Transcoding in Cisco Unified Communications Manager

C. Transcoding in Expressway-C

D. Interworking in Cisco Unified Communications Manager

Answer: A (LEAVE A REPLY)

Interworking - interworking is required on expressway series to interwork H.323 to SIP calls.

CUCM is SIP only and does not support H.323 calls. Inteworking for B2B calls is always done at expressway

level.

NEW QUESTION: 120

When a Cisco Webex Video Mesh Node is configured for an organization, which process does the Webex
Teams client use to discover the optimal bridging resource?

A. an HTTPS speed and latency test to each node and the cloud

B. the lowest STUN round-trip delay to each node and cloud

C. the SIP delay header during call setup

D. a reachable Video Mesh Node and then overflows to the cloud, if needed

Answer: D (LEAVE A REPLY)

NEW QUESTION: 121

Within which cache timeline do the Webex App endpoints perform a STUN test to calculate round-trip delay
time to available media node clusters?

A. 1 hour

B. 2 hours

C. 4 hours

D. 6 hours

Answer: B (LEAVE A REPLY)

The cache expiry time for media node discovery is 2 hours. When new Video Mesh Nodes are added to a

deployment, it may take Webex Teams endpoints up to 2 hours to recognize this event. Restarting a Webex
Teams endpoint will force the endpoint to perform connectivity and STUN tests again and to recognize the new
Video Mesh Node.
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Collaboration/hybrid/12x/hybcvd/hms.htmI?
bookSearch=true
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NEW QUESTION: 122

When deploying an Expressway Core and Expressway Edge cluster for mobile and remote access, which TLS
verity subject name must be configured on the Expressway-E UC traversal zone?

A. Expressway-C Cluster Name

B. Expressway-E Cluster Name

C. Cisco Unified Communications Manager Publisher FQDN

D. Webex CUSP Cluster Name

Answer: B (LEAVE A REPLY)

NEW QUESTION: 123

An organization with a domain name of example.com.

Which two SRV records are valid for a SIP and H.323 communication? (Choose two.)

A. _sips._tcp.example.com

B. _sips._udp.example.com

C. _h323Is._udp.example com

D. h323ls._tcp.example.com

E. collab-edge._tls.example.com

Answer: A,C (LEAVE A REPLY)

The format of DNS SRV queries for sip (RFC 3263) and H.323 used by Expressway are:
_sips._tcp.<fully.qualified.domain>

_sip._tcp.<fully.qualified.domain>

_sip._udp.<fully.qualified.domain> - not recommended for video calls, only use for audio-only calls
_h323lIs._udp.<fully.qualified.domain> - for UDP location (RAS) signaling, such as LRQ
_h323cs._tcp.<fully.qualified.domain> - for H.323 call signaling

The format of DNS SRV queries for sip (RFC 3263) and H.323 typically used by an endpoint are:
_sips._tcp.<fully.qualified.domain>

_sip._tcp.<fully.qualified.domain>

_sip._udp.<fully.qualified.domain> - not recommended for video calls, only use for audio-only calls
_h323lIs._udp.<fully.qualified.domain> - for UDP location (RAS) signaling, such as LRQ
_h323cs._tcp.<fully.qualified.domain> - for H.323 call signaling
_h323rs._udp.<fully.qualified.domain> - for H.323 registrations
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NEW QUESTION: 124

The Cisco Webex Hybrid Message service is deployed geographically for separate Cisco Unified IM and
Presence clusters.

What must be configured in the Cisco Webex Control Hub to achieve this deployment?

A. geo-locations

B. distributed DNS

C. verified domains

D. resource groups

Answer: (SHOW ANSWER)

You can use Resource Groups in Control Hub to define your organization's geography, and then assign
Expressway resources to different resource groups that represent locations.

The set of users you assign to each resource group should correspond to the users in all IM and Presence
Service clusters served by the Expressways in those resource groups.

NEW QUESTION: 125
D18912E1457D5D1DDCBD40AB3BF70D5D

Modules"network.tcp™ Levels*"DEBUG": Dat "ICF Connecting”
Module="netw Co ction Established”
Event="Outbound TLS Neootiation Error" Service="SI Dat-ip= 1
Dst-port="7002" Detail="Peer's TLS certificate identity was unacceptable”™ Protocol="TLS" Common-name==10.0.101.11%"
_|Vvalid from Friday, October 18, 2019 ...
_|Valid to Sunday, October 17, 202...
_|Subject expe.podl.local, Systems...
Public key RSA (4096 Bits)
Public key parameters 05 00
3.|Enhanced Key Usage Server Authentication (1....
41/ Subject Alternative Name DNS Name=expe.podi.local
4 |Subject Key Identifier c7b28ee75e675005198f9...
Location
Peer 1 address |10.0.104719 & ' % Bl i, SIP Failed to connect 10 10.0.101.119:7002 - TLS negotiation failure

Check the certificates for the traversal connection

Refer to the exhibit showing logs from the Expressway-C, a copy of the Expressway-E certificate, and the UC
traversal zone configuration for the Expressway-C. An office administrator is deploying mobile and remote
access and sees an issue with the UC traversal zone. The zone is showing "TLS negotiation failure". What is
causing this issue?

A. The Expressway-C is missing the FQDN of Cisco UCM in the Common Name of its certificate
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B. The Expressway-E does not have the FQDN of Cisco UCM listed as a SAN in its certificate

C. The Expressway-E certificate includes the Expressway-C FQDN as a SAN entry

D. In the UC Traversal Zone on the Expressway-C, the peer address is set to the IP of the Expressway-E,
which is not a SAN entry in the Expressway-E certificate

Answer: B (LEAVE A REPLY)

NEW QUESTION: 126

An Expressway-E is configured using a single NIC with NAT.

How must the Expressway-C traversal client zone be configured to connect to the Expressway-E?
A. The zone profile must be set to default.

B. The peer address must be the Expressway-E NAT address.

C. TLS verify must be enabled.

D. The peer address must be the Expressway-E LAN 1 |P address.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 127

Refer to the exhibit. A collaboration engineer is configuring Cisco Expressway for B2B calling.

The engineer must allow inbound calls to be routed to Cisco UCM. The traffic must be unencrypted between
the Expressway-C and the Cisco UCM cluster. Which configuration correctly implements the zone?
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|- 51P Trunk Security Profile Info
Name®

Description

Device Security Mode
Incoming Transport Type*

Cutgoing Transport Type

[ enable Digest Authentication
Nonce Validity Time (mins)®*

Secure Certificate Subject or Subject Alternate Name

Incoming Port® 6060
~SIP Trunk Security Profile Information

Name® |Zone Profile 2
Description i

Device Security Mode | Encrypted
Incoming Transport Type'

Qutgoing Transport Type

I:I Enablae Digest Authantication
Nonce Validity Time (mins)*

Secure Certificate Subject or Subject Alternate Name

Incoming Port*







[Create Zone

AESGCMsuppmt‘ I s ‘ ! .

- Configuration
Name + CUCMZone i
Tne «  Neighbor v
Hop count * |15 ¥
- H.323
Mode
- SIP
Mode
Port e
Transporl
TLS verify mode off v | i
Accepl proxied registrations DEﬁtJ L
Media encryplion mode Auto v | (&
ICE support offv| 1
Multistream mode l 1 l ' I ' Gn' L
Preloaded SIP m.mm support ' ’ loff v | L&)
o v] (&)




Create Zone
[ c8nfiguiraion ®
MName
Type

Hop count

i H.323

Mode

| SIP

Mode

Port

Transport

Accept proxied registrations
Media encryption mode

ICE support

Multistream mode
Preloaded SIP routes support

AES GCM support

* CUCMZone

« Neighbor
* |15
Ooff v |
On v | 1
« 606
TCP v | 1
Denyv | i
Auto
Off v | i
On ¥ |
Off v t
off v | 1




Create Zone

a—{ Configuration

Name S | o G CUCMZone

Type « | Neighbor

Hop count * 115

--[H.SZE

Mode

Mode

Port

Transport

TLS verify mode

Accept proxied registrations
Media encryption mode

ICE support

Muitistream mode
Preloaded SIP routes supporl

AES GCM support

D.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 128

Refer to the exhibit. The administrator attempted to log in, but Jabber clients cannot log in via mobile and
remote access. How is this issue resolved?

A. The domain pod1.local must be deprovisioned from the Webex cloud for Jabber logins.

B. A DNS SRV record must be created for _collab-edge._tls.pod1.local that points to the Expressway-E.
C. The username jabberuser@pod1.local is invalid. The user should instead sign-in simply as jabberuser.
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D. Skype for Business mode must be disabled on the DNS server because it conflicts with Jabber login
requirements.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 129

Which action is required when using Cisco Jabber for Cloud with Cisco Webex Messenger?
A. Configure, extend, and connect.

B. Configure policies.

C. Configure service discovery for remote access.

D. Configure desk phone control.

Answer: B (LEAVE A REPLY)

Workflow for a Cloud Deployment using Cisco Webex Messenger

Step 1 Configure Policies

Step 2 Create Users for Cloud Deployment

Step 3 Set Up Certificate Validation

Step 4 Configure the Clients

Step 5 Deploy Cisco Jabber Applications and Jabber Softphone for VDI
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/14_0/cjab_b_deploy-jabber-webex-
messenger-14_0/cjab_b_deploy-jabber-webex-messenger-129_chapter_010.html

NEW QUESTION: 130
Refer to the exhibit. Which two numbers match the regular expression? (Choose two.)

(\d{3}) (\d{3}) (\d{3}) (\d{3})

A. 209165200225

B. d209d165d200d224

C. 209165200224

D. 2091652010224

E. d20d16d20d22

Answer: A,C (LEAVE A REPLY)
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