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NEW QUESTION: 1

Which Citrix ADC service monitor can a Citrix Administrator use to test the three-way
handshake between the Citrix ADC and the backend server?

A. PING

B. UDP

C. LDAP

D. TCP

Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/load-

balancing/load-balancing-builtin- monitors/monitor-tcp.html

NEW QUESTION: 2

A Citrix Administrator needs to integrate an existing certification-based authentication
policy into an existing Citrix Gateway virtual server.

Which three steps can the administrator take to accomplish this? (Choose three.)

A. Bind the existing CERT authentication policy to the Citrix Gateway virtual server.

B. Enable the two-factor option on the existing CERT authentication profile.

C. Enable client authentication on the SSL parameters of the virtual server.

D. Change the client certificate to mandatory on the SSL parameters of the virtual server.
E. Create a CERT authentication policy and bind it to the Citrix Gateway virtual server.
Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.citrix.com/en-us/citrix-gateway/current-
release/authentication-authorization/configure- client-cert-authentication/ng-client-cert-

vserver-and-bind-tsk.html

NEW QUESTION: 3
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After being audited, a Citrix Administrator learns that additional security enhancements
should be made to one of the virtual servers.

Which two actions can the administrator perform to accomplish this? (Choose two.)

A. Enable the TLSv1.2.

B. Enable the RC4 cipher suite.

C. Create a SHA1 key.

D. Disable the SSLv3.

Answer: (SHOW ANSWER)

Explanation/Reference:

NEW QUESTION: 4

Which set of items can a Citrix Administrator change when configuring a portal theme for
users?

A. Browser requirements, logo, labels

B. Logo, background, browser requirements

C. Font color, labels, URL displayed

D. Logo, background, labels

Answer: D (LEAVE A REPLY)

Explanation/Reference:

Reference: https://support.citrix.com/article/CTX205486

NEW QUESTION: 5

A Citrix Administrator needs to configure a Citrix Gateway virtual IP to allow incoming
connections initiated exclusively from web browser sessions.

Which advanced policy will accomplish this?

A. REQ.HTTP.HEADER User-Agent NOTCONTAINS CitrixReceiver

B. REQ.HTTP.HEADER User-Agent CONTAINS Chrome/78.0.3904.108 Safari/537.36
C. HTTP.REQ.HEADER("User-Agent").CONTAINS("Mozilla")

D. HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver")

Answer: (SHOW ANSWER)

Explanation/Reference: https://stalhood2.rssing.com/chan-58610415/all_p2.html

NEW QUESTION: 6

Scenario: Users are attempting to logon through Citrix Gateway. They successfully pass
the Endpoint Analysis (EPA) scan, but are NOT able to see the client choices at logon.
What can a Citrix Administrator disable to allow users to see the client choices at logon?
A. Split tunneling

B. nFactor authentication

C. Quarantine groups

D. Client choices globally

Answer: (SHOW ANSWER)
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NEW QUESTION: 7

What can a Citrix Administrator configure to filter IPv4 addresses?
A. Data set

B. Citrix Web App Firewall

C. URL set

D. Pattern set

Answer: B (LEAVE A REPLY)

NEW QUESTION: 8

Which scenario will cause automatic high availability (HA) synchronization to fail?
A. A forced failover

B. Different build versions

C. A configuration change to the primary Citrix ADC

D. Manually forced synchronization

Answer: D (LEAVE A REPLY)

NEW QUESTION: 9

Which set of items can a Citrix Administrator change when configuring a portal theme for
users?

A. Browser requirements, logo, labels

B. Logo, background, browser requirements

C. Logo, background, labels

D. Font color, labels, URL displayed

Answer: (SHOW ANSWER)

NEW QUESTION: 10

A Citrix Administrator needs to integrate an existing certification-based authentication
policy into an existing Citrix Gateway virtual server.

Which three steps can the administrator take to accomplish this? (Choose three.)

A. Enable the two-factor option on the existing CERT authentication profile.

B. Enable client authentication on the SSL parameters of the virtual server.

C. Create a CERT authentication policy and bind it to the Citrix Gateway virtual server.
D. Bind the existing CERT authentication policy to the Citrix Gateway virtual server.

E. Change the client certificate to mandatory on the SSL parameters of the virtual server.
Answer: (SHOW ANSWER)

NEW QUESTION: 11

A Citrix Administrator configured a load-balancing virtual server to utilize the least
bandwidth load-balancing method. A service attached to this virtual server is brought into
the effective state during production hours.
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During the startup of a virtual server, which load-balancing method is used by default?
A. Custom load

B. Least connections

C. Round-robin

D. Least bandwidth

Answer: B (LEAVE A REPLY)

NEW QUESTION: 12

Scenario: A Citrix Administrator configured a new router that requires some incoming and
outgoing traffic to take different paths through it. The administrator notices that this is
failing and runs a network trace. After a short monitoring period, the administrator notices
that the packets are still NOT getting to the new router from the Citrix ADC.

Which mode should the administrator disable on the Citrix ADC to facilitate the successful
routing of the packets?

A. USIP

B. MAC-based forwarding (MBF)

C. USNIP

D. Layer3

Answer: B (LEAVE A REPLY)

NEW QUESTION: 13

Scenario:A Citrix Administrator configures an access control list (ACL) to block traffic from
the IP address

10.102.29.5:

add simpleacl rule1 DENY -srclP 10.102.29.5

A week later, the administrator discovers that the ACL is no longer present on the Citrix
ADC.

What could be the reason for this?

A. The administrator did NOT run the apply ACL command.

B. The simple ACLs remain active for only 60 seconds.

C. The simple ACLs remain active for only 600 seconds.

D. The Citrix ADC has been restarted without saving the configurations.

Answer: (SHOW ANSWER)

NEW QUESTION: 14

Scenario: After deploying a Citrix ADC in production, a Citrix Administrator notices that
client requests are NOT being evenly distributed among backend resources. The
administrator wants to change from the default load-balancing method to one that will help
distribute the load more evenly.

Which load-balancing method would ensure that the server with the least amount of
network utilization is receiving new connections?
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A. Least packets

B. Least response time

C. Least connection

D. Least bandwidth

Answer: D (LEAVE A REPLY)

NEW QUESTION: 15

Scenario: After deploying a Citrix ADC in production, a Citrix Administrator notices that
client requests are NOT being evenly distributed among backend resources. The
administrator wants to change from the default load-balancing method to one that will help
distribute the load more evenly.

Which load-balancing method would ensure that the server with the least amount of
network utilization is receiving new connections?

A. Least response time

B. Least bandwidth

C. Least connection

D. Least packets

Answer: B (LEAVE A REPLY)

Explanation/Reference: https://kb.wisc.edu/ns/page.php?id=13201#Least%20Bandwidth
%Z20Method

NEW QUESTION: 16

Scenario: While attempting to access a web server that is load-balanced by a Citrix ADC
using HTTPS, a user receives the message below:

SSL/TLS error: You have not chosen to trust "Certificate Authority" the issuer of the
server's security certificate.

What can a Citrix Administrator do to prevent users from getting this message?

A. Ensure that users have the server certificate installed.

B. Ensure that users have the certificate's private key.

C. Ensure that the server certificate is linked to its respective intermediate and root
certificates.

D. Ensure that users have the certificate's public key.

Answer: (SHOW ANSWER)
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Engine here: https://www.braindumpspass.com/Citrix/1Y0-231-practice-exam-
dumps.html (178 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 17

Scenario: Client connections to certain virtual servers are abnormally high. A Citrix
Administrator needs to be alerted whenever the connections pass a certain threshold.
How can the administrator use Citrix Application Delivery Management (ADM) to
accomplish this?

A. Configure specific alerts for virtual servers using Citrix ADM.

B. Configure TCP Insight on the Citrix ADM.

C. Configure SMTP reporting on the Citrix ADM by adding the threshold and email
address.

D. Configure network reporting on the Citrix ADM by setting the threshold and email
address.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 18

Which three Citrix Gateway elements can be configured by the Citrix Gateway Wizard?
(Choose three.)

A. The rewrite policy for HTTP to HTTPS redirect

B. The responder policy for HTTP to HTTPS redirect

C. The Citrix Gateway primary virtual server

D. The bind SSL server certificate for the Citrix Gateway virtual server

E. The primary and optional secondary authentications

Answer: C,D,E (LEAVE A REPLY)

Explanation/Reference: https://docs.citrix.com/en-us/citrix-gateway/12-1/citrix-
gateway-12.1.pdf (333)

NEW QUESTION: 19

Which Citrix ADC service monitor can a Citrix Administrator use to test the three-way
handshake between the Citrix ADC and the backend server?

A. UDP

B. TCP

C. PING

D. LDAP

Answer: (SHOW ANSWER)

NEW QUESTION: 20

In a single-hop deployment, a Citrix Administrator needs to use a client's IP address as the
source IP address for Citrix ADC-to-server connections.

Which Citrix ADC mode can the administrator use to meet this requirement?
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A. Layer 2

B. USNIP

C. USIP

D. Layer 3

Answer: C (LEAVE A REPLY)

NEW QUESTION: 21

A Citrix Administrator deploys a new Citrix ADC MPX appliance in the demilitarized zone
(DMZ), with one interface in the DMZ and the other on the internal network.

In which mode should the administrator deploy the Citrix ADC?

A. Transparent

B. One-arm

C. Forward proxy

D. Two-arm

Answer: C (LEAVE A REPLY)

NEW QUESTION: 22

Users accessing a published application through a Citrix Gateway virtual server require
SSO to a StoreFront server using an external, secure, single URL.

Which type of virtual server can the administrator use to meet this requirement?

A. Unified Gateway

B. Load Balancing

C. VPN

D. Priority Load Balancing

Answer: B (LEAVE A REPLY)

NEW QUESTION: 23

If a user device does NOT comply with a company's security requirements, which type of
policy can a Citrix Administrator apply to a Citrix Gateway virtual server to limit access to
Citrix Virtual Apps and Desktops resources?

A. Session

B. Responder

C. Authorization

D. Traffic

Answer: A (LEAVE A REPLY)

Explanation/Reference:

https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/creating-
and- enforcing-advanced-access-policies-with-xenapp.pdf

NEW QUESTION: 24
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Scenario: A Citrix Administrator configured SNMP to send traps to an external SNMP
system. When reviewing the messages, the administrator notices several entity UP and
entity DOWN messages.

To what are these messages related?

A. Load-balancing virtual servers

B. SSL certificate

C. VLAN

D. High availability nodes

Answer: A (LEAVE A REPLY)

Explanation/Reference:

https://www.reddit.com/r/Citrix/comments/bamiez/ns_study_question_help/

NEW QUESTION: 25

A Citrix Administrator needs to configure a Citrix ADC high availability (HA) pair with each
Citrix ADC in a different subnet.

What does the administrator need to do for HA to work in different subnets?

A. Turn on Independent Network Configuration (INC) mode

B. Turn on HA monitoring on all Interfaces

C. Configure SyncVLAN

D. Turn on fail-safe mode

Answer: A (LEAVE A REPLY)

NEW QUESTION: 26

A Citrix Administrator needs to provide access to Microsoft SharePoint through Citrix
Gateway for users connecting from a web browser using the Citrix Gateway plug-in.
How can the administrator configure this?

A. Set clientless access to ON.

B. Configure Citrix Gateway in ICA proxy mode.

C. Enable SSL bridge mode.

D. Set clientless access to OFF.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 27

Scenario: A Citrix Administrator needs to integrate LDAP for Citrix ADC system
administration using current Active Directory (AD) groups. The administrator created the
group on the Citrix ADC, exactly matching the group name in LDAP.

What can the administrator bind to specify the permission level and complete the LDAP
configuration?

A. Users to the group on the Citrix ADC

B. A nested group to the new group

C. An authentication, authorization, and auditing (AAA) action to the group
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D. A command policy to the group
Answer: D (LEAVE A REPLY)
Explanation/Reference: https://support.citrix.com/article/CTX123782

NEW QUESTION: 28

A Citrix Administrator needs to block all local printer access from users in the Marketing
department who are connecting remotely, but who should still have access when
connecting inside the corporate network using the same Citrix Gateway.

What can the administrator configure to accomplish this?

A. SmartControl

B. AppFlow

C. Simple access control list (ACL)

D. Extended access control list (ACL)

Answer: A (LEAVE A REPLY)

NEW QUESTION: 29

A Citrix Administrator configured a Citrix Gateway virtual server for authentication, but
there is no authentication policy bound to the virtual server.

Which authentication binding point will the Citrix ADC evaluate next?

A. Default global

B. Override global

C. Group

D. User

Answer: (SHOW ANSWER)

NEW QUESTION: 30

What can a Citrix Administrator configure to access RDP shortcuts?

A. Split tunneling

B. Bookmarks

C. Next hop server

D. Intranet applications

Answer: B (LEAVE A REPLY)

Explanation/Reference: https://docs.citrix.com/en-us/citrix-gateway/current-release/rdp-
proxy.htmi

NEW QUESTION: 31

Which license type must be installed to configure Endpoint Analysis scans?
A. Platform

B. Citrix Web App Firewall

C. Burst pack

D. Universal
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Answer: D (LEAVE A REPLY)
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NEW QUESTION: 32

Which Citrix Gateway feature should a Citrix Administrator configure to allow traffic for
specific iOS applications only?

A. Split DNS

B. SmartControl for iOS

C. Full SSL VPN tunnel for iOS

D. Per app VPN tunnel

Answer: (SHOW ANSWER)
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