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NEW QUESTION: 1

What are two effects of enabling auto-cache in a FortiAnalyzer report? (Choose two.)

A. The generation time for reports is decreased.

B. When new logs are received, the hard-cache data is updated automatically.

C. FortiAnalyzer local cache is used to store generated reports.

D. The size of newly generated reports is optimized to conserve disk space.

Answer: A,C (LEAVE A REPLY)

Enabling auto-cache in FortiAnalyzer reports is designed to improve the efficiency and speed of

report generation by leveraging cached data. Let's analyze each option to determine which
effects are correct.

Option A - The Generation Time for Reports is Decreased:

When auto-cache is enabled, FortiAnalyzer can use previously cached data instead of
reprocessing all log data from scratch each time a report is generated. This results in faster report
generation times, especially for recurring reports that use similar datasets.

Option C - FortiAnalyzer Local Cache is Used to Store Generated Reports:

Auto-cache utilizes FortiAnalyzer's local cache to store data used in reports, reducing the need to
retrieve and process logs repeatedly. This cached data can be reused for subsequent report
generation, enhancing performance.

NEW QUESTION: 2

(You created a playbook on FortiAnalyzer that uses a FortiOS connector. When you configure
FortiGate, which type of trigger must you use so that the actions in an automation stitch are
available in the FortiOS connector? (Choose one answer))

A. FortiAnalyzer Event Handler

B. Incoming webhook

C. Fabric Connector event
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D. IP ban
Answer: B (LEAVE A REPLY)
Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6

Study guide documents:

The study guide explains that FortiAnalyzer playbook tasks rely on connectors, and that the
FortiOS connector will not show its available actions until FortiGate is configured with the correct
automation trigger.

The guide states: "For example, the FortiOS connector will be listed as soon as the first FortiGate
device is added to FortiAnalyzer. However, to see the actions related to that FortiOS connector,
you must enable an automation rule using the Incoming Webhook Call trigger on FortiGate." This
is why the required FortiGate trigger type is Incoming webhook (option B): it is the specific trigger
FortiOS must use so FortiAnalyzer can expose and use the FortiOS connector actions within the
playbook workflow.

NEW QUESTION: 3

As part of your analysis, you discover that an incident is a false positive.

You change the incident status to Closed: False Positive.

Which statement about your update is true?

A. The audit history log will be updated.

B. The corresponding event will be marked as mitigated.

C. The incident will be deleted.

D. The incident number will be changed

Answer: A (LEAVE A REPLY)

When an incident in FortiAnalyzer is identified as a false positive and its status is updated to
"Closed: False Positive," certain records and logs are updated to reflect this change.

* Option A - The Audit History Log Will Be Updated:

* FortiAnalyzer maintains an audit history log that records changes to incidents, including updates
to their status. When an incident status is marked as "Closed: False Positive," this action is
logged in the audit history to ensure traceability of changes. This log provides accountability and
a record of how incidents have been handled over time.

* Conclusion: Correct.

* Option B - The Corresponding Event Will Be Marked as Mitigated:

* Changing an incident to "Closed: False Positive" does not affect the status of the original event
itself. Marking an incident as a false positive signifies that it does not represent a real threat, but it
does not imply that the event has been mitigated.

* Conclusion: Incorrect.

* Option C - The Incident Will Be Deleted:

* Marking an incident as "Closed: False Positive" does not delete the incident from FortiAnalyzer.
Instead, it updates the status to reflect that it is not a real threat, allowing for historical analysis
and preventing similar false positives in the future. Deletion would typically only occur manually or
by a different administrative action.
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* Conclusion: Incorrect.

* Option D - The Incident Number Will Be Changed:

* The incident number is a unique identifier and does not change when the status of the incident
is updated. This identifier remains constant throughout the incident's lifecycle for tracking and
reference purposes.

* Conclusion: Incorrect.

Conclusion:

* Correct Answer: A. The audit history log will be updated.

* This is the most accurate answer, as the update to "Closed: False Positive" is recorded in
FortiAnalyzer' s audit history log for accountability and tracking purposes.

References:

FortiAnalyzer 7.4.1 documentation on incident management and audit history logging.

NEW QUESTION: 4

Which statement about exporting items in Report Definitions is true?
A. Templates can be exported.

B. Template exports contain associated charts and datasets.

C. Datasets can be exported.

D. Chart exports contain associated datasets.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 5

What are the two methods you can use to send notifications when an event is generated by an
event handler?

(Choose two answers)

A. Send SNMP trap.

B. Send an alert through the FortiGuard server.

C. Send an alert through Fabric connectors.

D. Send SMS notification

Answer: A,C (LEAVE A REPLY)

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6
Study guide documents:

FortiAnalyzer event handlers support alerting when a rule match generates an event. The study

guide states that, for an event handler, "You can select a notification profile to send alerts
whenever an event is generated by the handler." In FortiAnalyzer, notification profiles are the
mechanism used to deliver alerts outward (for example, via an SNMP trap), which directly aligns
with option A.

In addition, FortiAnalyzer supports sending notifications to external platforms through integrations:
"You can configure FortiAnalyzer to send a notification to external platforms using preconfigured
Fabric connectors." This validates the use of Fabric connectors as a notification delivery method,
aligning with option C.
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Option B is not a notification delivery method for event-handler-generated alerts in the workflow
described (FortiGuard is used for threat intelligence/enrichment rather than relaying alerts).
Option D is not presented in the study guide's described notification mechanisms for event-
handler alerting in the referenced sections.

NEW QUESTION: 6

As part of your analysis, you discover that an incident is a false positive. You change the incident
status to Closed: False Positive.

Which statement about your update is true?

A. The audit history log will be updated.

B. The corresponding event will be marked as mitigated.

C. The incident will be deleted.

D. The incident number will be changed

Answer: A (LEAVE A REPLY)

When an incident in FortiAnalyzer is identified as a false positive and its status is updated to
"Closed:

False Positive," certain records and logs are updated to reflect this change.

Option A - The Audit History Log Will Be Updated:

FortiAnalyzer maintains an audit history log that records changes to incidents, including updates
to their status. When an incident status is marked as "Closed: False Positive," this action is
logged in the audit history to ensure traceability of changes. This log provides accountability and
a record of how incidents have been handled over time.

NEW QUESTION: 7
(Refer to the exhibit.

O Event = Event'Status =  Event Type = Severity =
[0 & bujygttatbsd.findhere.org (1) Mitigated ©Web Filter Low
0O Web request to suspicious destinationfrom 10.0.3.20 blocked Mitigated ©Web Filter Low

Which statement about the displayed event is correct? (Choose one answer))

A. The security risk was dropped.

B. The risk source is isolated.

C. The security risk was blocked.

D. The security event risk is from an application control log.

Answer: C (LEAVE A REPLY)

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6
Study guide documents:

The exhibit shows the event Event Status = Mitigated and Event Type = Web Filter, with the event
message indicating the web request was blocked.
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The study guide defines Mitigated events as follows: "Mitigated: The security risk is mitigated by
being blocked or dropped." This means a mitigated status corresponds to enforcement that
prevented the risk (block/drop), not a condition where the source is isolated.

It also distinguishes Contained events from mitigated ones: "Contained: The risk source is
isolated." Since the exhibit clearly shows Mitigated (not Contained), option B is incorrect.
Additionally, the study guide notes: "Generally, you can acknowledge mitigated events because
the related traffic was blocked by the firewall." This aligns directly with the exhibit's "blocked"
wording and supports that the correct interpretation is that the security risk was blocked.

Finally, the event type displayed is Web Filter, not application control, so option D is incorrect.
Therefore, the correct statement is C. The security risk was blocked.

NEW QUESTION: 8

What is the purpose of using data selectors when configuring event handlers?

A. They download new filters can be used in event handlers.

B. They apply their filter criteria to the entire event handler so that you don't have to configure the
same criteria in the individual rules.

C. They filter the types of logs that FortiAnalyzer can accept from registered devices.

D. They are common filters that can be applied simultaneously to all event handlers.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 9

Which statement about sending notifications with incident update is true?

A. You can send notifications to multiple external platforms.

B. Notifications can be sent only by email.

C. If you use multiple fabric connectors, all connectors must have the same settings.

D. Notifications can be sent only when an incident is updated or deleted.

Answer: (SHOW ANSWER)

In FortiOS and FortiAnalyzer, incident notifications can be sent to multiple external platforms, not

limited to a single method such as email. Fortinet's security fabric and integration capabilities
allow notifications to be sent through various fabric connectors and third-party integrations. This
flexibility is designed to ensure that incident updates reach relevant personnel or systems using
preferred communication channels, such as email, Syslog, SNMP, or integration with SIEM
platforms.

Let's review each answer option for clarity:

* Option A: You can send notifications to multiple external platforms

* This is correct. Fortinet's notification system is capable of sending updates to multiple platforms,
thanks to its support for fabric connectors and external integrations. This includes options such as
email, Syslog, SNMP, and others based on configured connectors.

* Option B: Notifications can be sent only by email
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* This is incorrect. Although email is a common method, FortiOS and FortiAnalyzer support

multiple notification methods through various connectors, allowing notifications to be directed to
different platforms as per the organization's setup.
* Option C: If you use multiple fabric connectors, all connectors must have the same settings
* This is incorrect. Each fabric connector can have its unique configuration, allowing different

connectors to be tailored for specific notification and integration requirements.

* Option D: Notifications can be sent only when an incident is updated or deleted

* This is incorrect. Notifications can be sent upon the creation of incidents, as well as upon

updates or deletion, depending on the configuration.

* According to FortiOS and FortiAnalyzer 7.4.1 documentation, notifications for incidents can be
configured across various platforms by using multiple connectors, and they are not limited to
email alone. This capability is part of the Fortinet Security Fabric, allowing for a broad range of
integrations with external systems and platforms for effective incident response.

NEW QUESTION: 10
Exhibit.

FortiAnalyzer partial configuration output

FortiAnalyzerls get system status

Platform Type : FAZVMBA-KVM

Platform Full Name : FortiAnalyzer-VMO4-KVM
Version 1v7.4.1-build2308 230831 (GA)
Serial Number : FAZ-VMOO00065040

BI0S version : 04000002

Hostname i FortiAnalyzerl

Max Number of Admin Domains : 5

Admin Domain Configuration : Enabled

FiPS Mode : Disabled

HA Mode : Stand Alone

Branch Point : 2308

Release Version Information 1 GA

Time Zone : (GMT-8:00) Pacific Tima (US & Canada)
Ditk Usage : Free 43.60GB, Total 58.80GB
File System * Extd

License Status : Valid

FortiAnalyzer 18 get system global

adom-mode
adom-select : normal
adom-status : enable
console-output : enable
country-flag : standard
enc-algorithm : enable
ha-member-auto-grouping : high
hostname . enatle
log-checksum 1 FortiAnalyzerl
log-forward-cache-size L mas
log-mode by
longitude : analyzer
max-aggregation-tasks 3 [t}
AR - running -Teports :0

:1

Ttiawl.2

disable
s tlawl.d thwl.2
: 2000

: thewl. 3 thewl .2

FortlAnalyzer2® get system status
Platform Type
Platform Full Name
Version

Serial Number

FATVMES- KV
FortiAnalyier - VIVIGS WM
¥7.4.1-bulld2308 230831 (GA)

: FAZ-VMOOO006504 1

BIOS version 04000002

Hostname . FortiAnalyzer2
Max Number of Admin Domains . 5

Admin Domain Configuration Enabled

FIPS Mode Disabled

HA Mode Stand Alone
Branch Point 2308

Releass Version Information
Tima Zone

Disk Usage

File System

License Status

GA
(GMT-8-00) Pacific Time (US & Canada)
: Free 45.75G8, Total 58.80GB
T Exnd
: Valid

FortiAnalyzer2# get system global

adom-mode : normal

adom-select : enable
adom.status : anable
consol e-output standard
country-flag : enable
snc-algofithm : high
ha-member-auto-grouping : enable
hostname : FortlAnalyrer2
log-checksum mds
log-forward-cache-size tS

log-mode : analyrer
longitude : (nall)
max-aggregation-tasks :0
max-running-reports :1
oftp-ssl-protocol : thwwl.2
ssl-low encryption . disable
ssl-protocol thwl.d tlavl.2
task-list-size : 2000

webservice-proto : thevl.3 tisvl.2

FortlAnalyrer3s get systed
Platform Type

Platform Full Name
version

Serial Number

BIOS version

Hostname

Max Number of Admin Domains : 5

Admin Domain Configuration
FIPS Mode

HA Mode

Branch Point

Release Version information
Time Zone

Disk Usage : Free 53.06G8, Total 79.80G8
File Systemn Entd

ticense Status Valid

FortiAnalyzer 38 get system global

adom-mode normal
adom . select enable
adom-atatus : enable
console-output umm
country-flag

onc-, d.ouuhm

Iq{
log-#
log-mode

longitude
max-aggregation-taks
max-running-reports
oftp-sal-protocol

s1b low encryption
s3l-protocol

tatk list size
webservice proto

: (GMT-8:00) Pacific Time (US & Canada)

TR TICET]

w714 1-build2308 230831 (GA)
FAZ-VMOOOD065042
0200000

Fortianalyrer3

- Enabled

- Disabled

: Stand Alone
1308

: GA

. analyzer
(it}

o
:S
thawl.2

ditable

Hawl.D thawl.2
: 2000
= thewl.3 tlevl.2

Based on the partial outputs displayed, which devices can be members of a FotiAnalyzer Fabric?
A. FortiAnalayzer1 and FortiAnalyzer3

B. FortiAnalyzer1 and FortiAnalyzer2

C. FortiAnalyzer2 and FortiAnalyzer3

D. All devices listed can be members.

Answer: D (LEAVE A REPLY)

In a FortiAnalyzer Fabric, devices can participate in a cluster or grouping if they meet specific

compatibility criteria. Based on the outputs provided, let's evaluate these criteria:

* Version Compatibility:
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* All three devices, FortiAnalyzer1, FortiAnalyzer2, and FortiAnalyzer3, are running version v7.
4.1-build0238, which is the same across the board. This version alignment is crucial because
FortiAnalyzer Fabric requires that devices run compatible firmware versions for seamless
communication and management.

* Platform Type and Configuration:

* All three devices are configured as Standalone in the HA mode, which allows them to operate
independently but does not restrict their participation in a FortiAnalyzer Fabric. Each device is
also on the FAZVM64-KVM platform type, ensuring hardware compatibility.

* Global Settings:

* Key settings such as adm-mode, adm-status, and adom-mode are consistent across all devices
(adm-mode: normal, adm-status: enable, adom-mode: normal), which aligns with requirements for
fabric integration and role assignment flexibility.

* Each device also has the log-forward-cache-size set, which is relevant for forwarding logs within
a fabric environment.

Based on the above analysis, all devices (FortiAnalyzer1, FortiAnalyzer2, and FortiAnalyzer3)
meet the requirements to be part of a FortiAnalyzer Fabric.

* FortiAnalyzer 7.4.1 documentation outlines that devices within a FortiAnalyzer Fabric should be
on the same or compatible firmware versions and hardware platforms, and they must be
configured for integration.

Given that all devices match the version, platform, and mode criteria, they can all be part of the
FortiAnalyzer Fabric.

NEW QUESTION: 11

When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. You can manually attach generated reports to incidents.

B. The status of the incident is always linked to the status of the attach event.

C. Severity incidents rated with the level High have an initial service-level agreement (SLA)
response time of 1 hour.

D. Incidents must be acknowledged before they can be analyzed.

Answer: A (LEAVE A REPLY)

In FortiAnalyzer's incident management system, analysts have the option to manually manage
incidents, which includes attaching relevant reports to an incident for further investigation and
documentation. This feature allows analysts to consolidate information, such as detailed reports
on suspicious activity, into an incident record, providing a comprehensive view for incident
response.

Let's review the other options to clarify why they are incorrect:

* Option A: You can manually attach generated reports to incidents

* This is correct. FortiAnalyzer allows analysts to manually attach reports to incidents, which is
beneficial for providing additional context, evidence, or analysis related to the incident. This
functionality is part of the incident management process and helps streamline information for
tracking and resolution.
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* Option B: The status of the incident is always linked to the status of the attached event

* This is incorrect. The status of an incident on FortiAnalyzer is managed independently of the
status of any attached events. An incident can contain multiple events, each with different
statuses, but the incident itself is tracked separately.

* Option C: Severity incidents rated with the level High have an initial service-level agreement
(SLA) response time of 1 hour

* This is incorrect. While incidents have severity levels, specific SLA response times are typically
set according to the organization's incident response policy, and FortiAnalyzer does not impose a
default SLA response time of 1 hour for high-severity incidents.

* Option D: Incidents must be acknowledged before they can be analyzed

* This is incorrect. Incidents on FortiAnalyzer can be analyzed even if they are not yet
acknowledged. Acknowledging an incident is often part of the workflow to mark it as being
actively addressed, but it is not a prerequisite for analysis.

* According to FortiAnalyzer documentation, analysts can attach reports to incidents manually,
making option A correct. This feature enables better tracking and documentation within the
incident management system on FortiAnalyzer.

NEW QUESTION: 12

Which statement correctly describes one Difference between templates and reports?
A. Templates can be cloned, but reports cannot be cloned.

B. Template are mapped to device groups. while reports are mapped to ADOMs

C. Reports provide mora configuration options than templates

D. Reports support macros, but templates do not.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 13

What is the purpose of running the command diagnose sql status sqlreportd?

A. To view a list of scheduled reports

B. To list the current SQL processes running

C. To display the SQL query connections and hcache status

D. To identify the database log insertion status

Answer: C (LEAVE A REPLY)

The command diagnose sql status sqlreportd is used in FortiAnalyzer to obtain specific
information about the SQL reporting process and caching status. Here's what this command
accomplishes and an analysis of each option:

Command Functionality:

sqlreportd is the FortiAnalyzer daemon responsible for managing SQL-based reporting
processes. The diagnose sql status sqglreportd command provides information on active SQL
query connections and the hcache (historical cache) status, which helps in monitoring and
troubleshooting SQL report generation.
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NEW QUESTION: 14
Refer to the exhibit. What can you conclude about the output?

FAL A diagnoase fartiloggd lograte

laslt & sscondsi B.H, last 33U socopmdygr 132.1, lasl 60 asconds: 133.3

FAZ f dlagpnose [ortllogd maqgoabo

3 - - ¥ = = ) [ m

gat 5 aeconda: % last _:l_;h-.:rr;n.'f:l- e Bo BNl
T ; 1

A. There are more event logs than traffic logs.

E

[

E

[
ra

B. The log rate higher than the message rate is not normal.
C. The output is not ADOM specific.

D. The low indexing values require investigation.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 15

Which statement describes archive logs on FortiAnalyzer?

A. Logs that are indexed and stored in the SQL database

B. Logs a FortiAnalyzer administrator can access in FortiView

C. Logs compressed and saved in files with the .gz extension

D. Logs previously collected from devices that are offline

Answer: C (LEAVE A REPLY)

In FortiAnalyzer, archive logs refer to logs that have been compressed and stored to save space.

This process involves compressing the raw log files into the .gz format, which is a common
compression format used in Fortinet systems for archived data. Archiving is essential in
FortiAnalyzer to optimize storage and manage long-term retention of logs without impacting
performance.

Let's examine each option for clarity:

* Option A: Logs that are indexed and stored in the SQL database

* This is incorrect. While some logs are indexed and stored in an SQL database for quick access
and searchability, these are not classified as archive logs. Archived logs are typically moved out
of the database and compressed.

* Option B: Logs a FortiAnalyzer administrator can access in FortiView

* This is incorrect because FortiView primarily accesses logs that are active and indexed, not
archived logs. Archived logs are stored for long-term retention but are not readily available for
immediate analysis in FortiView.

* Option C: Logs compressed and saved in files with the .gz extension

* This is correct. Archive logs on FortiAnalyzer are stored in compressed .gz files to reduce space
usage. This archived format is used for logs that are no longer immediately needed in the SQL
database but are retained for historical or compliance purposes.

* Option D: Logs previously collected from devices that are offline

* This is incorrect. Although archived logs may include data from devices that are no longer
online, this is not a defining characteristic of archive logs.
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* FortiAnalyzer 7.4.1 documentation and configuration guides outline that archived logs are stored
in compressed files with the .gz extension to conserve storage space, ensuring FortiAnalyzer can
handle a larger volume of logs over extended periods.

NEW QUESTION: 16

What is the purpose of playbook trigger variables?

A. To display statistics about the playbook runtime

B. To store the start the times of playbooks with On_Schedule triggers
C. To use information from the trigger to filter the action in a task

D. To provide the trigger information to make the playbook start running
Answer: (SHOW ANSWER)

Valid FCP_FAZ_AN-7.6 Dumps shared by BraindumpsPass.com for Helping Passing
FCP_FAZ_ AN-7.6 Exam! BraindumpsPass.com now offer the newest FCP_FAZ_AN-7.6
exam dumps, the BraindumpsPass.com FCP_FAZ_ AN-7.6 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com
FCP_FAZ AN-7.6 dumps with Test Engine here:
https://www.braindumpspass.com/Fortinet/FCP_FAZ AN-7.6-practice-exam-dumps.html (99

Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 17
Exhibit. What can you conclude about the output?

FALZ § diagnoae fartilogd lograte
lansl o secondst B.M, last 33U secopdygr 132.1, la=L &0 asconds; 133.3

FAZ f dliagnose [ortilood msgoobo

lagt 5 neconda: 1.4, laat 34 ut:r :*;ri.*;i:fl- E".”L _, L'..J ! aeconda: 1.¢
A. Both messages and logs are almost finished indexing.
B. The output is ADOM specific
C. The message rate being lower that the log rate is normal.
D. There are more traffic logs than event logs.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 18

Which statement about exporting items in Report Definitions is true?
A. Templates can be exported.

B. Chart exports contain associated datasets.

C. Datasets can be exported.

D. Template exports contain associated charts and datasets.
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Answer: (SHOW ANSWER)

NEW QUESTION: 19

What is the main purpose of deploying RAID with FortiAnalyzer?

A. To provide redundancy of your log data

B. To make an identical copy of log data on two separate physical drives
C. To back up your logs

D. To store data in chunks across multiple drives

Answer: (SHOW ANSWER)

NEW QUESTION: 20

Refer to the exhibit.
FAZ # diagnose fortilogd lograte
last 5 =escondsz: 78.8, last 30 seconds: 132.1, last 60 seconds: 133.3
FAZ 4 diagnose fortilogd msgrate
last 5 seconds: 1.4, last 30 seconds: l.o, last 60 seconda: l.€

What can you conclude about the output?

A. The log rate higher than the message rate is not normal.
B. The output is not ADOM specific.

C. The low indexing values require investigation.

D. There are more event logs than traffic logs.

Answer: (SHOW ANSWER)

NEW QUESTION: 21

An administrator on your team has configured multiple reports to run periodically. Management
has an additional request that all new generated reports be sent to a company email inbox for
accessibility. The mail server has already been configured on FortiAnalyzer.

Which item must configure on FortiAnalyzer so that emails are sent when the reports are
generated?

A. Enable the option to email all repots under the mail server.

B. Add a mailto:<email address> option within the report layouts.

C. Enable email notification under the report calendar.

D. Enable an output profile on the reports.

Answer: D (LEAVE A REPLY)

To ensure that reports generated by FortiAnalyzer are automatically sent to an email inbox, you

need to set up an output profile for the reports. Output profiles specify where and how reports
should be delivered, including the option to send them via email.

* Option A - Enable the Option to Email All Reports Under the Mail Server:

* The mail server configuration allows FortiAnalyzer to send emails but does not automatically
enable email distribution for reports. This setting alone does not specify which reports to send or
to whom.
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* Conclusion: Incorrect.

* Option B - Add a mailto:<email address> Option Within the Report Layouts:

* Adding an email address within the report layout is not a standard configuration option for report
distribution. Report layouts define the format and content of the report but not its distribution
method.

* Conclusion: Incorrect.

* Option C - Enable Email Notification Under the Report Calendar:

* The report calendar is used to schedule when reports are generated. While it triggers report
generation at specific times, it does not handle email distribution. Emailing reports requires a
configured output profile.

* Conclusion: Incorrect.

* Option D - Enable an Output Profile on the Reports:

* An output profile can be configured on FortiAnalyzer to define delivery options, including
emailing the report to specified recipients. This setup ensures that every time a report is
generated according to the schedule, it is automatically emailed to the configured address.

* Conclusion: Correct.

Conclusion:

* Correct Answer: D. Enable an output profile on the reports.

* Configuring an output profile is the correct way to set up automatic email distribution of
generated reports in FortiAnalyzer.

References:

FortiAnalyzer 7.4.1 documentation on configuring output profiles and report distribution settings.

NEW QUESTION: 22

Which two statements about playbook execution are true? (Choose two)

A. Even | the playbook status is Failed, individual tasks may have succeeded.
B. You can <un the default debugging playbook to investigate playbook errors.
C. FortiAnalyzer will not commit changes made by a Failed playbook

D. The Playbook Monitor provides troubleshooting logs

Answer: (SHOW ANSWER)

NEW QUESTION: 23

Which two statements about playbook execution are true? (Choose two)

A. You can run the default debugging playbook to investigate playbook errors.
B. The Playbook Monitor provides troubleshooting logs

C. Even | the playbook status is Failed, individual tasks may have succeeded.
D. FortiAnalyzer will not commit changes made by a Failed playbook
Answer: (SHOW ANSWER)

NEW QUESTION: 24
In firmware version 7.6, how does on-premises FortiAnalyzer store logs? (Choose one answer)
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A. Uses ClickHouse database

B. Uses MySQL database

C. Uses Postgres SQL database

D. Uses ElasticSeach database

Answer: A (LEAVE A REPLY)

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6
Study guide documents:

FortiAnalyzer 7.6 stores on-premises logs in a ClickHouse SQL database (not MySQL, Postgres,

or Elasticsearch). Fortinet's FortiAnalyzer 7.6 SQL Query documentation explicitly states that log
data is inserted into the SQL database and that "FortiAnalyzer uses a ClickHouse SQL
database." This is consistent with how the study guide describes the storage/analytics pipeline in
7.6: it explains that FortiAnalyzer indexes incoming raw logs (insert rate) "by the SQL database
and the sqlplugind daemon." This "SQL database" in 7.6 corresponds to the ClickHouse-backed
log database described in the Fortinet documentation.

NEW QUESTION: 25

When you move a FortiGate device from one ADOM to a new ADOM, what is the purpose of
rebuilding the new ADOM database?

A. To run reports on the device's analytics logs in the new ADOM

B. To migrate the archive logs to the new ADOM

C. To reset the disk quota enforcement to default

D. To remove the device's analytics logs from the old ADOM

Answer: (SHOW ANSWER)

NEW QUESTION: 26
(Refer to the exhibit.
.i%‘#:lzi P P [ e e

= | W =
adom_0id=198 itime=2025-05-27 08:35:24 loguid=7509149554218893312 epid=3 euid=3 deta_parsermame=Folli1Gate kogyAlrsdh dbtalaburdbilmkeviD2TN24013423
data_sourcename=HQ-NGFW-1 root data_sourcetype=FortiGate data_timestamp=1748334923 app_catsunscenned app_name=NTP app_service=NTP dst_intf=port2(undefined)
dst_ip=208.91.112.63 dst_port=123 event_action=accept event_id=13 event_policy=3 event ref=751261e@-ce9e-51ef-fl2e-a382acaf16d6 event_severity=notice
event_subtype=forward event_type=traffic host_location=Reserved host_owner=fortineticom net_proto=17 net_rcvdpkts=1 net_rcvbytes=76 net_sentbytes=76 net_sentpkts=1
net_sessionduration=180 net_sessionid=1357 src_intf=porté(undefined) src_ip=10.9.13.125 src_natip=100.65.0.101 src_natport=58403 src_port=50483 dstepid=101 dsteuid=!
dst_geo_country=United States event_creation_time=27800868 event wuid=0000000013 src_geo_country=Reserved logflag=1 data_sourcedom=root dst_intf_role=undefined
event_policyid=3 event_policytype=policy src_intf_role=undefined itime_t=1748360124 _logMeta=undefined AR = =

Which two observations can you make after reviewing this log entry? (Choose two answers))

A. This is a normalized log.

B. This is a formatted view of the log.

C. This is the original log that FortiAnalyzer received from FortiGate.

D. This log is in a raw log format.

Answer: (SHOW ANSWER)

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6

Study guide documents:

The exhibit shows the log as a single-line key/value entry (not a columnar/table display), which
aligns with FortiAnalyzer's raw log format view option. The study guide states: "You can toggle
between viewing formatted and raw logs." This directly supports observation D.
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At the same time, what you are viewing in FortiAnalyzer Log View is normalized data
(FortiAnalyzer parses and maps device logs into standardized fields for consistent searching and
analysis). The study guide explicitly states: "The log view allows you to view all log types received
by FortiAnalyzer in normalized log format." It also explains that FortiAnalyzer "uses predefined
parsers to extract key fields from ingested logs and maps them to a consistent, standardized set
of field names," then stores them as normalized logs in the SIEM database. This supports
observation A.

Finally, the study guide clarifies that even when you switch to raw log format in FortiAnalyzer, you
are still observing the normalized-field representation produced by FortiAnalyzer's
parser/normalization process (rather than the untouched original device message). It notes that a
FortiGate event log "has been normalized by FortiAnalyzer," and when you switch "to raw log
format," you can observe the effect of normalization on common fields. This is why C is not the
best description for the exhibit.

NEW QUESTION: 27

A playbook contains five tasks in total. An administrator runs the playbook and four out of five
tasks finish successfully, but one task fails.

What will be the status of the playbook after it is run?

A. Attention required

B. Upstream_failed

C. Failed

D. Success

Answer: A (LEAVE A REPLY)

In FortiAnalyzer, when a playbook is run, each task's status impacts the overall playbook status.

Here's what happens based on task outcomes:

* Status When All Tasks Succeed:

* If all tasks finish successfully, the playbook status is marked as Success.

* Status When Some Tasks Fail:

* If one or more tasks in the playbook fail, but others succeed, the playbook status generally
changes to Attention required. This status indicates that the playbook completed execution but
requires review due to one or more tasks failing.

* This is different from a complete Failed status, which is used if the playbook cannot proceed due
to a critical error in an early task, often one that upstream tasks depend on.

* Option Analysis:

* A. Attention required: This is correct as the playbook has completed, but with partial success
and a task requiring review.

* B. Upstream_failed: This status is used if a task cannot run because a prerequisite or
"upstream" task failed. Since four out of five tasks completed, this is not the case here.

* C. Failed: This status would imply that the playbook completely failed, which does not match the
scenario where only one task out of five failed.
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* D. Success: This status would apply if all tasks had completed successfully, which is not the
case here.

Conclusion:

* Correct Answer: A. Attention required

* The playbook status reflects that it completed, but an error occurred in one of the tasks,
prompting the administrator to review the failed task.

References:

FortiAnalyzer 7.4.1 documentation on playbook execution statuses and task error handling.

NEW QUESTION: 28

Which two methods can you use to send notifications when an event occurs that matches a
configured event handler? (Choose two.)

A. Send Alert through Fabric Connectors

B. Send SNMP trap

C. Send SMS notification

D. Send Alert through FortiSIEM MEA

Answer: (SHOW ANSWER)

Send Alert through Fabric Connectors: This method involves creating a Fabric Connector profile

and selecting the option "Send Alert through Fabric Connectors" in the event handler notification
settings. Notifications are then sent in JSON format to the configured endpoint, such as Microsoft
Teams or other integrated platforms.

Send SNMP trap: You can configure SNMP traps to be sent when an event triggers an incident.
This involves setting the SNMP Trap IP address, community string, trap type, and protocol in the
system's analytics or incident settings.

NEW QUESTION: 29
(Refer to the exhibit.

0 Event = F - mlnc - Severity <
[0 ©56834764387462384.0rg (4) Unhandled ©@Web Filter ® Critical
O Web traffic to C&C from 10.0.1.200 deteéted Unhandled ©@Web Filter ® Critical

Which statement about the displayed event is correct? (Choose one answer))

A. An incident was created from this event.

B. The risk source is isolated.

C. The security risk was escalated.

D. The security event risk is considered open.

Answer: D (LEAVE A REPLY)

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6
Study guide documents:

In the exhibit, the Event Status shown is Unhandled (Event Type: Web Filter; Severity: Critical).
The FortiAnalyzer study guide defines Unhandled events as events whose security risk has not
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been addressed and is therefore still active/open. Specifically, it states: "Unhandled: The security
risk is considered open." This directly matches option D.

The other options correspond to different statuses or actions:

* Isolated/Contained applies when the risk source is isolated (status Contained), not Unhandled.
* Escalated refers to events moved/raised for further action (status Escalated), not Unhandled.

* Whether an incident was created cannot be concluded solely from the status "Unhandled" in the
exhibit; the study guide ties incident creation to incident management workflows rather than
equating

"Unhandled" with an incident being created.

NEW QUESTION: 30

Exhibit.

Laptop1 is used by several administrators to manage FotiAnalyzer. You want to configure a
generic text filter that matches all login attempts to the web interface generated by any user other
than admin"”, and coming from Laptop1.

Which filter will achieve the desired result?

A. Operation-login and performed_on=="GUI(10.1.1.100)' and user!=admin

B. Operation-login and performed_on=="GU (10.1.1.120)' and user!=admin

C. Operation-login and srcip== 10.1.1.100 and dstip==10.1.1.1.210 and user==admin

D. Operation-login and dstip==10.1.1.210 and user!-admin

Answer: A (LEAVE A REPLY)

The objective is to create a filter that identifies all login attempts to the FortiAnalyzer web interface
(GUI) coming from Laptop1 (IP 10.1.1.100) and excludes the admin user. This filter should match
any user other than admin.

* Filter Components Analysis:

* Operation-login: This portion of the filter will target login actions specifically, which is correct for

filtering login attempts.

* performed_on=="GUI(10.1.1.100)": This indicates that the login attempt must occur on the GUI
interface and originate from the specified IP, which matches Laptop1's IP address (10.1.1.100).
This ensures that the filter only matches GUI logins from this specific device.

* userl=admin: This part excludes logins by the admin user, meeting the requirement to capture
only non-admin users.

* Option Analysis:

* Option A: Correctly specifies the Operation-login, performed_on=="GUI(10.1.1.100)", and user!
=admin. This setup effectively filters login attempts to the GUI from Laptop1, excluding the admin
user.

* Option B: Uses the incorrect IP 10.1.1.120 in the performed_on filter, which does not match
Laptop1's IP (10.1.1.100).

* Option C: This option includes srcip==10.1.1.100 and dstip==10.1.1.210 but incorrectly specifies
user==admin instead of user!=admin, which does not match the requirement to exclude admin
users.
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* Option D: This option does not specify the performed_on field to restrict it to the GUI and only
includes dstip (destination IP) without srcip. It also incorrectly uses user!-admin instead of the
correct syntax user!=admin.

Conclusion:

* Correct Answer: A. Operation-login and performed_on=="GUI(10.1.1.100)' and user!=admin
* This filter precisely captures the required conditions: login attempts from Laptop1 to the GUI
interface by any user except admin.

References:

FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login
tracking.

NEW QUESTION: 31

Which two methods can you use to send notifications when an event occurs that matches a
configured event handler? (Choose two.)

A. Send SNMP trap

B. Send Alert through Fabric Connectors

C. Send SMS notification

D. Send Alert through FortiSIEM MEA

Answer: A,B (LEAVE A REPLY)

Send Alert through Fabric Connectors: This method involves creating a Fabric Connector profile
and selecting the option "Send Alert through Fabric Connectors" in the event handler notification
settings. Notifications are then sent in JSON format to the configured endpoint, such as Microsoft
Teams or other integrated platforms.

Send SNMP trap: You can configure SNMP traps to be sent when an event triggers an incident.
This involves setting the SNMP Trap IP address, community string, trap type, and protocol in the
system's analytics or incident settings.
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https://www.braindumpspass.com/Fortinet/FCP_FAZ AN-7.6-practice-exam-dumps.html (99

Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 32

You created a playbook on FortiAnalyzer that uses a FortiOS connector.

When configuring the FortiGate side, which type of trigger must be used so that the actions in an
automation stich are available in the FortiOS connector?
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A. FortiAnalyzer Event Handler

B. Fabric Connector event

C. FortiOS Event Log

D. Incoming webhook

Answer: D (LEAVE A REPLY)

When using FortiAnalyzer to create playbooks that interact with FortiOS devices, an Incoming
Webhook trigger is required on the FortiGate side to make the actions in an automation stitch
accessible through the FortiOS connector. The incoming webhook trigger allows FortiAnalyzer to
initiate actions on FortiGate by sending HTTP POST requests to specified endpoints, which in
turn trigger automation stitches defined on the FortiGate.

Here's an analysis of each option:

* Option A: FortiAnalyzer Event Handler

* This is incorrect. The FortiAnalyzer Event Handler is used within FortiAnalyzer itself for handling
log events and alerts, but it does not trigger automation stitches on FortiGate.

* Option B: Fabric Connector event

* This is incorrect. Fabric Connector events are related to Fortinet's Security Fabric integrations
but are not specifically used to trigger FortiGate automation stitches from FortiAnalyzer.

* Option C: FortiOS Event Log

* This is incorrect. While FortiOS event logs can be used for monitoring, they are not designed to
trigger automation stitches directly from FortiAnalyzer.

* Option D: Incoming webhook

* This is correct. The Incoming Webhook trigger on FortiGate enables it to receive requests from
FortiAnalyzer, allowing playbooks to activate automation stitches defined on the FortiGate device.
This method is commonly used to integrate actions from FortiAnalyzer to FortiGate via the
FortiOS connector.

* According to FortiOS and FortiAnalyzer documentation, when integrating FortiAnalyzer
playbooks with FortiGate automation stitches, the recommended trigger type on FortiGate is an
Incoming Webhook, allowing FortiAnalyzer to interact with FortiGate's automation framework
through the FortiOS connector.

NEW QUESTION: 33
Exhibit.
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SQL Schema
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SQL Query
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A fortiAnalyzer analyst is customizing a SQL query to use in a report.
Which SQL query should the analyst run to get the expected results?
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Answer: (SHOW ANSWER)

The requirement here is to construct a SQL query that retrieves logs with specific fields, namely
"Source IP" and "Destination Port," for entries where the source IP address matches 10.0.1.10.
The correct syntax is essential for selecting, filtering, ordering, and grouping the results as shown
in the expected outcome.

Analysis of the Options:

* Option A Explanation:
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* SELECT srcip AS "Source IP", dstport AS "Destination Port": This syntax selects srcip and
dstport, renaming them to "Source IP" and "Destination Port" respectively in the output.

* FROM $log: Specifies the log table as the data source.

* WHERE $filter AND srcip = '10.0.1.10": This line filters logs to only include entries with srcip
equal to 10.0.1.10.

* ORDER BY dstport DESC: Orders the results in descending order by dstport.

* GROUP BY srcip, dstport: Groups results by srcip and dstport, which is valid SQL syntax.
This option meets all the requirements to get the expected results accurately.

* Option B Explanation:

* WHERE $filter AND Source IP !="'10.0.1.10": Uses != instead of =. This would exclude logs from
the specified IP 10.0.1.10, which is contrary to the expected result.

* Option C Explanation:

* The ORDER BY clause appears before the FROM clause, which is incorrect syntax. SQL
requires the FROM clause to follow the SELECT clause directly.

* Option D Explanation:

* The GROUP BY clause should follow the FROM clause. However, here, it's located after
WHERE, making it syntactically incorrect.

Conclusion:

* Correct Answer: A. Option A

* This option aligns perfectly with standard SQL syntax and filters correctly for srcip ='10.0.1.10',
while ordering and grouping as required.

References:

FortiAnalyzer 7.4.1 SQL query capabilities and syntax for report customization.

NEW QUESTION: 34

Which two statements about exporting and importing playbacks are true? (Choose two.)

A. Playbooks can so imported 10 a different FortiAnayzer device, but only if the connectors
already exist

B. You can import a playbook even if there is another one win the same name in the destination
C. A playbook that was disabled when it was exported mil be disabled when it is imported.

D. You can export only one playbook at a time.

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 35

After a generated a repot, you notice the information you were expecting to see in not included in
it. However, you confirm that the logs are there:

Which two actions should you perform? (Choose two.)

A. Check the time frame covered by the report.

B. Disable auto-cache.

C. Increase the report utilization quota.

D. Test the dataset.


https://www.exam-tests.com/FCP_FAZ_AN-7.6-exam/Fortinet.FCP_FAZ_AN-7.6.v2026-04-25.q47.html

Answer: A,D (LEAVE A REPLY)

When a generated report does not include the expected information despite the logs being
present, there are several factors to check to ensure accurate data representation in the report.
Option A - Check the Time Frame Covered by the Report:

Reports are generated based on a specified time frame. If the time frame does not encompass
the period when the relevant logs were collected, those logs will not appear in the report.
Ensuring the time frame is correctly set to cover the intended logs is crucial for accurate report
content.

Option D - Test the Dataset:

Datasets in FortiAnalyzer define which logs and fields are pulled into the report. If a dataset is
misconfigured, it could exclude certain logs. Testing the dataset helps verify that the correct data
is being pulled and that all required logs are included in the report parameters.

NEW QUESTION: 36
Refer to the exhibit. What does the data point at 12:20 indicate?

A. The log insert log time is increasing.

B. FortiAnalyzer is using its cache to avoid dropping logs.

C. The performance of FortiAnalyzer is below the baseline.

D. The sqiplugind service is caught up with the logs

Answer: A (LEAVE A REPLY)

Insert Rate vs. Receive Rate is a graph that shows the rate at which raw logs reach the
FortiAnalyzer (receive rate) and the rate at which they are indexed (insert rate) by the SQL
database and the sqlplugind daemon. At minimum, the difference between these parameters
should be generally consistent.
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Log Insert Lag Time shows the amount of time between when a log was received and when it
was indexed. Ideally, this parameter should be as small as possible with the occasional spikes
according to the network activity being logged. A good baseline should be created to allow for the
identification of possible performance issues.

NEW QUESTION: 37

Which log will generate an event with the status Unhandled?

A. An AV log with action=quarantine.

B. An IPS log with action=pass.

C. A WebFilter log will action=dropped.

D. An AppControl log with action=blocked.

Answer: B (LEAVE A REPLY)

In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the
FortiGate encountered a security event but did not take any specific action to block or alter it. This
usually occurs in the context of Intrusion Prevention System (IPS) logs.

* IPS logs with action=pass: When the IPS engine inspects traffic and determines that it does not

match any known attack signatures or violate any configured policies, it assigns the action "pass".
Since no action is taken to block or modify this traffic, the status is logged as "Unhandled." Let's
look at why the other options are incorrect:

* An AV log with action=quarantine: Antivirus (AV) logs with the action "quarantine" indicate that a
file was detected as malicious and moved to quarantine. This is a definitive action, so the status
wouldn't be "Unhandled."

* A WebfFilter log will action=dropped: WebFilter logs with the action "dropped" indicate that web
traffic was blocked according to the configured web filtering policies. Again, this is a specific
action taken, not an "Unhandled" event.

* An AppControl log with action=blocked: Application Control logs with the action "blocked" mean
that an application was denied access based on the defined application control rules. This is also
a clear action, not "Unhandled."

NEW QUESTION: 38

Which statement about the FortiSIEM management extension is correct?
A. Its use of the available disk space is capped at 50%.

B. It allows you to manage the entire life cycle of a threat or breach.

C. It can be installed as a dedicated VM.

D. It requires a licensed FortiSIEM supervisor.

Answer: (SHOW ANSWER)

NEW QUESTION: 39

Which statement about SQL SELECT queries is true?

A. They can be used to purge log entries from the database.
B. They must be followed immediately by a WHERE clause.
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C. They can be used to display the database schema.

D. They are not used in macros.

Answer: D (LEAVE A REPLY)

FortiAnalyzer and similar systems often use macros for automated functions or specific query-
based tasks. SELECT queries are typically not included in macros because macros focus on
procedural or repetitive actions, rather than simple data retrieval.

NEW QUESTION: 40

Which two statement regarding the outbreak detection service are true? (Choose two.)
A. It automatically downloads new event handlers and reports.

B. An additional license is required.

C. Outbreak alerts are available on the root ADOM only.

D. New alerts are received by email.

Answer: (SHOW ANSWER)

NEW QUESTION: 41

Which two external servers can you configure to validate administrator logins? (Choose two.)
A. Only locally by FortiAnalyzer

B. LDAP

C. Syslog

D. RADIUS

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 42

Which statement about automation connectors in FortiAnalyzer is true?

A. The local connector becomes available after you configured any external connector.

B. The local connector becomes available after you connectors are displayed.

C. An ADOM with the Fabric type comes with multiple connectors configured.

D. The actions available with FortiOS connectors are determined by automation rules configured
on FortiGate.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 43

Which two statements about local logs on FortiAnalyzer are true? (Choose two.)

A. They are not supported in FortiView.

B. You can view playbook logs for all ADOMs in the root ADOM.

C. Event logs show system-wide information, whereas application logs are ADOM specific.

D. Event logs are available only in the root ADOM.

Answer: B,C (LEAVE A REPLY)

Playbook logs, which relate to automated incident response actions, can be viewed centrally in
the root ADOM, allowing visibility across all ADOMs.
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Event logs on FortiAnalyzer typically provide system-wide information applicable to the entire
FortiAnalyzer unit, while application logs are specific to each ADOM, reflecting the logs related to
devices and activities managed within that ADOM.
https://docs.fortinet.com/document/fortianalyzer/7.6.3/administration-guide/208717/enabling-and-
disabling-the-adom-feature

NEW QUESTION: 44
Refer to Exhibit:

1] Fati w5 Faa L 4 =

What does the data point at 21:20 indicate?
A. FortiAnalyzer is indexing logs faster than logs are being received.

B. The fortilogd daemon is ahead in indexing by one log.

C. The SQL database requires a rebuild because of high receive lag.

D. FortiAnalyzer is temporarily buffering received logs so older logs can be indexed first.
Answer: A (LEAVE A REPLY)

The exhibit shows a graph that tracks two metrics over time: Receive Rate and Insert Rate.

These two rates are crucial for understanding the log processing behavior in FortiAnalyzer.

* Understanding Receive Rate and Insert Rate:

* Receive Rate: This is the rate at which FortiAnalyzer is receiving logs from connected devices.
* Insert Rate: This is the rate at which FortiAnalyzer is indexing (inserting) logs into its database
for storage and analysis.

* Data Point at 21:20:

* At 21:20, the Insert Rate line is above the Receive Rate line, indicating that FortiAnalyzer is
inserting logs into its database at a faster rate than it is receiving them. This situation suggests
that FortiAnalyzer is able to keep up with the incoming logs and is possibly processing a backlog
or temporarily received logs faster than new logs are coming in.

* Option Analysis:


https://www.exam-tests.com/FCP_FAZ_AN-7.6-exam/Fortinet.FCP_FAZ_AN-7.6.v2026-04-25.q47.html

* Option A - FortiAnalyzer is Indexing Logs Faster Than Logs are Being Received: This accurately
describes the scenario at 21:20, where the Insert Rate exceeds the Receive Rate. This indicates
that FortiAnalyzer is handling logs efficiently at that moment, with no backlog in processing.

* Option B - The fortilogd Daemon is Ahead in Indexing by One Log: The data does not provide
specific information about the fortilogd daemon's log count, only the rates. This option is incorrect.
* Option C - SQL Database Requires a Rebuild: High receive lag would imply a backlog in
receiving and indexing logs, typically visible if the Receive Rate were significantly above the
Insert Rate, which is not the case here.

* Option D - FortiAnalyzer is Temporarily Buffering Logs to Index Older Logs First: There is no
indication of buffering in this scenario. Buffering would usually occur if the Receive Rate were
higher than the Insert Rate, indicating that FortiAnalyzer is storing logs temporarily due to
indexing lag.

Conclusion:

* Correct Answer: A. FortiAnalyzer is indexing logs faster than logs are being received.

* The graph at 21:20 shows a higher Insert Rate than Receive Rate, indicating efficient log
processing by FortiAnalyzer.

References:

FortiAnalyzer 7.4.1 documentation on log processing metrics, Receive Rate, and Insert Rate
indicators.

NEW QUESTION: 45

Which two actions should an administrator take to vide Compromised Hosts on FortiAnalyzer?
(Choose two.)

A. Enable device detection on the FotiGate device that are sending logs to FortiAnalyzer.

B. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are
sent to fortiAnalyzer.

C. Make sure all endpoints are reachable by FortiAnalyzer.

D. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

Answer: A,B (LEAVE A REPLY)

To view Compromised Hosts on FortiAnalyzer, certain configurations need to be in place on both
FortiGate and FortiAnalyzer. Compromised Host data on FortiAnalyzer relies on log information
from FortiGate to analyze threats and compromised activities effectively.

Option A: Enable device detection on the FortiGate devices that are sending logs to FortiAnalyzer
Enabling device detection on FortiGate allows it to recognize and log devices within the network,
sending critical information about hosts that could be compromised. This is essential because

FortiAnalyzer relies on these logs to determine which hosts may be at risk based on suspicious
activities observed by FortiGate. This setting enables FortiGate to provide device-level insights,
which FortiAnalyzer uses to populate the Compromised Hosts view.

Option B: Enable web filtering in firewall policies on FortiGate devices, and make sure these logs
are sent to FortiAnalyzer Web filtering is crucial in identifying potentially compromised hosts since
it logs any access to malicious sites or blocked categories. FortiAnalyzer uses these web filter
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logs to detect suspicious or malicious web activity, which can indicate compromised hosts. By
ensuring that FortiGate sends these web filtering logs to FortiAnalyzer, the administrator enables
FortiAnalyzer to analyze and identify hosts engaging in risky behavior.

NEW QUESTION: 46

What should you always do after erasing the FortiAnalyzer configuration on flash?
A. Perform a system backup

B. Run the execute reset all-settings command

C. Run the execute reboot command

D. Run the execute format disk command

Answer: D (LEAVE A REPLY)
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NEW QUESTION: 47
Exhibit. What is the analyst trying to create?

HRTINET-
. (1] B B

A. The analyst is trying to create a trigger variable to the used in the playbook.

B. The analyst is trying to create an output variable to be used in the playbook.

C. The analyst is trying to create a report in the playbook.

D. The analyst is trying to create a SOC report in the playbook.

Answer: B (LEAVE A REPLY)

In the exhibit, the playbook configuration shows the analyst working with the "Attach Data" action
within a playbook. Here's a breakdown of key aspects:
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Incident ID: This field is linked to the "Playbook Starter," which indicates that the playbook will
attach data to an existing incident.

Attachment: The analyst is configuring an attachment by selecting Run_REPORT with a
placeholder ID for report_uuid. This suggests that the report's UUID will dynamically populate as
part of the playbook execution.

Option B - Creating an Output Variable:

The field Attachment with a report_uuid placeholder suggests that the analyst is defining an
output variable that will store the report data or ID, allowing it to be attached to the incident. This
variable can then be referenced or passed within the playbook for further actions or reporting.
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