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NEW QUESTION: 1
You are investigating a series of incidents that occurred in the OT network over past 24 hours in
FortiSIEM.
Which three FortiSIEM options can you use to investigate these incidents? (Choose three.)
A. Overview
B. Security
C. List
D. IPS
E. Risk
Answer: (SHOW ANSWER)

NEW QUESTION: 2
What two advantages does FortiNAC provide in the OT network? (Choose two.)
A. It can be used for industrial intrusion detection and prevention.
B. It can be used for network micro-segmentation.
C. It can be used for IoT device detection.
D. It can be used for device profiling.
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 3
When you create a user or host profile, which three criteria can you use? (Choose three.)
A. Location
B. Administrative group membership
C. Host or user attributes
D. Host or user group memberships
E. An existing access control policy
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Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 4
Which three methods of communication are used by FortiNAC to gather visibility information?
(Choose three.)
A. TACACS
B. SNMP
C. RADIUS
D. API
E. ICMP
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 5
An OT network architect needs to secure control area zones with a single network access policy
to provision devices to any number of different networks.
On which device can this be accomplished?
A. FortiGate
B. FortiSwitch
C. FortiEDR
D. FortiNAC
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Refer to the exhibit.
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Which statement about the interfaces shown in the exhibit is true?
A. port1, port1-vlan10, and port1-vlan1 are in different broadcast domains
B. The VLAN ID of port1-vlan1 can be changed to the VLAN ID 10.
C. port2, port2-vlan10, and port2-vlan1 are part of the software switch interface.
D. port1-vlan10 and port2-vlan10 are part of the same broadcast domain
Answer: A (LEAVE A REPLY)

NEW QUESTION: 7
What are two benefits of a Nozomi integration with FortiNAC? (Choose two.)
A. Direct VLAN assignment
B. Importation and classification of hosts
C. Adapter consolidation for multi-adapter hosts
D. Enhanced point of connection details
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 8
In a wireless network integration, how does FortiNAC obtain connecting MAC address
information?
A. End station traffic monitoring
B. Link traps
C. RADIUS
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D. MAC notification traps
Answer: C (LEAVE A REPLY)

NEW QUESTION: 9
Refer to the exhibit.

An OT administrator ran a report to identify device inventory in an OT network.
Based on the report results, which report was run?
A. A FortiSIEM analytics report
B. A FortiSIEM CMDB report
C. A FortiAnalyzer device report
D. A FortiSIEM incident report
Answer: (SHOW ANSWER)

NEW QUESTION: 10
An OT administrator configured and ran a default application risk and control report in
FortiAnalyzer to learn more about the key application crossing the network. However, the report
output is empty despite the fact that some related real-time and historical logs are visible in the
FortiAnalyzer.
What are two possible reasons why the report output was empty? (Choose two.)
A. The administrator selected the wrong hcache table for the report.
B. The administrator selected the wrong devices in the Devices section.
C. The administrator selected the wrong time period for the report.
D. The administrator selected the wrong logs to be indexed in FortiAnalyzer.
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 11
Refer to the exhibit.
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Based on the Purdue model, which three measures can be implemented in the control area zone
using the Fortinet Security Fabric? (Choose three.)
A. FortiNAC for network access control
B. FortiSIEM for security incident and event management
C. FortiEDR for endpoint detection
D. FortiGate for SD-WAN
E. FortiGate for application control and IPS
Answer: A,B,E (LEAVE A REPLY)
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