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NEW QUESTION: 1

Which feature can be used to limit application consumption to a particular group of API proxy
resources?

A. Virtual host

B. Developer app

C. API product

D. RBAC (Role-based Access Control)

Answer: A (LEAVE A REPLY)

NEW QUESTION: 2

Your API generates tokens to authenticate users. You have the following requirements
1. Limited token lifetime.

2. Managed key rotation.

3. Self-verifiable content.

4 Compact data representation

5. Refresh without new challenge.

You plan to use SAML2 Which two of the above-listed requirements are satisfied by using
SAML2?

A. Limited token lifetime.

B. Self-verifiable content

C. Compact data representation

D. Managed key rotation

E. Refresh without a new challenge

Answer: A (LEAVE A REPLY)

NEW QUESTION: 3
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Which describe OAuth 2.0 Refresh Tokens'?

A. may be reused multiple times to create new access tokens
B. is always issued with every access token

C. can be used to reset crederfflals

D. can be used to generate or renew access tokens

Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 4

Which Apigee product feature can be used to host and version your APl documentation'?
A. APl BaaS

B. Edge

C. Insights

D. Apigee-127

E. SmartDocs

Answer: (SHOW ANSWER)

NEW QUESTION: 5

When is it appropriate to use query parameters in RESTful API design? Select all that are correct
A. When requesting that an entire collection be deleted.

B. When providing the ability to return different levels of detail in the response.

C. When filtering the response based upon a query

D. When passing username and passwords.

Answer: (SHOW ANSWER)

NEW QUESTION: 6

An API product in Apigee can be used to

A. configure the quota limits for APIs

B. all of the above

C. restrict access to a set of APIs

D. restrict access to APlIs in different environments
Answer: C (LEAVE A REPLY)

NEW QUESTION: 7

In Apigee Edge APIs, what is fault.name?

A. An out-of-the-box variable populated by Edge when a policy fails
B. System errors that are only populated in script callouts

C. None of the above

D. Backend error names that are populated along with error code
E. Custom variable that you populate before you Raise Fault
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 8

Which will allow me to set the number of maximum elements to be cached in memory in a
particular cache resource?

A. Specify in PopulateCache policy

B. It cannot be configured as Apigee manages it internally.

C. Specify max size in KB in Cache Resource definition

D. Specify number of Max Elements In Memory on the Cache Resource definition
Answer: (SHOW ANSWER)

NEW QUESTION: 9

Where does a ScriptTarget node.js application run when deployed to Edge?
A. Inside a Vert x runtime engine

B. Google's V8 JavaScript engine

C. In a Docker container

D. Within Apigee's node.js runtime called Trireme

Answer: D (LEAVE A REPLY)

NEW QUESTION: 10

How many times can an authorization code be used to obtain an access token?

A. Unlimited as long as requests come within specified time of authorization code creation
B.5

C. Unlimited until it expires

D. 1

E.2

Answer: (SHOW ANSWER)

NEW QUESTION: 11

You are working on a new design for an API. The backend API will set the customer to a deleted
status. The customer will remain in the backend database for later cleanup. The customer can no
longer be retrieved by the API once the status is set. Which method should be used at the Apigee
proxy to set the deleted status?

A. PUT

B. GET

C. POST

D. OPTIONS

E. DELETE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 12
You have a requirement to expose functions and data from an existing back-end system Using
Apigee recommended practices, which step should you take first*?
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A. Write business and functional requirements documents.

B. Work with the existing or targeted application consumers to build an Open API Specification
model

C. Implement ad-hoc microservices using a managed container system.

D. Catalog the data model of the backing data store or API into a data dictionary

Answer: (SHOW ANSWER)

NEW QUESTION: 13

Which policy can be used to restrict access to API resources based on the client IP?
A. Access Control policy

B. Regular Expression Protection policy

C. Raise Fault policy

D. Basic Authentication policy

Answer: A (LEAVE A REPLY)

NEW QUESTION: 14

A cloud customer wants to safeguard their APIs against a sudden increase in traffic. You need to
calculate an allowable traffic rate of 100 transactions per second (TPS) What should you do?

A. Use a default Spike Arrest policy setting the limit to 100 TPS

B. Use a Spike Arrest policy setting the UseEffectiveCount parameter

C. Use a Quota enforcement policy set to limit throughput to 100 TPS

D. Keep a count of accesses in the back-end, rejecting queries when they exceed 100 TPS
Answer: A (LEAVE A REPLY)

NEW QUESTION: 15

A customer has added response cache policy on all their search APls, but traffic to the backend
has not reduced much. They ask you to investigate, you find that GET queries are being cached
and available in memory but cache misses are still high You want to improve caching and reduce
cache misses What should you do?

A. Review and increase the number of items on the cache resource to a higher number

B. Use lookup/populate cache policy.

C. Review key fragments in cache key, ensuring only important parameters are used

D. Increase the TimeToLive of cached objects

Answer: D (LEAVE A REPLY)

NEW QUESTION: 16

You have a particularly complicated API proxy in Edge., that uses many variables and conditions
You are concerned that the number ot names is quite large, and can become confusing What can
you do?

A. Create a data dictionary describing all the variables

B. Use the period "." to namespace variables.
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C. Use camelCase variable names instead of snake case
D. Break the proxy into smaller components using proxy chaining
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 17

Your client's Apigee Edge configuration uses Local Target Proxy Chaining with proxies that have
monthly quotas The client has noticed that quotas are being exceeded more quickly than
expected What should you do?

A. Increase quota levels in API Product settings

B. Use Analytics reports to balance proxy queries

C. Disable quota evaluation for chained proxies.

D. Switch to daily quotas.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 18

You need to log all error responses in your Apigee Edge proxy What should you do?
A. Use a MessageLog policy in (he DefaultFaullRule.

B. Use a JavaScript callout

C. Use a conditional Messagelog policy in the PostClientFlow

D. Use a conditional MessagelLog policy as the last item in the Response flow
Answer: (SHOW ANSWER)

NEW QUESTION: 19

You are part of an API| team working on a versioning strategy for a new API. Several members of
the team disagree on how to indicate the version. According to Apigee recommended practices,
what would you recommend to the team?

A. UsetheURI/products/productjd/vi

B. Use the payload.

C. UsetheURI/v1/products/product id

D. Use a header version: vl.

Answer: (SHOW ANSWER)
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NEW QUESTION: 20

The AssignMessage policy can be used to
A. assign a value to a variable

B. add headers

C. all of the above

D. remove the payload

Answer: A (LEAVE A REPLY)

NEW QUESTION: 21

As an API Engineer you are approached late in the day with an emergency request to configure a
2 way TLS connection between Apigee and the backend server. All existing certificates have
been revoked. The security team provides you the PEM file for the backend server and your new
Apigee TLS certificate. What minimum steps are required to reconfigure 2-way TLS?

Choose 2 answers

A. Add the backend servers PEM file to the trust store.

B. Use the Access Control Policy to reference the PEM file

C. Add the backend certificate chain to the trust store

D. Use the KVM to store the contents of the PEM file.

E. Add your Apigee TLS certificate to the key store.

F. Add the backend servers PEM file to the key store.

Answer: D,F (LEAVE A REPLY)

NEW QUESTION: 22

You are designing an API that allows a consumer to fetch all orders associated to a given
customer. You want to use a RESTful design Which design should you use?

A. GET/orders7customer-id={customer-id}

B. GET /getOrdersForCustomer?customer-id={customer-id}

C. GET/customers/{customer-id)/orders

D. POST /orders with a post-body of customer-id={customer-id}

Answer: A (LEAVE A REPLY)

NEW QUESTION: 23

You need to log certain data to a custom logging service while processing the response You want
to avoid processing delays due to logging during the logic flow What should you do?

A. Use an asynchronous Service Callout policy in your proxy (low as soon as you have enough
data to log

B. Use a Node.JS target to implement a nonblocking call.

C. Attach a Message Logging policy to the Post Client Flow

D. Implement a Java Extension Callout with a worker thread

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 24

You have created an OpenAPI specification and begun a sample implementation of the API Proxy
in Apigee Edge Another team is asking for early access for interactive documentation What
should you do1?

A. Send the requesting team the OpenAPI spec.

B. Publish using SwaggerUl

C. Create a sample web app that uses your API, and publish the source code.

D. Generate web documents using SmartDocs

Answer: C (LEAVE A REPLY)

NEW QUESTION: 25

OAuth 2.0 Resource Owner Password Credentials grant should be used when (Select all that are
correct)

A. API resources being protected have context of the resource owner

B. Redirection authentication and authorization flows are required.

C. The client applications using this flow are built by 3rd party developers

D. The client applications using this flow are trusted.

Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 26

Which protocols are supported by the Message Logging policy? Select all that are correct
A. UDP

B. HTTP

C.TCP

D. SCP

E.FTP

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 27

The product owner has asked you for a new API. This new API will change a configuration for a
backend system. The use case calls for a single API. Which verb should you use?

A. PUT

B. POST

C.GET

D. HEAD

Answer: A (LEAVE A REPLY)

NEW QUESTION: 28
Which are NOT a step in the OAuth 2 0 authorization code grant process?
A. generate an access token
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B. verify the device ID

C. obtain the end user's consent for the application to request the user's protected resources
D. validate the developer name

E. validate the client APl key

F. generate an authorization code

Answer: (SHOW ANSWER)

NEW QUESTION: 29

Which Edge Microgateway plugin does not need to be explicitly added to the plugin sequence
attribute configuration for execution?

A. spike arrest

B. oauth

C. analytics

D. quota

Answer: A (LEAVE A REPLY)

NEW QUESTION: 30

In which place can outbound SSL be configured?
A. ProxyEndpoint

B. HTTPProxyConnection

C. VirtualHost

D. TargetEndpoint

Answer: D (LEAVE A REPLY)

NEW QUESTION: 31

Which of the following properties have type as "required" in the OpenAPI Specification 2.0?
Choose 3 answers

A. swagger

B. consumes

C. paths

D. host

E. Info

F. license

G. basePath

H. produces

Answer: A,C,E (LEAVE A REPLY)
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NEW QUESTION: 32

How can we specrfy the type of Security (basic auth, oauth) used by the APl in OpenAPI
Specification 2.07?

A. specify using the security Variables name properly

B. specify using the secuntySchemas name property

C. specify using the securityParams name property

D. specify using the secuntyDefinrtions name property

Answer: (SHOW ANSWER)

NEW QUESTION: 33

Which statements ate true when the following policy is used? Select all that are correct.
<SpikeArrest continueOnError="false" name="Arrest">

<Rate>5ps</Rate>

</SpikeArrest>

A. It is possible to make fewer than 5 requests in a second and still cause a spike arrest

B. Spike arrest is calculated separately on each message processor, so you could end up with
significantly more than 5 calls in a second

C. The continueOnError setting means that normal flow processing will resume even if the traffic
exceeds the spike arrest rate

D. The rate of 5 per second indicates that 5 requests can be made at any time during a second:
but the 6th and later requests dunng the same second would be rejected

Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 34

Which are characteristics of the PopulateCache and ResponseCache policies'? Select all that are
correct

A. PopulateCache allows you to cache any string object.

B. PopulateCache has a TimeOfYear expiry option

C. ResponseCache has separate policy definitions for Lookup vs. Populate cache operations.

D. ResponseCache caches the complete HTTP response (including headers).

Answer: (SHOW ANSWER)

NEW QUESTION: 35
Which features are supported in the OAuthV2 policy? Choose 3 answers
A. Setting custom attributes for generated access tokens
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B. Storing of external access tokens

C. Setting different expiration for refresh and access tokens
D. Credentials validation when password grant_type is used
Answer: (SHOW ANSWER)

NEW QUESTION: 36

Your APIs are configured as a relying party on an OpenlD Connect platform. You need to inspect
and verify the OpenlID Connect identity. What two actions should you take?

A. Parse the JWT to extract the exp: nbf and iat properties to determine if the token is still valid
B. Use the OpenID Connect URL to locate a trusted 3rd party for verification the signature, exp,
nbf and iat properties

C. Using the JKWS URL in the OpenlID Connect configuration, fetch the signing key to verify the
JWT signature and parameters

D. Verify the signature of the JWT using a shared secret.

E. Pass the JWT to a preconfigured 3rd party for verification of the signature, exp, nbf and iat
properties

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 37

Which features are supported in the OAulhV2 policy'?

A. setting custom attributes for generated access tokens
B. storing external access tokens

C. credentials validation when password grantjype is used
D. setting different expiration for refresh and access tokens
Answer: (SHOW ANSWER)

NEW QUESTION: 38

Which protocols are supported by the Message Logging policy?
A.FTP

B. HTTP

C. UDP

D. SCP

E.TCP

Answer: B,E (LEAVE A REPLY)

NEW QUESTION: 39

Your API generates tokens to authenticate users. You have the following requirements
1. Limited token lifetime.

2. Managed key rotation.

3. Self-verifiable content.

4 Compact data representation
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5. Refresh without new challenge.

You plan to use SAML2 Which two of the above-listed requirements are satisfied by using
SAML2? Choose 2 answers

A. Compact data representation

B. Limited token lifetime.

C. Managed key rotation

D. Refresh without a new challenge

E. Self-verifiable content

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 40

Which policy can be used to restrict access to AP| resources based on the client IP?
A. Access Control policy

B. Basic Authentication policy

C. Raise Fault policy

D. Regular Expression Protection policy

Answer: C (LEAVE A REPLY)

NEW QUESTION: 41

In an API Proxy flow we need to orchestrate two XML services - Service A and Service B Data
fields from each response must be returned in the response to the client. Which identifies a set of
Apigee policies that, when used together, could be used to implement this?

A. AccessEntity,XSL,ExtractVariable

B. MessageValidation, ServiceCallout, AccessControl

C. XMLToJSON, ExtractVanables, APIKeyValidation

D. ServiceCallout, ExtractVanable, AssignMessage

Answer: B (LEAVE A REPLY)

NEW QUESTION: 42

Which of the following statements are the for Edge Microgateway-aware proxies?

A. Edge Microgateway-aware proxies must use HTTPTargetConnection in the TargetEndpoint
B. Edge Microgateway-aware proxies support the execution of conditional flows

C. Edge Microgateway-aware proxies should at least contain a quota or OAuth2 policy

D. Edge Microgateway-aware proxies must point to a Node js ScnptTarget

Answer: (SHOW ANSWER)

NEW QUESTION: 43

Which statements are true for configuring the Edge Microgateway quota plugin? Choose 3
answers

A. Quotas are only enforced when client authentication is enabled

B. Quota plugin requires OAuth Plugin to be installed and enabled
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C. Quota plugin requires quota-memory plugin to be installed and enabled
D. Quota plugin must execute after the quota-memory Plugin execution

E. Quota plugin must execute after the OAuth Plugin execution

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 44

Your project has just started, and you are observing that bugs are being caught in QA on features
that were previously working You want to provide a self-governing mechanism for the team to
identify regression bugs What should you do?

A. Use Behavior Driven Development tools.

B. Implement automated integration testing on check in.

C. Use static code analysis tools.

D. Ask developers to run unit tests prior to each check in

Answer: C (LEAVE A REPLY)

NEW QUESTION: 45

Which feature can be used to automatically distribute traffic across multiple target servers'?
A. use a concurrent rate limiting policy

B. use RouteRules with multiple TargetEndpoints

C. use an AssignMessage policy

D. use a LoadBalancer entry in the HTTPTargelConnection session

Answer: A (LEAVE A REPLY)

NEW QUESTION: 46

You have implemented an Apigee Edge API proxy that includes a new shared flow Before you
release to production, you need to ensure all dependencies are readied What should you do?
A. Deploy the shared flow to the production environment

B. Alert the quality analysis team and product owner that you are preparing the release

C. Execute static code analysis on the bundle

D. Run automated unit tests in the test environment

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 47

Which features are supported in the OAulhV2 policy'? Select all that are correct. Choose 3
answers

A. setting custom attributes for generated access tokens

B. credentials validation when password grantjype is used

C. setting different expiration for refresh and access tokens

D. storing external access tokens

Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 48

You are implementing several flows in Apigee Edge and realize that there is common functionality
used across many different APIs and flows You want to use Apigee Edge to minimize the number
of releases What should you do?

A. Use a template build process to compose flows from flow fragments.

B. Use a Shared Flow and Flow Hooks to enforce all APIs call the shared flow

C. Use Proxy Chaining and a Service Callout where needed

D. Use a Shared Flow and a Flow Callout where needed.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 49

The IT security staff is concerned about unexpected increases in traffic on an API with an OAuth
authorization flow You want to limit impacts of such traffic increases. What should you do?

A. Work with operations to ensure autoscaling is set up to respond to traffic events

B. Use the Concurrent Rate Limit policy, to ensure back-end services are not overwhelmed

C. Use a Quota policy, to ensure that no client exceeds a defined quantity of traffic.

D. Use the Spike Arrest policy, to smooth out traffic spikes.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 50

You are generating tokens depending on a partner's service level at runtime You need to control
access token expiration What should you do?

A. Add expiration times in product custom attributes for retrieval at run time

B. Store and fetch access token expiration times from a configuration file to use at run time

C. Store and fetch expiration value from Key Value Maps at runtime to use for access token
creation.

D. Pass access token expiration values as a request query parameter

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 51

Your company runs their internal services across two datacenters in a hot-warm configuration
The back-end system for a new API runs in both data centers You want to implement a proxy that
handles failover between these data centers What should you do?

A. Create Target Servers for each datacenter and configuring the TargetEndpoint with a
LoadBalancer, setting the Is Fallback property on the warm datacenter

B. Create two service callouts to the target, calling the hot datacenter first and the warm
datacenter in the event of failure on the first call

C. Use the not datacenter as the TargetEndpoint and configure a FaultRule to call the warm
datacenter in case of failure

D. Use a Java Callout to the target, calling the hot datacenter first and the warm datacenter in
case of failure

Answer: B (LEAVE A REPLY)

NEW QUESTION: 52

Which policies can be used to create or modify a request message for a service callout?
A. RequestMessage

B. ServiceCallout

C. AssignMessage

D. Message Validation

Answer: A (LEAVE A REPLY)

NEW QUESTION: 53

Which policy can be used to see if a SOAP request matches a provided WSDL?
A. XMLThreatProtection

B. MessageValidation

C. AccessControl

D. XMLValidation

Answer: A (LEAVE A REPLY)

NEW QUESTION: 54

You have the following requirements for your API:

* Authenticate users.

* |dentify applications.

* Log update events to StackDriver

* Enforce quotas based on Product configurations

* Alert when total API latency exceeds 500 milliseconds

Your Apigee Edge API proxy is currently implemented with the following Proxy Endpoint
configuration
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<Flow e="Chefs Collection Operations">

<Description>Operate on the Chefs collection</Descrigtion>
<Reguest>
<Step>

EName?Enfcrce—Qunta(fHa‘s G 0
| ]

</Step>
</Reqgquest> e
<Response> =
a »Statistics-Collector</Name>
tep>

/Response’>
<Condition> (proxy.pathbuffix MatchesPath "/chefs/**")</Condition>
</Flow>
</Flows>
<PostFlow name="BostFlow">
<Reguest/>
<Response/>
</PostFlow>
<PreFlow name="PreFlow">
<Bequest/>
<Response/>
</PreFlow>
<BoutaRule name="Chefs Collection Operations">
<Condition> (proxy.pathsuffix MatchesPath "/chefs/**")</Condition>
<URL>https://allestrat.com/api/chefs/</URL>
</RouteRule’>
<RouteRule name="noroute"/>
ProxyEndpoint>

A. Alert when total API latency exceeds 500 milliseconds
B. Authenticate applications

C. Log update events to StackDriver

D. Enforce quotas based on Product configurations

E. Authenticate users.

Answer: D,E (LEAVE A REPLY)
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NEW QUESTION: 55

You have implemented an Apigee Edge API proxy that includes a new shared flow Before you
release to production, you need to ensure all dependencies are readied What should you do?
A. Run automated unit tests in the test environment

B. Execute static code analysis on the bundle

C. Deploy the shared flow to the production environment

D. Alert the quality analysis team and product owner that you are preparing the release
Answer: A (LEAVE A REPLY)

NEW QUESTION: 56

What are the HTTPTargetConneclion properties to control network timeouts?
A. response millis and connect.millis

B. connect.timeout.millis and io.timeoutmillis

C. connect timeout and network timeout

D. target.timeout and proxy timeout

Answer: A (LEAVE A REPLY)

NEW QUESTION: 57

You have a new set of requirements for a mobile app. The product team has asked for the
following.

* The app requires access to customer order information

* The app needs to allow a search function for orders by product name

Choose two development tasks that would accomplish the requirements. Choose 2 answers
A. Create a new API proxy for a GET /v1/customers/{customerid}/orders

B. The Apigee proxy should allow a query parameter for orderld=

C. The design should include a new custom header X-Product-Name

D. Create a new API proxy for a GET /v1/customers/{customerid}/products/{productname}
E. The Apigee proxy should allow a query parameter for q=

Answer: B,E (LEAVE A REPLY)

NEW QUESTION: 58

Which HTTP method would NOT be used for CRUD operations?
A. PUT

B. OPTIONS

C.GET

D. POST

Answer: B (LEAVE A REPLY)

NEW QUESTION: 59
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You need to interact with two different back end systems, depending on inbound request data
One backend is a default target URL without SSL and another one is a dynamic target URL with
2-Way SSL What should you do?

A. Use an AssignMessage policy to override default target URL and define 2-way SSL
configuration at runtime

B. Create another target endpoint with SSL configured and define route rule to pick that depends
on available variables.

C. Use a Key-Value Map configuration to access SSL and URL information to invoke target
systems

D. Use service callouts configuration for each target, and use a condition to decide which to
invoke.

Answer: B (LEAVE A REPLY)
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