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NEW QUESTION: 1

In information security protection, commonly used security products include firewalls, Anti-DDos
equipment, and IPS/IDS equipment

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 2

Which of the following options is the protocol number of GRE?
A. 89

B. 50

C.47

D. 46

Answer: C (LEAVE A REPLY)

NEW QUESTION: 3

Ways to use a computer to store information about criminal activity that is not a computer crime
A. True

B. False

Answer: B (LEAVE A REPLY)

NEW QUESTION: 4

On the USG series firewall, after configuring the web redirection, the the authentication page
cannot pop up. Which item below does not belong to the cause?

A. Browser SSL version is not matched with the firewall authentication page SSL version

B. Unenable WEB authentication function
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C. Unconfigured authentication policy or authentication policy configuration error
D. The port number of the authentication page service is set to 8887
Answer: (SHOW ANSWER)

NEW QUESTION: 5

Regarding the firewall security policy, the following items are correct?

A. By default, the security policy can control multicast

B. By default, the security policy can control unicast packets and broadcast packets.

C. By default, the security policy can control unicast messages, broadcast messages and
multicast messages

D. By default, the security policy only controls unicast packets.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 6

The world's first worm-"Morris Worm"Make people realize that with the deepening of people's
dependence on computers, the possibility of computer network being attacked is also increasing,
and it is necessary to establish a sound emergency response system

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 7

When configuring user single sign-on, if you use the mode of querying the AD server security log,
please check the followingcertifiedProcedureEnterRow ordering:[fill in the blank]* The AD monitor
forwards the user login message to F7, and the user goes online at F7.

AD monitor through the WMI interface provided by AD server. Connect to the AD server to query
the security log. Get the user login message.

accessboardrecord AD domain, AD servicedevicerecorduseHouseholdsuperiorStringinformation
into the security log.

The AD monitor starts from the time when the AD single sign-on service starts, and regularly
queries the security logs generated on the AD server.

Answer:

4213

NEW QUESTION: 8

Which of the following does not belong toUSGUser authentication method in firewall?
A. Fingerprint authentication

B. sign in

C. Certification-free

D. Password authentication

Answer: (SHOW ANSWER)
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NEW QUESTION: 9

Which of the following options is not a passive means of obtaining information? ( )[Multiple
choice]*

A. port scan

B. capture packets

C. port mirroring

D. collect log education

Answer: B (LEAVE A REPLY)

NEW QUESTION: 10

Which of the following is used to encrypt digital fingerprints in digital signature technology?
A. The sender's private key

B. Recipient's public key

C. The sender's public key

D. Receiver's private key

Answer: A (LEAVE A REPLY)

NEW QUESTION: 11

Which configuration below can implement NAT ALG function?
A. alg protocol

B. nat alg protocol

C. nat protocol

D. detect protocol

Answer: D (LEAVE A REPLY)

NEW QUESTION: 12

Which of the following are the main implementations of gateway antivirus? (multiple choice)
A. Proxy scan method

B. Stream scan method

C. Packet killing method

D. File killing method

Answer: (SHOW ANSWER)

NEW QUESTION: 13

In order to obtain criminal evidence, it is necessary to master the technology of intrusion tracking.
Which of the following options are correct for the description of tracking technology? (multiple
choice)

A. Shallow mail behavior analysis can achievelPlandAnalysis of information such as address,
sending time, sending frequency, number of recipients, shallow email headers, etc.
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B. Packet logging technology through the tracedlIPInsert trace data into packets to mark packets
on each router mentioned

C. Packet marking technology extracts attack source information by logging packets on routers
and then using data drilling techniques

D. Link detection technology determines the information of the attack source by testing the
network connection between routers

Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 14

The preservation of electronic evidence is directly related to the legal validity of the evidence.
Only when the preservation conforms to legal procedures, can its authenticity and reliability be
guaranteed. Which of the following is not an evidence preservation technology?

A. digital certificate technology

B. Packet Tag Tracking Technology

C. Encryption Technology

D. digital signature technology

Answer: (SHOW ANSWER)

NEW QUESTION: 15
Common information security standards and specifications mainly include the national level

protection system (GB), , the American standard TCSEC and the European Union
standard ITSEC.[fill in the blank]

Answer:

1ISO27001

NEW QUESTION: 16

Regarding the relationship and role of VRRP/VGMP/HRP, which of the following statements are
correct? (Multiple Choice)

A. The VGMP group in the Active state may contain the VRRP group in the Standby state

B. VGMP is responsible for monitoring equipment failures and controlling the fast switching of
equipment

C. VRRP is responsible for sending gratuitous ARP to direct traffic to the new master device
when the master device is switched.

D. HRP is responsible for data backup during dual-system hot backup operation

Answer: B,C,D (LEAVE A REPLY)
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NEW QUESTION: 17

Company network administrator allocation. After the dual-system hot backup is set, run the
command to check VRRP and other information, and get the following information
HRP_M<FWA> Gigabi tEtherneto/0/3 Virtual Router 1 State: Master Virtual IP: 10.3.0.3 Master
IP: 10.3.0.1 PriorityRun: 120 PriorityConfig:100 MasterPriority: 120 Preempt: YESDelay Time: 0 s
TimerRun: 60s TimerConfig: 60s Auth type: NONE Virtual MAC: 0000-5e00-0101 Check TIL:
YES Config type:vgmp Vrrp Backup-torward: disabled Create time:2020-03-17 17:35:54
UTCO08:02 Last change time: 2020-03-22 16:01:56 UTCO08:02 Ask him to type the view command
in the blank spaceis

[fill in the blank]*

Answer:

display vrrp

NEW QUESTION: 18

Which of the following is not a common application scenario of digital certificates? ( )[Multiple
choice]*

A. IPSEC VPN

B. HTTPS

C.FTP

D. SSL VPN

Answer: (SHOW ANSWER)

NEW QUESTION: 19

is a defect in the specific implementation of hardware, software, and protocol or system
security strategy, which can enable an attacker to access or destroy the system without
authorization.
A. Vulnerabilities
Answer: (SHOW ANSWER)

NEW QUESTION: 20

In the classification of the information security level protection system, which of the following
levels defines if the information system is damaged, it will damage the social order and public
interests? (Multiple choice)

A. Second level System audit protection level

B. Level 3 Security mark protection

C. First level User self-protection level

D. Level 4 Structured protection
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Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 21

Encryption technology can convert readable information into unreadable information through
certain methods.

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 22

firewallTrustClients in the domain can log inUntrustin the domainFTPserver, but the file cannot be
downloaded, which of the following can solve the problem? (multiple choice)

A. FTPWorks asportmode, modify fromTrustarriveUntrustThe zone's security policy action is
Allow

B. enabledetect ftp

C. FTPWorks asPassivemode, modify fromTrustarriveUntrustThe zone's security policy action is
Allow

D. existTrustandUntrustrelease betweentwenty oneThe port number

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 23

Which of the following is the default backup mode for dual-system hot standby?
A. Manual batch backup

B. automatic backup

C. After the device restarts, the active and standbyFWConfiguration

D. Session fast backup

Answer: B (LEAVE A REPLY)

NEW QUESTION: 24

Regarding the description of firewall, which of the following is correct?

A. In order to avoid a single point of failure, the firewall only supports bypass deployment

B. The firewall cannot transparently access the network.

C. Adding a firewall to the network will inevitably change the topology of the network.

D. According to different usage scenarios, the firewall can be deployed in a transparent mode or
in a three-in-one mode.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 25
The administrator is connected to the firewall through the G1/0/0 interface (the interface has been
added to the Trust Zone). If the administrator is allowed to perform configuration management
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through the G1/0/0 login image firewall, how to configure the security policy to release flow
direction? ( )[Multiple choice]*

A. allows traffic from Trust Zone to Trust Zone

B. allows traffic from the Trust Zone to the Untrust Zone

C. allows traffic from the Trust Zone to the Local Zone (I)

D. allows traffic from Local Zone to Local Zone

Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 26

The host firewall is mainly used to protect the host from attacks and intrusions from the network.
A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 27
aboutNATThe configuration commands for the address pool are as follows:no-patThe meaning of
the parameters is:

nat address-group 1

section 0 202.202.168.10 202.202.168.20
mode no-pat

A. Do not convert destination port

B. no address translation

C. Do not translate source ports

D. port multiplexing

Answer: C (LEAVE A REPLY)

NEW QUESTION: 28

After the firewall detects a virus, which of the following will release the virus?
A. Not a protocol supported by the firewall

B. Hit apply exception

C. The source IP hits the whitelist

D. Hit virus exception

Answer: C (LEAVE A REPLY)

NEW QUESTION: 29

in configurationNATDuring the process, in which of the following situations, the device will
generateServer-maptable entry? (multiple choice)

A. configureNAT No-PATAfter that, the device will establish a data stream for the configured
multi-channel protocolserver-mapsurface

B. configuration sourceNATautomatically generated whenserver-mapentry

C. configureNATserverAfter success, the device will automatically generateServer-mapentry
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D. configureeasy-ipwill be generated whenserver-mapentry
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 30

IPSec VPN technology does not support NAT crossing when using the ESP security protocol
package, because ESP encrypts the header of the packet.

A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 31
Please order the following project implementation steps from project initiation.[fill in the blank]*
Answer:

Risk assessment

System design and release

Project initiation and variance analysis

| Certification and Continuous Improvement

System operation and monitoring

project initiation and variance analysis, risk assessment, system design and release, system
operation and supervision, certification and continuous improvement)
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NEW QUESTION: 32

In practical applications, asymmetric encryption is mainly used to encrypt user data.
A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 33

Which of the following options is correct regarding the matching conditions of a security policy?
(multiple choice)

A. matching condition"Serve"is an optional parameter

B. matching condition"application"is an optional parameter
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C. matching condition"source security zone"is an optional parameter
D. matching condition"period"is an optional parameter
Answer: (SHOW ANSWER)

NEW QUESTION: 34

Questionnaire design principles do not include which of the following?
A. specificity

B. integrity

C. openness

D. consistency

Answer: (SHOW ANSWER)

NEW QUESTION: 35

Under normal circumstances, the Emai1 protocols we often talk about include |, POP3, and
SMTP.[fill in the blank]*

Answer:

IMAP

NEW QUESTION: 36

Which of the following is a remote authentication method? (Multiple Choice)
A. RADIUS

B. LLDP

C. HWTACACS

D. Local

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 37

About disconnectTCPIn the description of the connection four-way handshake, which of the
following is false?

A. Sent on passive shutdown sideFINAfter that, the active closing party must send back an
acknowledgment and set the acknowledgment sequence number to the received sequence
number plus1

B. The passive closing party needs to pass an end-of-file to the application, the application closes
its connection, and causes the sending of an end-of-fileFIN

C. When passive shutdown receives the firstFIN, it will send back aACK, and randomly generate
the confirmation serial number.

D. The active closing party sends the firstFINperform an active shutdown while the other party
receives thisFINexecution is closed

Answer: C (LEAVE A REPLY)

NEW QUESTION: 38
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Which of the following statement is wrong about the L2TP VPN of Client-Initialized?

A. LNS assign private IP addresses for remote users.

B. The LNS device receives the user's L2TP connection request, and the user can be verified
according to the username and password.

C. After the remote user access the Internet, the L2TP tunnel connection request can be initiated
directly from the remote LNS through the client software.

D. The remote users do not need to install VPN client software

Answer: D (LEAVE A REPLY)

NEW QUESTION: 39

Which of the following does not belong toP2DRin the modelDetectionThe method used in the
link?

A. real time monitoring

B. shut down service

C. Call the police

D. detect

Answer: (SHOW ANSWER)

NEW QUESTION: 40
Drag the stages of cybersecurity emergency response on the left into the box on the right, and
arrange them from top to bottom in the order of execution.

Suppression phase

Recovery phase

Detection phasé

Eradication phase

HUAWEI

Answer:
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Suppression phase W \!/Befection phase
wr .

HUAWE]
Recovery phase Suppression phase

Detection phase Eradication phase

Eradication phase Recovery phase

NEW QUESTION: 41

Which of the following options is correct regarding the actions of the security policy and the
description of the security profile? (multiple choice)

A. The security profile must be applied under the security policy whose action is allowed to take
effect

B. If the security policy action is"allow", the traffic will not match the security profile

C. If the action of the security policy is"prohibit", the device will discard this traffic, and will not
perform content security checks in the future.

D. The security profile can take effect even if the action is allowed under the security policy
Answer: (SHOW ANSWER)

NEW QUESTION: 42

Regarding the control actions permit and deny of the firewall inter-domain forwarding security
policy, which of the following options are correct? (Multiple choice)

A. The default security policy action of the firewall is denied

B. Even if the data packet matches the permit action of the security policy, it will not necessarily
be forwarded by the firewall

C. After the packet matches the deny action of the inter-domain security policy, the packet is
immediately discarded, and other inter-domain security policies will not continue to be executed
D. No matter whether the packet is a permit action or a deny action that matches the security
policy, it will be transferred to the UTM module for processing

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 43

Which of the following traffic matches the authentication policy will trigger authentication?
A. DHCP, BGP, OSPF, LDP packets

B. DNS packet corresponding to the first HTTP service data flow
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C. Access to the device or the traffic initiated by the device
D. Traffic of visitors accessing HTTP services
Answer: D (LEAVE A REPLY)

NEW QUESTION: 44

Which of the following descriptions about the characteristics of the HWTACACS protocol is
wrong?

A. In addition to the standard HWTACACS header. Encrypt all the message body

B. Separation of Authentication and Authorization

C. Use UDP protocol

D. Suitable for conducting security controls.

Answer: (SHOW ANSWER)

NEW QUESTION: 45

When the command is executed on the firewall and the following information is displayed, which
of the following descriptions is correct? (Multiple choice)

HRP_A [USG A] display vrrp interfaceGigabitEthernet 1/0/1
GigabitEthernet1/0/1 | Virtual Router 1

VRRP Group: Active

state: Active

Virtual IP: 202.38.10.1

Virtual MAC: 0000-5e00-0101

Primary IP: 202.38.10.2

PriorityRun :100

PriorityConfig:100

MasterPriority :100

bbs.hh010.com

Preempt: YES Delay Time: 10

A. When the main device USG_A fails, it will not switch

B. The priority of the VRRP backup group with VRID 1 of this firewall is 100
C. The virtual IP address of the G1/0/1 interface of this firewall is 202.38.10.2
D. The VGMP group status of this firewall is Active

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 46

Regarding the windows log, which of the following descriptions is wrong?

A. The system log is used to record events generated by operating system components, mainly
including driver, system components and application software crashes and data

B. The security log of windows server 2008 is stored in security.evtx

C. The system log of windows server 2008 is stored in Application.evtx
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D. Application log contains events recorded by applications or system programs, mainly recording
events related to program operation
Answer: (SHOW ANSWER)
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NEW QUESTION: 47

UDPA port scan is when an attacker sends a zero byte lengthUDPmessage to a specific port of
the target host, if the port is open, it will return alCMPPort reachable data packets.

A. True

B. False

Answer: B (LEAVE A REPLY)

NEW QUESTION: 48

existClient-Initiated VPNDuring the configuration, it is generally recommended to plan the address
pool and the headquarters network address as different network segments. Otherwise, the proxy
forwarding function needs to be enabled on the gateway device.

A. True

B. False

Answer: B (LEAVE A REPLY)

NEW QUESTION: 49

An engineer needs to back up the firewall configuration. Now he wants to use a command to view
all the current configurations of the firewall. May | ask the command he usesis ____ [fill in the
blank]*

Answer:

display current-configuration

NEW QUESTION: 50

When connecting to Wi-Fi in public places, which of the following is relatively safer?

A. Connect to unencrypted Wi-Fi hotspots

B. Connect to unencrypted free Wi-Fi for online shopping

C. Connect to encrypted free Wi-Fi for online transfer operations

D. Connect to the paid Wi-Fi hotspot provided by the operator and only browse the Internet
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 51

Regarding the description of VGMP group management, which of the following is wrong?

A. All changes in the active/standby status of a VRRP backup group need to be notified to the
VGMP management group it belongs to

B. The active and standby equipment learns the status of each other through the heartbeat line
exchange messages, and backs up related commands and status information.

C. The interface types and numbers of the heartbeat ports of the two firewalls can be different, as
long as the Layer 2 interoperability can be ensured.

D. The VGMP of the active and standby firewalls periodically send hello messages

Answer: C (LEAVE A REPLY)

NEW QUESTION: 52

Huawei USG firewall VRRP notification message is a multicast message, so each firewall in the
backup group must be able to achieve direct layer 2 intercommunication

A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 53

Information security level protection is the basic system of national information security work
A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 54
As shown in the figure, when using Client-Initiated VPN to establish L2TP VPN, which of the
following is the end point of PPP packets?

L2TP VPN Tunnel

A. LAC
B. LNS
C. Access users

D. Server
Answer: (SHOW ANSWER)
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NEW QUESTION: 55

The SSL VPN routing mode determines the route of the message sent by the client. In the
mode, no matter what resource is accessed, the data will be intercepted by the virtual

network card and forwarded to the virtual gateway for processing.

A. Network expansion

Answer: A (LEAVE A REPLY)

NEW QUESTION: 56

When the firewall upgrades the signature database and virus database online through the
security service center, the firewall is required to be able to connect to the Internet first, and
theDNSaddress

A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 57

One of the following options for information security management systems (ISMS) Which of the
four stages describes the sequence correctly?

A. Plan->Do->Check->Action

B. Plan->Check->Action->Do

C. Plan->Check->Do->Action

D. Check->Plan->Do->Action

Answer: (SHOW ANSWER)

NEW QUESTION: 58
Match the following survey methods and descriptions one by one
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o tional investiaati Civil investigations usually do not involve
perational investigation internal employees and external consultants

investigate the organization's
cilities, such as whether there are
e problems, configuration problems,

Criminal investigation rma
\ mainly used to analyze the problem, no

special rigorous evidence is required

I\ Regulatory investigations are carried out by

Civil investigation government agencies, and may violate the law
in the organization

Investigations by law enforcers for illegal acts

———

Answer:

Operational investigation Civil investigation
Criminal investigation Operational investigation
Civil investigation Regulatory investigation

Criminal investigation

Regulato a
w W

HUAWE]

NEW QUESTION: 59
Please order the following steps in the PKI life cycle correctly, 1. Issued, 2. storage, 3. Update, 4.

verify[fill in the blank]*
Answer:



1243

NEW QUESTION: 60
Please sort the following project implementation steps from the start of the project.

risk assessmen )
K\
System design and raleaH UAGqE"

Project initiation and gap analysis

Certification and continuous improvement

System operation and menitoring

Answer:
risk assessment tion and gap analysis
System design and release [ U AWEII assessment
Project initiation and gap analysis System design and release
Certification and continuous improvement System operation and monitoring
System operation and monitoring Certification and continuous improvement

NEW QUESTION: 61

Which options can be operated in the advanced settings of the Windows Firewall? (Multiple
Choice)

A. Set connection safety rules

B. Restore default

C. Set inbound and outbound rules

D. Change Notification Rules




Answer: A,C (LEAVE A REPLY)
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NEW QUESTION: 62

If internal employees access the Internet through a firewall and find that they cannot connect to
the Internet normally, which viewing commands can be used on the firewall to troubleshoot the
interface, security zone, security policy, and routing table? (Write any viewing command, require:
command line Words must be complete and correct to score, and cannot be omitted or
abbreviated)

A. display zone | display current-configuration | display ip routing-table | display security-policy
rule all | display ip interface brief

Answer: A (LEAVE A REPLY)

NEW QUESTION: 63

As shown in the figure is an application scenario of a NAT server, when using the web
configuration method for this configuration. Which of the following statements is correct? (Multiple
choice)

P ==
ENAT Server R
Global: 200.16010.1:

oMz Inside: 103,92 i

FIP Server ( N\
10.1.1.2/24 _ H‘ﬁmiél 200.10.10.0

A. When configuring the interzone security policy, set the source security zone to DMZ and the
target security zone to Untrust

B. When configuring NAT Server, the internal address is 10.1.1.2 and the external address is
200.10.10.1
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C. When configuring the interzone security policy, you need to set the source security zone to
Untrust and the target security zone to DMZ

D. When configuring NAT Server, the internal address is 200.10.10.1 and the external address is
10.1.1.2.

Answer: (SHOW ANSWER)

NEW QUESTION: 64

aboutwindowsFirewall description, which of the following options are correct? (multiple choice)
A. If you are settingwindowsDuring the firewall process, the Internet cannot be accessed. You
can use the restore default function to quickly restore the firewall to its initial state.

B. windows the firewall can also change the notification rules in a closed state

C. windowsThe firewall can not only allow or prohibit preset programs or functions and programs
installed on the system, but also support its own custom release rules based on protocols or port
numbers.

D. windowsThe firewall can only allow or prohibit preset programs or functions and programs
installed on the system, and cannot customize the release rules according to the protocol or port
number.

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 65

Which of the following is an encryption technique used in digital envelopes?
A. hash algorithm

B. Symmetric encryption algorithm

C. Stream Encryption Algorithm

D. Asymmetric encryption algorithm

Answer: D (LEAVE A REPLY)

NEW QUESTION: 66

IPSEC VPN technology does not support NAT traversal when encapsulated with ESP security
protocol, because ESP encrypts the header of the message

A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 67

About intrusion prevention systems (IPS), which of the following is false?

A. IDSThe device needs to be linked with the firewall to block intrusion

B. IPSDevices can be connected in series at the network boundary and deployed online
C. IPSThe device cannot be deployed in bypass mode in the network

D. IPSOnce the device detects intrusion behavior, it can achieve real-time blocking
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 68

When IPSec VPN uses transport mode to encapsulate packets, which of the following is not in the
certification scope of the ESP security protocol?

A. ICP Header

B. ESP Header

C. ESP lail

D. IP Header

Answer: D (LEAVE A REPLY)

NEW QUESTION: 69

The protocol number of the transport layer protocol TCP is () (fill in the blank)
Answer:

6

NEW QUESTION: 70

Which of the following options can be operated in the advanced settings of the windows firewall?
(Multiple choice)

A. Restore default values

B. Change notification rules

C. Set connection security rules

D. Set up inbound and outbound rules

Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 71

After the company network administrator configures the dual-system hot backup, he wants to
check the status of the current VGMP group, so he typed the command and displayed the
following information HRP_M<FW_A>_Role: active, peer: active Running priority:45000,
peer:45000 Backup channel1 usage: 30x Stab1 e time: 1days, 13 hours, 35 minutes Last state
change information: 2020-03-22 16:01:56 HRP core state changed, old_state=normal (active),
new_state=normal (active).local priority F 4 peer_priority 45000.

Configuration:

hello interval: 1000ms

preempt: 60s

mirror configuration:off

mirror session:on

track trunk member:on

auto-sync configuration:on

auto-sync connection- status:on

adjust ospf cost:on

adjust ospfv3-cost:on
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adjust bgp-cost.on

nat resource: off

Detail information on:

Gigabi tEthernet0/0/1:up

Gigabi tEthernet0/0/3:up

ospf-cost: +0

then the command he typed in the blank isf[fill in the blank]*
Answer:

display hrp state verbose

NEW QUESTION: 72

aboutwindowsandlinuxWhich of the following statements is false?

A. windowsCompatible with most software and play most games

B. linuxis open source, do what you want

C. linuxlt is difficult for beginners to get started and needs some learning and guidance
D. windowslt's open source, do what you want

Answer: D (LEAVE A REPLY)

NEW QUESTION: 73

Which of the following options are malicious programs? (multiple choice)
A. Virus

B. Vulnerability

C. Trojan horse

D. worm

Answer: (SHOW ANSWER)

NEW QUESTION: 74

Which of the following does not belong to the log format of the firewall? ( )[Multiple choice]
A. Syslog format

B. ASCII encoding format

C. netflow format

D. binary format

Answer: (SHOW ANSWER)

NEW QUESTION: 75

We should choose the encryption algorithm according to our own use characteristics. When we
need to encrypt a large amount of data, it is recommended to use the () encryption algorithm to
improve the encryption and decryption speed. (fill in the blank)

Answer:

Symmetry
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NEW QUESTION: 76

Regarding the firewall security zone, which of the following statements are correct? (Multiple
Choice)

A. Firewall can create two security areas of the same priority

B. The firewall has four security zones by default, and the four security zone priorities do not
support modification.

C. A firewall can have 12 security zones at most

D. When data flow occurs between different security zones, the security check of the device is
triggered, and the corresponding security policy is implemented.

Answer: B,D (LEAVE A REPLY)
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NEW QUESTION: 77
According to the logical structure of the HiSec solution, please drag the hierarchy of HiSec
solutions on the left to the box on the right and arrange them in order from top to bottom.

Executive laver

Analvsis laver

%
Control layve®“ |

Ty

Answer:
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Executive layer Analysis laver

Analysis laver Control layer

Control laye&;j_s- Executive layer
e

NEW QUESTION: 78

The process of electronic forensics includes: protecting the scene, obtaining evidence, preserving
evidence, identifying evidence, analyzing evidence, tracking and presenting evidence.

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 79

In the Huawei SDSec solution, which of the following belong to the execution layer equipment?
(Multiple choice)

A. Fierhunter

B. Router

C.CIS

D. AntiDDoS

Answer: (SHOW ANSWER)

NEW QUESTION: 80

What item is not included in the design principle of questionnaire surveys?
A. Specificity

B. Integrity

C. Consistency

D. Openness

Answer: D (LEAVE A REPLY)

NEW QUESTION: 81

The administrator wishes to clear the current session table. Which of the following commands is
correct? ( )[Multiple choice]*

A. reset firewall session table

B. clear firewall session table
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C. display session table
D. display firewall session table
Answer: A (LEAVE A REPLY)

NEW QUESTION: 82

Which of the following is an encryption technique used in digital envelopes?
A. Symmetric encryption algorithm

B. Asymmetric encryption algorithm

C. Stream Encryption Algorithm

D. hash algorithm

Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 83

Which of the following attacks is not a special packet attack?
A. |IPaddress scanning attack

B. oversizedlICMPPacket attack

C. ICMPUnreachable Packet Attack

D. ICMPredirected packet attack

Answer: A (LEAVE A REPLY)

NEW QUESTION: 84

Which of the following options are included in the protection of data by encryption technology
during data transmission? (multiple choice)

A. source check

B. integrity

C. confidentiality

D. controllability

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 85

Regarding the description of IP Spoofing, which of the following is wrong?

A. |IP spoofing attacks are launched by using the normal IP address-based trust relationship
between hosts

B. After an IP spoofing attack is successful, the attacker can use any forged IP address to imitate
a legitimate host to access key information

C. The attacker needs to disguise the source IP address as a trusted host and send a data
segment marked with SYN to request a connection

D. Hosts in a trust relationship based on IP addresses can log in directly without entering
password verification

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 86

Using the _ method of the Web proxy, the virtual gateway will encrypt the real URL that the
user wants to access, and can adapt to different terminal types.[fill in the blank]*

Answer:

web rewrite

NEW QUESTION: 87

Digital envelope technology means that the sender encrypts the data with the receiver's public
key, and then sends the ciphertext to the receiver.

A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 88

Which of the following options are available inwindowsDo you do it in the advanced settings of the
firewall?

(multiple choice)

A. Change notification rules

B. Set up connection security rules

C. Restore defaults

D. Set up inbound and outbound rules

Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 89

When we use digital signature technology, the receiver needs to use the sender's () to unlock the
digital signature to get the digital fingerprint. (fill in the blank)

Answer:

public key

NEW QUESTION: 90

Which of the following statements about the patch is incorrect?

A. Not patching does not affect the operation of the system, so whether patching is irrelevant or
not.

B. Computer users should download and install the latest patches in a timely manner to protect
their systems

C. A patch is a small program made by the original author of the software for a discovered
vulnerability

D. Patches are generally updated continuously.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 91
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existUSGIn the series firewall system view, execute the commandreset saved-configurationAfter
that, the device configuration will be restored to the default configuration, and it will take effect
without any other operations.

A. True

B. False

Answer: (SHOW ANSWER)
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NEW QUESTION: 92

The attacker sends a SYN message with the same source address and destination address, or
the source address is the loopback address to the target host (the source port and destination
port are the same, causing the attacker to send a SYN-AKY message to its own address) What
kind of attack is this behavior black? ( )[Multiple choice]*

A. TCP Spoofing Attack

B. Smurf attack

C. Land attack

D. SYN Flood Attack

Answer: C (LEAVE A REPLY)

NEW QUESTION: 93

Which of the following belong to the encapsulation mode supported by IPSec VPN? (Multiple
choice)

A. Transmission mode

B. ESP mode

C. AH mode

D. Tunnel mode

Answer: (SHOW ANSWER)

NEW QUESTION: 94

About the packet iniptablesDescription of the transfer process, which of the following options is
incorrect?

A. If the destination address of the data packet is not the local machine, the system sends the
data packet toOUTPUTchain


https://www.exam-tests.com/H12-711_V3.0-exam/Huawei.H12-711_V3.0.v2022-12-31.q260.html
https://www.braindumpspass.com/Huawei/H12-711_V3.0-practice-exam-dumps.html
https://www.braindumpspass.com/Huawei/H12-711_V3.0-practice-exam-dumps.html
https://www.exam-tests.com/H12-711_V3.0-exam/Huawei.H12-711_V3.0.v2022-12-31.q260.html
https://www.exam-tests.com/H12-711_V3.0-exam/Huawei.H12-711_V3.0.v2022-12-31.q260.html

B. If the destination address of the data packet is not the local machine, the system sends the
data packet toFORWARDchain.

C. If the destination address of the data packet is the local machine, the system will send the data
packet toINPUTchain.

D. When a packet enters the network card, it first goes to matchPREROUTINGchain

Answer: A (LEAVE A REPLY)

NEW QUESTION: 95

The TCP/IP protocol stack packet encapsulation includes: Which of the following describes the
encapsulation order (sort order: ABDC)

A.IP

B. TCP/UDP

C. Data

D. MAC

Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 96

Which of the following is not a symmetric encryption algorithm?
A. RSA

B. DES

C. AES

D. 3DES

Answer: A (LEAVE A REPLY)

NEW QUESTION: 97

waiting for insurance2.0Which one of the stipulations"Spam should be detected and protected at
key network nodes, and spam protection mechanisms should be upgraded and updated?

A. communication transmission

B. Malicious code prevention

C. Centralized control

D. Border Protection

Answer: B (LEAVE A REPLY)

NEW QUESTION: 98

Both GE1/0/1 and GE1/0/2 ports of the firewall belong to the DMZ zone. If you want to realize that
the area connected by GE1/0/1 can access the area connected by GE1/0/2, which of the
following is correct?

A. No configuration required

B. Need to configure the security policy from local to DMZ

C. Need to configure DMZ to local security policy

D. Need to configure inter-domain security policies
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 99

Which of the following are the standard port numbers of the FTP protocol? (Multiple choice)
A. 21

B. 80

C.23

D. 20

Answer: (SHOW ANSWER)

NEW QUESTION: 100

_____-The goal is to provide a rapid, composed and effective response in emergency situations,
thereby enhancing the ability of the business to recover immediately from a disruptive event.[fill in
the blank]*

Answer:

business continuity plan

NEW QUESTION: 101

Security policy conditions can be divided into multiple fields, such as source address, destination
address, source port, destination port, etc. These fields have an "and" relationship, that is, only
the information in the message and all fields If they all match, it is considered to have hit this
strategy.

A. False

B. True

Answer: (SHOW ANSWER)

NEW QUESTION: 102

Common scanning attacks include: port scanning tools, vulnerability scanning tools, application
scanning tools and database scanning tools, etc.

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 103

The direction of the traffic can be seen inthe ___ of the firewall.[fill in the blank]*
Answer:

session table

NEW QUESTION: 104
Regarding the vulnerability scan, which of the following is wrong?
A. Vulnerabilities are generally patchable
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B. Vulnerabilities can be avoided

C. The vulnerability is unknown in advance and discovered afterwards.

D. Vulnerabilities are security risks, which can expose computers to hacker attacks
Answer: B (LEAVE A REPLY)

NEW QUESTION: 105

Which of the following does not belong toLINUXoperating system?
A. RedHat

B. MAC OS

C. CentOS

D. Ubuntu

Answer: B (LEAVE A REPLY)

NEW QUESTION: 106

Which of the following options is not included in the consistency check of the HRP master and
backup configuration?

A. NAT policy

B. Authentication strategy

C. Whether the heartbeat interface with the same serial number is configured

D. Next hop and outgoing interface of the static route

Answer: D (LEAVE A REPLY)
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NEW QUESTION: 107

An employee of a company accesses the internal web server of the company through the firewall.
The web page of the website can be opened by using a browser, but the reachability of the web
server is tested by using the Ping command, and it shows that it is unreachable. What are the
possible reasons?

A. The security policy deployed on the firewall allows the HTTP protocol, but not the ICMP
protocol

B. The web server is down

C. The security policy deployed on the firewall allows the TCP protocol, but not the ICMP protocol
D. The interface of the firewall connecting to the server is not added to the security zone
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Answer: (SHOW ANSWER)

NEW QUESTION: 108

According to the management specification, regularly check the network security system and
equipment, upgrade the patch, and organize the network security emergency response drill. The
above actions belong toMPDRRWhat are the elements of the network security model?

A. Protection link

B. Management link

C. Detection link

D. response link

Answer: (SHOW ANSWER)

NEW QUESTION: 109

Which of the following options is correct regarding the description of firewall hot standby?
(multiple choice)

A. require the same firewall on the sameVGMPmanagement group ownedVRRPBackup group
status remains consistent

B. Firewall dual-system hot backup requires session table,MACInformation such as tables and
routing tables are synchronized and backed up between the master device and the slave device
C. VGMPto guarantee allVRRPConsistency of backup group switching

D. When the dual-system backup function needs to be provided in multiple areas on the firewall, it
is necessary to configure multipleVRRPbackup group

Answer: (SHOW ANSWER)

NEW QUESTION: 110

When IPSec VPN uses tunnel mode to encapsulate packets, which of the following is not within
the encryption scope of the ESP security protocol? ( )[Multiple choice]*

A. ESP Tail

B. ESP Header

C. TCP Header

D. Raw IP Header

Answer: B (LEAVE A REPLY)

NEW QUESTION: 111

Regarding the command to view the number of security policy matches, which of the following is
correct?

A. display security-policy all

B. count security-policy hit

C. display firewall sesstion table

D. display security-policy count

Answer: (SHOW ANSWER)
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NEW QUESTION: 112

aboutwindowsDescription of the firewall advanced settings, which of the following options is
wrong?

(multiple choice)

A. When setting the stacking rules, you can restrict both the local port and the remote port.
B. When setting the stacking rules, only the local port can be restricted, and the remote port
cannot be restricted

C. When setting the stacking rules, you can restrict both the local port and the remote port.
D. When setting the stacking rule, only the local port can be restricted, and the remote port
cannot be restricted

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 113

Which of the following optionsVPNDoes technical support encrypt data packets? (multiple choice)
A. L2TP VPN

B. IPSec VPN

C. GRE VPN

D. SSL VPN

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 114

As shown in the following, there are two Server Map entries generated after the NAT Server is
configured. Regarding the information presented in the figure, which of the following descriptions
is wrong?

Type: Nat Server, ANY ->1.1.1.1 [192.168.1.1]

Type: Nat Server Reverse, 192.168.1.1 [1.1.1.1] -> ANY

A. The second server map function is that when 192.168.1.1 visits any address, the source
address will be converted to 1.1.1.1 after passing through the firewall.

B. The function of the first Server Map is that when any address accesses 192.168.1.1, the
destination IP will be converted to 1.1.1.1 after passing through the firewall.

C. The Server Map with the Reverse logo can be deleted using commands.

D. The two Server Map entries are static, that is, after the NAT Server is configured, the two
Server Maps will be automatically generated and exist permanently.

Answer: (SHOW ANSWER)

NEW QUESTION: 115

What versions of the SNMP protocol are there? (Multiple choice)
A. SNMPv2c

B. SNMPv1

C. SNMPv2b
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D. SNMPv3
Answer: (SHOW ANSWER)

NEW QUESTION: 116

The main reason why NAPT can achieve one-to-many address translation is that is also
converted while addressing, so multiple private addresses can share the same public address.
A. Port

Answer: (SHOW ANSWER)

NEW QUESTION: 117

The company administrator uses the ping command to test the connectivity of the network. If he
needs to specify the source address of the ehco-request message, what are the additional
parameters he needs?

A. -a

B.-C

C.f

D. -i

Answer: B (LEAVE A REPLY)

NEW QUESTION: 118

In the Linux system, which of the following is the command to query the P address information?
( )[Multiple choice]*

A. display ip

B. ifconfig)

C. ipconfig

D. display ip interface brief

Answer: B (LEAVE A REPLY)

NEW QUESTION: 119

Which of the following information is not the backup content included in the status information
backup in the dual-system hot backup? ( )[Multiple choice]*

A. NAPT related table items

B. IPv4 session table

C. IPSEC tunnel

D. Routing table

Answer: D (LEAVE A REPLY)

NEW QUESTION: 120

The default policy on the firewall defaults to () all traffic. (fill in the blank)
Answer:

Denied
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NEW QUESTION: 121

The European TCSEC criterion is divided into two modules of function and evaluation, mainly in
the military, government, and business.

A. True

B. False

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 122

Which of the following sequence for incident response management is correct?

1 Detection 2 Report 3 Mitigation 4 Summarize experience 5 Repair 6 Recovery 7 Response
A. 1-3-2-7-5-6-4

B. 1-7-3-2-6-5-4

C. 1-2-3-7-6-5-4

D. 1-3-2-7-6-5-4

Answer: B (LEAVE A REPLY)

NEW QUESTION: 123

Which of the following items belong to the information security prevention method in the
dimension of operation and maintenance management?

A. Emergency Response

B. Disaster recovery

C. Safe operation

D. The training of enterprise employees' safety awareness

Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 124

In anti-virus software, () technology can analyze compressed files, added flowers, and packaged
files. (fill in the blank)

Answer:

Shelling
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NEW QUESTION: 125

Which of the following options belong to the certification field of ISO270017? (Multiple choice)
A. Business continuity management

B. Vulnerability management

C. Access control

D. Personnel safety

Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 126

The trigger authentication method for firewall access user authentication does not include which
of the following? ( )[Multiple choice]*

A. MPLS VPN

B. L2TP VPN

C. IPSec VPN

D. SSL VPN

Answer: (SHOW ANSWER)

NEW QUESTION: 127

The initial priority of the USG9500VGMP group is related to which of the following factors ( )? *
A. The number of CPUs on the D service board

B. Number of daughter cards on the interface board

C. VRRP priority

D. interface bandwidth

Answer: (SHOW ANSWER)

NEW QUESTION: 128

When an access user uses Client-InitiatedVPN to establish a tunnel with the LNS, how many PPP
connections can a tunnel carry?

A.1

B.2

C.4

D.3

Answer: A (LEAVE A REPLY)

NEW QUESTION: 129

Which of the following are the basic functions of antivirus software? (multiple choice)
A. Find viruses

B. virus protection

C. replication virus

D. remove virus

Answer: A,B,D (LEAVE A REPLY)
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NEW QUESTION: 130

Which of the following is the default backup mode of dual-machine hot backup?
A. Automatic backup

B. Fast session backup

C. Configuration of the active and standby FW after the device restarts

D. Manual batch backup

Answer: A (LEAVE A REPLY)

NEW QUESTION: 131

According to the number of users operating at the same time, the operating system can be
divided into single-user operating system and multi-user operating system. Which of the following
items is not a multi-user operating system?

A. MSDOS

B. UNIX

C. Linux

D. 0OS/2

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 132

Which of the following options is not a communication electronic evidence?
A. Email

B. Chat history

C. System log

D. Telephone recording

Answer: D (LEAVE A REPLY)

NEW QUESTION: 133

In the construction of an information security system, a security model is needed to accurately
describe the relationship between important aspects of security and system behavior

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 134

After the company ' s network administrator has configured the dual-system hot backup, he wants
to check the status of the current VGMP group, so he typed in the command to display the
following information

HRP_M<FW_A>

Role: active, peer: active

Running priority: 45000, peer: 45000
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Backup channel usage: 30X

Stable time: 1 days, 13 hours, 35 minutes
Last state change information: 2020-03-2216:01:56 HRP core state changed, old_state = normal
(‘active ) , new_state=normal ( active ) .1ocalpriority F 4
peer_priority = 45000.

Configuration:

hello interval: 1000ms

preempt: 60s

mirror configuration: off

mirror session: on

track trunk member: on

auto-sync configuration: on

auto-sync connection-status: on

adjust ospf cost: on

adjust ospfv3-cost: on

adjust bgp-cost: on

nat resource: off

Detail information:

Gigabit Ethernet 0/0/1: up

Gigabit Ethernet 0/0/3: up

ospf-cost: +0

Then the command he typed in the blank is
A. display hrp state verbose

Answer: (SHOW ANSWER)

NEW QUESTION: 135

Regarding single sign on, which of the following statements are correct? (Multiple Choice)
A. Although there is no need to enter the user password, the authentication server needs to
interact with the user password and the device to ensure that the authentication is passed
B. The device can identify users who have passed the authentication by the identity
authentication system

C. There is only one deployment mode for AD domain single sign on

D. AD domain single sign on can be synchronized to the firewall by mirroring the login data
stream

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 136

Which of the following attacks is not a malformed message attack?
A. Teardrop attack

B. TCP Fragmentation Attack

C. Smurf attack
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D. ICMP unreachable packet attack
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 137

Digital envelope technology means that the sender uses the receiver's public key to encrypt the
data and then sends the ciphertext to the receiver.

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 138

Digital certificate technology solves the problem that the owner of the public key cannot be
determined in digital signature technology

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 139

Security technology has different methods in different technical levels and fields. Which of the
following devices can be used for network layer security protection? (Multiple choice)

A. Anti-DDoS equipment

B. Firewall

C. Vulnerability scanning equipment

D. IPS/IDS equipment

Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 140

Which of the following options is not included in the processing method adopted by the firewall for
the matched authentication data flow?

A. Portali certification

B. WeChat authentication

C. Certification-free
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D. not certified
Answer: (SHOW ANSWER)

NEW QUESTION: 141
aboutL2TPThe sequence of the call establishment process in the corridor, which of the following
descriptions is correct?

1. EstablishL2TPtunnel

2. EstablishPPPconnect

3. LNSAuthenticate the user

4. User access to intranet resources
5. EstablishL2TPconversation

A. 2->3->1->5->4

B. 1->5->3->2->4

C. 2->1->5->3->4

D. 1->2->3->5->4

Answer: B (LEAVE A REPLY)

NEW QUESTION: 142
Drag the steps of electronic forensics on the left into the box on the right to summarize, and
arrange them from top to bottom in the order of execution.

Preservation of evi

Follow up

Get cvidcncgfﬁiif

¥

Analyze the evidence

Answer:
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Preservation of evidence Get evidence
Follow up Preservation of evidence
Get evidence Analvze the evidence
__L___er /
Analvyze §§%ﬁeviﬂgnce Follow up

NEW QUESTION: 143

Which of the following statements about investigation and evidence collection is correct?
A. Evidence is not necessarily required during the investigation

B. Ideally, law enforcement agencies should be involved in all investigative and evidence-
gathering processes

C. Evidence obtained by wiretapping is also valid

D. Documentary evidence is required in computer crime

Answer: B (LEAVE A REPLY)

NEW QUESTION: 144

Regarding the security policy configuration command, which of the following is correct?

#

security-policy

rule name rule1

source-zone trust

destination-zone untrust

source-address 10.1.0.0 0.0.255.255

service icmp

action deny

#

A. Prohibit ICMP packets from the trust zone to the untrust zone and the destination address is
10.1.10.10 host

B. Prohibit all host ICMP packets from the trust zone to the untrust zone and the source address
is 10.2.10.10

C. Prohibit all host ICMP packets from the trust zone to the untrust zone and the source address
is 10.1.0.0/16 network segment
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D. Prohibit ICMP packets from all hosts that access the untrust zone from the trust zone and the
destination address is the 10.1.0.0/16 network segment
Answer: C (LEAVE A REPLY)

NEW QUESTION: 145

which of the followingIPSec VPNnecessary configuration? (multiple choice)
A. configurelKEneighbour

B. configurelKE SARelated parameters

C. configurelPSec SARelated parameters

D. Configure streams of interest

Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 146

VGMPIn which of the following situations occurs in the group, the group will not actively send the
message to the peerVGMPmessage/

A. Firewall service interface failure

B. Manually switch the active and standby status of the firewall

C. Session table entry changes

D. Dual-system hot backup function enabled

Answer: C (LEAVE A REPLY)

NEW QUESTION: 147

Security policy conditions can be divided into multiple fields, such as source address, destination
address, source port, destination port, etc. These fields have an "and" relationship, that is, only
the information in the message matches all fields It is considered that this strategy has been hit
by the above.

A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 148

() is an "indirect intrusion attack. This attack mode is to virtually place a computer controlled by
an intruder between two communicating computers in a network connection through various
technical means. (fill in the blank)

Answer:

Man-in-the-middle attack

NEW QUESTION: 149

Which of the following security threats is an application security threat?
A. User identity is not authenticated

B. network intrusion
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C. Man-in-the-middle attack
D. Viruses, Trojans
Answer: D (LEAVE A REPLY)

NEW QUESTION: 150

Which of the following options belong to the technical characteristics of the intrusion prevention
system? (Multiple choices)

A. Straight route deployment

B. Online mode

C. Self-learning and self-adaptation

D. Real-time blocking

Answer: (SHOW ANSWER)

NEW QUESTION: 151

On the surface, threats such as viruses, vulnerabilities, and Trojan horses are the causes of
information security incidents, but at the root, information security incidents are also closely
related to people and the information system itself.

A. False

B. True

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 152

Which of the following options are characteristic of symmetric encryption algorithms? (multiple
choice)

A. Fast encryption

B. High security of key distribution

C. Insecure key distribution

D. Confidential is slow

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 153
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_____is aflaw in the specific implementation of hardware, software, protocols, or system security
policies that could enable an attacker to gain unauthorized access or compromise a system.[fill in
the blank]*

Answer:

The AD monitor forwards the user login message to F7, and the User goes online S
AD monitor through the WMI interface provided by AD servér. Lonnect to the AD SET;FS‘{.ME'EIQUEW the
security log. Get the user login message.

A visitor logs in to the AD domain, and the AD segvér records the user's online information in the security log.

The AD monitor starts from the time when theyAD single sign-on service starts, and regularly queries the
security logs generated on the AD servers

Vulnerability

NEW QUESTION: 154
aboutPKIOrdering of work processes, which of the following is correct?

138 {53 5 W CALE S
2.PKIEI ®CAEH

sy

6.8 WA ME
7.8 A \y‘,
8. E il {5

A. 1-2-7-6-5-4-3-8
B. 6-5-4-3-1-2-7-8
C. 1-2-6-5-7-4-3-8
D. 6-5-4-1-2-7-3-8
Answer: A (LEAVE A REPLY)

NEW QUESTION: 155

The repair of anti-virus software only needs to repair some system files that were accidentally
deleted when scanning and killing viruses to prevent the system from crashing

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 156

"Implementing security monitoring management for information and information systems,
preventing illegal use of information and information systems", is to achieve which feature in
information security?

A. Controllability
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B. Confidentiality

C. Non-repudiation

D. Integrity

Answer: (SHOW ANSWER)

NEW QUESTION: 157

Database operation records can be used as evidence of for retrospective security
incidents.

A. Electronics

Answer: A (LEAVE A REPLY)

NEW QUESTION: 158

Which of the following options arelATF(Information Assurance Technology Framework) core
elements of the model? (multiple choice)

A. Technology

B. operate

C. people

D. surroundings

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 159

Intrusion Prevention System (IPS) is a defense system that can block intrusions in real time
A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 160

When configuring the security policy, can control the flow based on the user.
A. Services and applications

Answer: A (LEAVE A REPLY)

NEW QUESTION: 161

Which of the following options can bewindowsDo you do it in the advanced settings of the
firewall? (multiple choice)

A. Change notification rules

B. Restore defaults

C. Set up inbound and outbound rules

D. Set up connection security rules

Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 162
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For data communication between the two communicating parties, if an asymmetric encryption
algorithm is used for encryption, when A sends data to B, which of the following keys will be used
for data encryption?

A. A's private key

B. B's private key

C. B's public key

D. A's public key

Answer: C (LEAVE A REPLY)

NEW QUESTION: 163

In addition to supporting built-in Portal authentication, firewall also supports custom Portal
authentication, and does not require separate deployment of external Portal servers when using
custom Portal authentication.

A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 164

In the user management of Huawei firewall, which of the following categories are included?
(Multiple choice)

A. Device user management

B. Administrator user management

C. Internet user management

D. Access user management

Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 165

When dual-system hot backup is deployed on the firewall,VRRPWhich of the following protocols
should be used to switch the overall status of a backup group?

A. OSPF

B. HRP

C. VRRP

D. VGMP

Answer: D (LEAVE A REPLY)

NEW QUESTION: 166

Normally, the port used by the FTP active mode server for data transmission is the TCP (') port.
A. 20

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 167

Which of the following description is wrong about the main implementation of Single Sign On?
A. Query the security log mode of the AD server

B. The firewall monitors AD authentication packets

C. Query syslog server mode

D. Accept PC message mode

Answer: C (LEAVE A REPLY)

NEW QUESTION: 168

Which of the following options isL2TPThe port number used by the packet?
A. 500

B. 17

C. 1701

D. 4500

Answer: (SHOW ANSWER)

NEW QUESTION: 169

IPv6 supports configuring router authorization function on the device, verifying peer identity
through digital certificate, and selecting legal device. ( )[Multiple choice]*

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 170

The method of collecting information by port scanning using scanning tools belongs to the means
of () analysis. (fill in the blank)

Answer:

Penetration

NEW QUESTION: 171

The administrator wants to be clear about the current session table. Which of the following
commands is correct?

A. reset firewall session table
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B. clear firewall session table
C. display firewall session table
D. display session table
Answer: (SHOW ANSWER)

NEW QUESTION: 172

Which of the following descriptions about symmetric encryption technology is wrong?
A. The system overhead is small.

B. High efficiency and simple algorithm.

C. Suitable for encrypting large amounts of data.

D. Good scalability.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 173

DDosWhich of the following attack types is an attack?
A. Malformed Packet Attack

B. traffic attack

C. special packet attack

D. snooping scan attack

Answer: B (LEAVE A REPLY)

NEW QUESTION: 174

Which of the following are the main implementation methods of gateway anti-virus? (Multiple
choice)

A. Proxy scanning method

B. File inspection and killing methods

C. Stream scanning method

D. Package inspection and killing method

Answer: (SHOW ANSWER)

NEW QUESTION: 175

In the classification of the information security level protection system, which of the following
levels defines if the information system is damaged, it will cause damage to social order and
public interests?

A. The third level: security mark protection

B. The first level: user self-protection

C. The second level: system audit protection

D. The fourth level: structured protection

Answer: (SHOW ANSWER)

NEW QUESTION: 176
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GREThe tunnel addresses at both ends of the tunnel can be configured as addresses on different
network segments

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 177

The firewall imports users locally, and supports importing user information from __ format files
and database dbm files to the local device.[fill in the blank]*

Answer:

CsV

NEW QUESTION: 178

If users on the external network (where the security zone is Untrust) are allowed to access the
intranet server (where the security zone is DMZ), the destination security zone selected when
configuring the security policy is

A. DMZ

Answer: A (LEAVE A REPLY)

NEW QUESTION: 179

The most common three-level standard for equal protection includes three aspects: physical
security, data security and network security.

A. is correct

B. False

Answer: B (LEAVE A REPLY)

NEW QUESTION: 180

When configuring a security policy, a security policy can refer to an address set or configure
multiple purposesiPaddress.

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 181

The default authentication domain of the USG6000 series firewall is the domain.
A. default

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 182

In the authentication policy of the firewall, _ allows the user to not need to enter the user
name and password, but can obtain the corresponding relationship between the user and the IP,
so as to carry out policy management based on the userffill in the blank]*

Answer:

Certification-free

NEW QUESTION: 183

Use the Ping command on the firewall to test the reachability of the server (the security zone
where the server is located is the DMZ). If the security policy is configured to allow the test traffic,
the source security zone is

A. local

Answer: A (LEAVE A REPLY)

NEW QUESTION: 184

After the firewall detects the virus, which of the following will release the virus?
A. Hit virus exception

B. Source IP hits the whitelist

C. Hit application exception

D. Protocol not supported by firewall

Answer: A (LEAVE A REPLY)

NEW QUESTION: 185
The results seen through display ike sa are as follows. Which of the following statements is
wrong?
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current ike sa number: 1

connection-id peer vpn flag phase doi
Ox1f1 2221 0 X RDIST vi:1 IPSEC 0x60436dc4
flag meaning

RD--READY ST--STAYALIVE RL--REPLACEQL'EQ,\ EADING TO--TIMEOUT
A. The neighbor address is 2.2.2.1
B. IKE SA has been established
C. IPSec SA has been established
D. IKE uses the V1 version
Answer: C (LEAVE A REPLY)

NEW QUESTION: 186

After a network intrusion event occurs, according to the plan to obtain the identity of the intrusion,
the source of the attack and other information, and block the intrusion behavior, which links in the
PDRR network security model do the above actions belong to? (Multiple choice)

A. Recovery link

B. Response link

C. Protection link

D. Testing link

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 187

aboutlPSec SA, which of the following statements is correct?
A. Used to generate encryption keys

B. Used to generate secret algorithms

C. IPSec SAis unidirectional

D. IPSec SAis bidirectional

Answer: C (LEAVE A REPLY)

NEW QUESTION: 188

The preservation of electronic evidence is directly related to the legal effect of evidence, and its
authenticity and reliability can only be guaranteed if it conforms to legal procedures. Which of the
following is not an evidence preservation technique?

A. Digital certificate technology

B. Encryption technology

C. Digital signature technology

D. Message mark tracking technology
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 189

Which of the following statements is true about business continuity plans? (multiple choice)

A. Not all security incidents must be reported to company executives

B. The business continuity plan does not require senior company involvement until it is formally
documented

C. Because all possible accidents cannot be predicted,BCPFlexibility is required

D. The business continuity plan does not require senior company involvement during the scoping
phase of the project

Answer: (SHOW ANSWER)

NEW QUESTION: 190

In order to obtain criminal evidence, it is necessary to master the intrusion tracking technology.
Which of the following description of the tracking technology is correct? (Multiple choice)

A. The packet recording technology inserts tracking data into the tracked IP packet, thereby
marking the packet on each router mentioned.

B. Link detection technology determines the source of the attack information by testing the
network connection between routers

C. Shallow mail behavior analysis can realize the analysis of sending IP address, sending time,
sending frequency, number of recipients, shallow email headers and other information

D. Data packet marking technology records data packets on the router, and then uses data
drilling technology to extract information about the source of the attack

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 191

Which of the following attacks is not a cyber attack?
A. Smurfattack

B. MACaddress spoofing attack

C. ICMPattack

D. IPspoofing attack

Answer: (SHOW ANSWER)

NEW QUESTION: 192

In the USG system firewall, you can use which function to provide well-known application services
for non-well-known ports?

A. Long connection

B. MAC and IP address binding

C. Port mapping

D. Packet filtering

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 193

Which of the following options belong to international organizations related to information security
standardization? (Multiple choice)

A. International Organization for Standardization ( ISO )

B. International Electrotechnical Commission ( IEC )

C. Wi-Fi Alliance Wi-Fi

D. International Telecommunication Union ( ITU )

Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 194

Regarding the online user management, which of the following is incorrect?

A. Each user group can include multiple users and user groups

B. The system has a default user group by default, and it is also the system default authentication
domain.

C. Each user at least belongs to one user group, or it can belong to multiple user groups.

D. Each user group can belong to multiple parent user groups

Answer: D (LEAVE A REPLY)

NEW QUESTION: 195

When the firewall hard disk is on the throne, which of the following statement about the firewall
log is correct?

A. Administrators know the user's behavior, the keyword of the exploitation, and the effectiveness
of the audit policy configuration through user activity logs.

B. Administrators can use the security policy in which traffic hits in the policy, for fault location
when there is a problem.

C. Administrators can understand the user's security risk behavior and the cause of the alarm or
blocking reason via threat logs.

D. Administrators can announce the content log to view the detection and defense record of
network threats

Answer: B (LEAVE A REPLY)

NEW QUESTION: 196

RFC (Request For Comment) 1918 reserves 3 IP addresses for private use, namely
10.0.0.0-10.255.255.255, , 192.168.0.0-192.168.255.255[fill in the blank]*
Answer:

172.16.0.0-172.31.255.255
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NEW QUESTION: 197

Which of the following VPNs cannot be used in Site to-Site scenarios?
A. SSL VPN

B. IPSEC VPN

C. GRE VPN

D. L2TP VPN

Answer: A (LEAVE A REPLY)

NEW QUESTION: 198

In the IPSec VPN transmission mode, which part of the data message is encrypted?
A. Transport layer and upper layer data messages

B. Original IP header

C. Network layer and upper layer data packets

D. New IP header

Answer: A (LEAVE A REPLY)

NEW QUESTION: 199

Regarding NAT address translation, which of the following statements is wrong?

A. Configure the NAT address pool in the source NAT technology, you can configure only one IP
address in the address pool

B. For some non-TCP, UDP protocols (such as ICMP, PPTP), NAT conversion is not possible
C. Address conversion can provide FTP, WWW, Telnet and other services outside the local area
network according to the needs of users

D. Some application layer protocols carry IP address information in the data, and when NAT is
performed on them, the IP address information in the upper layer data must be modified
Answer: (SHOW ANSWER)

NEW QUESTION: 200

aboutVGMPIn a description of group management, which of the following is false?
A. Active and standby firewallsVGMPtimed starthellomessage

B. VRRPbackup group master/All standby status changes need to be notified to
theVGMPmanagement group
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C. The active and standby devices learn about the status of each other through the exchange of
heartbeat messages, and back up related commands and status information.

D. The interface types and numbers of the heartbeat ports of the two firewalls can be different, as
long as the Layer 2 interoperability can be guaranteed.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 201

When using the function of SSL VPN, the virtual gateway will assign an intranet IP
address to the access user, which is used for the access user to access the P resources of the
intranet(fill in the blank]*

Answer:

network extension

NEW QUESTION: 202

If internal employees access the Internet through the firewall and find that they cannot connect to
the Internet normally, what viewing commands can be used on the firewall to troubleshoot the
interface, security zone, security policy and routing table? (Write any viewing command, requiring:
the words on the command line must be complete and correct to score, and cannot be omitted or
abbreviated)[fill in the blank]*

Answer:

display zone display current-configurationdisplay ip routing-tabledisplay security-policy rule
alldisplay ip interface brief

NEW QUESTION: 203

Regarding VPN, which of the following statements is wrong?

A. The emergence of VPN technology allows employees on business trips to remotely access the
internal server of the enterprise

B. VPN technology must involve encryption technology

C. VPN technology is a technology that multiplexes logical channels on actual physical lines

D. Virtual private network has lower cost than dedicated line

Answer: (SHOW ANSWER)

NEW QUESTION: 204

Which of the following descriptions about the heartbeat interface is wrong ( )?[Multiple choice]*
A. The connection method of the heartbeat interface can be directly connected, or it can be
connected through a switch or router

B. It is recommended to configure at least two heartbeat interfaces. - One heartbeat interface is
used as the master, and the other heartbeat interface is used as the backup.

C. The interface MTU value is greater than 1500 and cannot be used as a heartbeat interface
D. MGMT interface (Gigabi tEtherneto/0/0) cannot be used as heartbeat interface

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 205

Common scan attacks include: port scan tools, vulnerability scanning tools, application scan tools
and database scanning tools, etc.

A. True

B. False

Answer: B (LEAVE A REPLY)

NEW QUESTION: 206

Information security precautions include both management and technical measures. Which of the
following measures is not a precautionary method for information security technology?

A. Authenticate employees

B. Turn on the anti-virus function on the firewall

C. Scan the server for vulnerabilities

D. Information security training for employees

Answer: A (LEAVE A REPLY)

NEW QUESTION: 207

The attacker scans the ports to find the ports currently open by the attacked object to determine
the attack method. In port scanning attacks, attackers usually use PortScan attack software to
initiate a series of TCP/UDP connections, and determine whether the host uses these ports to
provide services based on the response message.

Such network detection behavior is called scanning.

A. Port

Answer: (SHOW ANSWER)

NEW QUESTION: 208

When configuring the security policy on the firewall, the optional content security options are ().
(fill in the blank)

Answer:

time

NEW QUESTION: 209

In the classification of information security classified protection systems, which of the following
levels define if an information system is compromised. Will it cause damage to social order and
public interests? ( )[Multiple Choice Questions]

A. Level 4 Structural Protection

B. The first level of user self-protection

C. Second-level system audit protection

D. The third level of security marking protection

Answer: A,C,D (LEAVE A REPLY)
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NEW QUESTION: 210

Regarding the sequence of call establishment procedures for L2TP corridors, which of the
following descriptions is correct?

1. Establish L2TP tunnel

2. Establish a PPP connection

3. LNS authenticates users

4. User access to intranet resources
5. Establish an L2TP session

A. 2->1->5->3->4

B. 1->2->3->5->4

C. 2->3->1->5->4

D. 1->5->3->2->4

Answer: (SHOW ANSWER)

NEW QUESTION: 211

In order to obtain criminal evidence, it is necessary to master the technology of intrusion tracking.
Which of the following description of the tracking technology is correct? (Multiple choices)

A. Link testing technology determines the source of the attack information by testing the network
links between routers

B. Data packet recording technology inserts tracking data into the tracked IP data packet, thereby
marking the data packet on each router passing by

C. Data packet marking technology records data packets on the router, and then uses data
drilling technology to extract information about the source of the attack

D. Shallow mail behavior analysis can realize the analysis of sending IP address, sending time,
sending frequency, number of recipients, shallow email headers and other information.

Answer: A,D (LEAVE A REPLY)
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NEW QUESTION: 212

The reason why OSPF is more commonly used than RIP is that OSPF has a device
authentication function and is more secure.

A. True
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B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 213

Which of the following SSL VPN functions can only access all TCP resources?
A. File sharing

B. Port forwarding

C. Network expansion

D. WEB agency

Answer: B (LEAVE A REPLY)

NEW QUESTION: 214

Regarding NAT technology, which of the following descriptions is correct?

A. NAT can hide more intranet IP addresses

B. The internal network server of the NAT network cannot be accessed by external network
users.

Therefore, if a server that needs to provide external services is deployed, be sure to assign an
independent public network address to the server.

C. NAT technology can only achieve one-to-one address conversion, but cannot achieve address
multiplexing

D. NAT reduces the difficulty of network monitoring

Answer: A (LEAVE A REPLY)

NEW QUESTION: 215

If internal employees access the Internet through the firewall and find that they cannot connect to
the Internet normally, what command can be used on the firewall to check the interface state
security zone, security policy and routing table troubleshooting? (Write out any one of the viewing
commands, requiring: the words on the command line must be complete and correct to score,
and cannot be omitted or abbreviated)(fill in the blank]*

Answer:

display ip routing-table display zone

NEW QUESTION: 216

Which of the following is not a symmetrical encryption algorithm?
A. RSA

B. DES

C. AES

D. 3DES

Answer: (SHOW ANSWER)

NEW QUESTION: 217
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When using the passive mode to establish an FTP connection, use port 20 for the control channel
and port 21 for the data channel.

A. False

B. True

Answer: (SHOW ANSWER)

NEW QUESTION: 218

Which of the following SSLVPN functions can and can only access all TCP resources?
A. file sharing

B. Network expansion

C. web proxy

D. Port Forwarding

Answer: C (LEAVE A REPLY)

NEW QUESTION: 219

In some scenarios, it is necessary to convert the source |IP address, but also convert the
destination IP address, which technology of the following is used by these scenarios?
A. Two-way NAT

B. Nat Alg

C. Source Nat

D. NAT-Server

Answer: (SHOW ANSWER)

NEW QUESTION: 220

When the user uses the session authentication method to trigger the firewall built-inPortalDuring
authentication, users do not actively perform identity authentication, advanced service access,
and device push"redirect"to the certification page

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 221

Understanding engineering principles belongs to () the category of security awareness training in
information security prevention. (fill in the blank)

Answer:

Security

NEW QUESTION: 222

Database operation records can be used as ____ evidence to backtrack security events.[fill in the
blank]*

Answer:
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electronic

NEW QUESTION: 223

Divide the firewall according to the protection subject, Windows firewall belongs to
A. Software firewall

B. Hardware firewall

C. Network firewall

D. Single machine firewall

Answer: D (LEAVE A REPLY)

NEW QUESTION: 224

Which of the following information is encrypted during the use of digital envelopes? (multiple
choice)

A. User data

B. Receiver's private key

C. Receiver's public key

D. Symmetric key

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 225

In the VRRP (Virtual Router Redundancy Protocol) group, the main firewall regularly sends
notification messages to the backup firewall, and the backup firewall is only responsible for
monitoring notification messages and will not respond

A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 226

Which of the following security measures does the monitor correspond to?
A. Intrusion Detection System

B. Access control system

C. Encrypted VPN

D. Firewall

Answer: (SHOW ANSWER)
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NEW QUESTION: 227

aboutSSL VPNTechnology, which of the following statements is false?

A. SSL VPNThe encryption of the technology only takes effect at the application layer
B. SSL VPNTechnology expands the reach of the enterprise's network

C. SSL VPNRequires a dial-up client

D. SSL VPNtechnology can be perfectly adapted toNATthrough the scene

Answer: C (LEAVE A REPLY)

NEW QUESTION: 228

ASPF (Application specific Packet Filter)lt is a packet filtering technology based on the application
layer, andserver-mapTables implement special security mechanisms. aboutASPFandserver-
mapWhich of the following statements is correct? (multiple choice)

A. ASPFMonitor messages during communication

B. Quintupleserver-mapThe table entry implements a similar function to the session table

C. ASPFpass throughserver-mapTable implementation dynamically allows multi-channel protocol
data to pass through

D. ASPFcan be created dynamicallyserver-map

Answer: (SHOW ANSWER)

NEW QUESTION: 229

Which of the following is the status information that can be backed up by the HRP (Huawei
Redundancy Protocol) protocol? (Multiple Choice)

A. ServerMap entry

B. Dynamic blacklist

C. Routing table

D. Conference table

Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 230

Which of the following is an encryption technique used in digital envelopes?
A. Asymmetric encryption algorithm

B. Symmetric encryption algorithm

C. hash algorithm

D. stream-add algorithm

Answer: A (LEAVE A REPLY)

NEW QUESTION: 231
On Huawei USG series firewalls, the default security policy does not support modification.
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A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 232

Which of the following does not belong to the classification of cybersecurity incidents?
A. General cybersecurity incidents

B. Major cybersecurity incidents

C. Special cybersecurity incidents

D. Major cybersecurity incidents

Answer: C (LEAVE A REPLY)

NEW QUESTION: 233

When an enterprise establishes its own information system, it checks every operation in
accordance with the authoritative standards established internationally, and can check whether its
own information system is safe or not.

A. False

B. True

Answer: (SHOW ANSWER)

NEW QUESTION: 234

When configuring user single sign-on, use the receivePCIn message mode, the authentication
process has the following steps:

1. visitorPCExecute the login script and send the user login information toADmonitor

2. Firewall extracts user andIPAdd the correspondence to the online user table

3. ADmonitor connected toADThe server queries the login user information and forwards the
queried user information to the firewall

4. visitor loginADarea,ADThe server returns a login success message to the user and issues the
login script.

Which of the following is the correct order?

A. 4-1-3-2

B. 1-2-3-4

C. 1-4-3-2

D. 3-2-1-4

Answer: (SHOW ANSWER)

NEW QUESTION: 235

In the configuration of L2TP, for the command Tunnel Name, which of the following statements
are correct? (Multiple choice)

A. Used to specify the tunnel name of the opposite end

B. Tunnel Nnames on both ends must be consistent
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C. Used to specify the local tunnel name
D. If Tunnel Name is not configured, the tunnel name is the local system name
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 236

Which of the following is not a major form of computer crime?

A. Implant the Trojan horse on the target host

B. Using scanning tools to collect network information without permission
C. Personal questionnaires using a computer

D. Hacking the target host

Answer: (SHOW ANSWER)

NEW QUESTION: 237

Which of the following options is not a sign of IPSec SA?
A. Destination address

B. Security protocol

C. Source address

D. SPI

Answer: C (LEAVE A REPLY)

NEW QUESTION: 238

Which of the following descriptions of the VGMP protocol is wrong?

A. VGMP group devices in Active state will periodically send hello messages to the opposite end,
and the stdandby end is only responsible for listening to hello messages and will not respond

B. VGMP adds multiple VRRP backup groups on the same firewall to a management group, and
the management group manages all VRRP backup groups in a unified manner

C. VGMP uniformly controls the switching of the status of each VRRP backup group to ensure
that the status of all VRRP backup groups in the management group is consistent.

D. By default, when the standby end does not receive the hello message sent by the opposite end
for three hello message cycles, it will consider the opposite end to be faulty and switch itself to the
Active state.

Answer: (SHOW ANSWER)

NEW QUESTION: 239

aboutVGMPDescription of the managed preemption function, which of the following is false?
A. By default, VGMPThe preemption function of the management group is enabled

B. Preemption means that when the original faulty master device recovers, its priority will be
restored. At this time, it can preempt its own state as the master device again.

C. By default, VGMPThe preemption delay time of the management group is40s

D. whenVRRPBackup group added toVGMPAfter managing the group,VRRPThe original
preemption function on the backup group fails
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 240

Regarding port mirroring, which of the following descriptions are correct? (Multiple Choice)
A. The observing port copies the packet to the mirror port

B. The observation port sends the received message to the monitoring device

C. The mirror port sends the received message to the monitoring device

D. The mirror port copies the packet to the observing port

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 241

Which of the following statements about electronic evidence sources is false?

A. OS logs,e-mail, chat records can be used as a source of electronic evidence

B. Movies and TV series are electronic evidence related to network technology.

C. Facsimile data and mobile phone recordings are electronic evidence related to communication
technology.

D. Database operation records and operating system logs are electronic evidence related to
computers®

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 242

Personal information leakage is the destruction of the characteristics of information.[fill in
the blank]*

Answer:

confidential

NEW QUESTION: 243

The firewall imports users locally, and supports importing user information in format files
and database dbm files to the local device.

A. CSV

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 244

When configuring a GRE Tunnel interface, which of the following parameters does the
Destination address generally refer to?

A. |IP address of the remote tunnel interface

B. Outbound IP address of the local external network

C. The external IP address of the peer

D. Local Tunnel interface IP address

Answer: C (LEAVE A REPLY)

NEW QUESTION: 245

The digital certificate uses a third-party organization to impartiality to the public key, thereby
ensuring the non-repudiation of data transmission. Therefore, only the certificate of the
communicating party is required to confirm the correctness of the public key.

A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 246

The attacker sendsICMPAnswer the request and set the destination address of the request
packet as the broadcast address of the victim network. What kind of attack is this behavior?
A. ICMPredirect attack

B. IPspoofing attack

C. SYN floodattack

D. Smurfattack

Answer: (SHOW ANSWER)

NEW QUESTION: 247

Which of the following statements about the PKI life cycle is correct?

A. Certificate renewal: When the certificate expires and the key is leaked, the PKI entity must
replace the certificate. The purpose of renewal can be achieved by re-applying, or it can be
automatically renewed using SCEP or CPv2 protocol.

B. Certificate issuance: When a PKI entity applies for a local certificate from a CA, if there is an
RA, the RA will first review the identity information of the PKI entity. After the verification is
passed, the RA will send the application information to the CA.

C. Certificate download: The PKI entity downloads the issued certificate to the RA server through
SCEP or CIPvz protocol, or through DAP.HIITP or out-of-band mode, download the issued
certificate.

D. Certificate application: certificate application, namely certificate registration, is a PKI entity
introducing itself to the CA and obtaining a certificate

Answer: (SHOW ANSWER)
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NEW QUESTION: 248

On the surface, threats such as viruses, loopholes, and Trojan horses are the causes of
information security incidents, but at the root, information security incidents are also closely
related to people and the information system itself.

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 249

Regarding NAT technology. Which of the following descriptions is false?

A. In Huawei firewalls, the only NAT technology with port translation is NAPT.

B. In Huawei firewalls, source NAT technology refers to the translation of the source address in
the IP header of the connection that initiates the connection.

C. In the Huawei firewall, Easy IP directly uses the public network address of the interface as the
translated address, and does not need to configure a NAT address pool.

D. In Huawei firewalls, the NAT No-PAT technology needs to be implemented by configuring a
NAT address pool.

Answer: (SHOW ANSWER)

NEW QUESTION: 250

Which of the following options is not a hash algorithm?
A. MD5

B. SHA1

C. SHA2

D. SM1

Answer: D (LEAVE A REPLY)

NEW QUESTION: 251

Digital certificates can be divided into local certificates, CA certificates, root certificates, and self-
signed certificates depending on the use scenario.

A. True

B. False

Answer: B (LEAVE A REPLY)

NEW QUESTION: 252

If there is no hard disk installed on the firewall, when a network intrusion event is found, the event
will be recorded in the () log. (fill in the blank)

Answer:

Logbuffer

NEW QUESTION: 253
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When an information security incident occurs, give priority to using emergency response
to provide technical support to customers [fill in the blank]*

Answer:

MPDRR

NEW QUESTION: 254
As shown in the figure, nat server global202.106.1.1 inside10.10.1.1 is configured on the firewall.
Which of the following is the correct configuration for interzone rules? ( )[Multiple choice]*

Internet

)

10.1.1.2/24 - <
B HUAWEI
A. rule name c. source-zone untrust. destination-zone trust. destination-address 202.106.1.132,
action permit
B. rule name b, source-zone untrust, destination-zone trust, source-address202.106.1.1 32, action
permit
C. rule name d, source- zone untrust. destination- zone trust. destination- address10.10.1.1 32,
action permit
D. rule name b, source- zone untrust, destination- zone trust, source- address10.10.1.1 32, action
permit
Answer: C (LEAVE A REPLY)

NEW QUESTION: 255

Applying for special funds for emergency response and purchasing emergency response software
and hardware equipment belong to the work content of which stage of the network's complete
emergency response?

A. Inhibition stage

B. preparation stage

C. recovery phase

D. response phase

Answer: (SHOW ANSWER)

NEW QUESTION: 256

Drag the warning level of the network security emergency response on the left into the box on the
right, and arrange it from top to bottom in order of severity.[fill in the blank]*

Answer:
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NEW QUESTION: 257

Which of the following is not a key technology of anti-virus software?
A. Real-time update virus database

B. Self-protection

C. Format the disk

D. Shelling technology

Answer: (SHOW ANSWER)

NEW QUESTION: 258

aboutNATPolicy processing flow, which of the following options are correct? (multiple choice)
A. Server-mapProcess after state detection

B. sourceNATPolicy queries are processed after the session is created

C. sourceNATPolicies are processed after a security policy match

D. Server-mapProcess before security policy match

Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 259

Which of the following options belong to the characteristics of the symmetric encryption
algorithm? (Multiple choices)

A. High key distribution security

B. Slow confidentiality

C. Key distribution is not secure

D. Fast encryption speed

Answer: C,D (LEAVE A REPLY)
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NEW QUESTION: 260

UDP port scanning means that the attacker sends a zero-byte length UDP packet to a specific
port of the target host. If the port is open, an ICMP port reachability data packet will be returned.
A. False

B. True

Answer: A (LEAVE A REPLY)
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