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NEW QUESTION: 1

Database operation records can be used as ____ evidence to backtrack security events.[fill in the blank]*
A. electronic

B. phases

Answer: A (LEAVE A REPLY)

NEW QUESTION: 2

Both digital envelopes and digital signatures guarantee data security and verify the origin of data.
A. TRUE

B. FALSE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 3

The following description of digital certificates, which one is wrong

A. Digital certificates contain the owner's public key and related identity information.

B. The simplest certificate consists of a public key, a name, and a digital signature from a certificate authority.

C. In general, the key of a digital certificate has an expiration date.

D. Digital certificates do not solve the problem of digital signature technology where the public key cannot be determined to be the
designated owner.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 4
As shown in the figure, nat server global202.106.1.1 inside10.10.1.1 is configured on the firewall. Which of the following is the correct
configuration for interzone rules? ( )[Multiple choice]*
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10.1.1.2/24

A. rule name b, source-zone untrust, destination-zone trust, source-address202.106.1.1 32, action permit

B. rule name b, source- zone untrust, destination- zone trust, source- address10.10.1.1 32, action permit

C. rule name d, source- zone untrust. destination- zone trust. destination- address10.10.1.1 32, action permit
D. rule name c. source-zone untrust. destination-zone trust. destination-address 202.106.1.132, action permit
Answer: C (LEAVE A REPLY)

NEW QUESTION: 5

Please match the following information security risks to information security incidents one by one.[fill in the blank]* physical security risk
Enterprise server permissions are loosely set Information Security Management Risk Infected Panda Burning Incense Information Access
Risk Fire destroyed equipment in computer room application risk Talk to people about leaking company secrets

A. 2413

B. 2414

Answer: (SHOW ANSWER)

NEW QUESTION: 6

An engineer needs to back up the firewall configuration. Now he wants to use a command to view all the current configurations of the
firewall. May | ask the command he uses is _____[fill in the blank]*

A. display current-configuration

B. current-configuration

Answer: A (LEAVE A REPLY)

NEW QUESTION: 7

SSL VPN is a VPN technology that realizes remote secure access through SSL protocol. Which of the following software must be
installed when using SSL VPN?

A. Browser

B. Client

C. Firewall

D. Antivirus

Answer: B (LEAVE A REPLY)

NEW QUESTION: 8

IPSec VPN uses an asymmetric algorithm to calculate the __ key to encrypt data packets.[fill in the blank]
A. symmetry

B. TRUE

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 9
Please classify the following security defenses into the correct classification.

[dentity Authentication | Network Security

s Defense ~ ()| System Security

* Terminal Security

Server Security

Application Security
Answer: .
[dentity Authentication Firewall & i Network Security
Virus Defense Virus Defense Hula\ (NS vstan Security
Firewall SeryersSecurity ¢ Terminal Security
Server Security Identity Authentication | - Application Security

NEW QUESTION: 10

Which of the following are the backup items that HRP can provide?
A. Mouth ARP table entry

B. Port TCP session table

C. Mouth No-PAT table entry

D. Mouth Server-map table entry

Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 11
As shown in the figure, what is the authentication range of the AH protocol in tunnel mode?
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A. The1

B. The2
C.The4d
D. The3
Answer: C (LEAVE A REPLY)

NEW QUESTION: 12

Regarding the characteristics of the routing table, which of the following items is described correctly

A. Port In the global routing table, there is at most one next hop to the same destination CIDR block.

B. Port When a packet matches multiple entries in the routing table, it is forwarded based on the route entry with the largest metric.
C. Port When a packet matches multiple entries in the routing table, it is forwarded according to the longest mask.

D. There may be multiple next hops in the global routing table to the same destination.

Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 13

The following description of the AH protocol in IPSec VPN, which one is wrong?
A. Supports data source validation

B. Supports packet encryption

C. Supports data integrity checking

D. Support anti-message replay

Answer: B (LEAVE A REPLY)

NEW QUESTION: 14

Which of the following is the numbering range of Layer 2 ACLs?
A. The 4000~4999

B. @2000~2999

C. The 1000~1999

D. The 3000~3999
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Answer: D (LEAVE A REPLY)

NEW QUESTION: 15

Which of the following descriptions of single sign-on is correct?

A. The visitor sends the username and password that identifies them to the FW through the portal authentication page, on which the
password is stored and the verification process takes place on the FW.

B. The visitor sends the username and password that identifies his identity to the third-party authentication server, and after the
authentication is passed, the third-party authentication server sends the visitor's identity information to FW. F7 only records the identity
information of the visitor and does not participate in the authentication process

C. Visitors obtain the SMS verification code through the Portal authentication page, and then enter the SMS verification code to pass the
authentication.

D. The visitor recited the Portal authentication page and sent the username and password to FT to identify his/her identity, and the
password was not stored on the FT, and the Fl sent the username and password to the third-party authentication server, and the
authentication process was carried out on the authentication server.

Answer: (SHOW ANSWER)

NEW QUESTION: 16

What is the security level of the Untrust zone in Huawei firewalls?
A. 20

B. 15

C.5

D. 10

Answer: (SHOW ANSWER)
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NEW QUESTION: 17

When the Layer 2 switch receives a unicast frame and the MAC address table entry of the switch is empty, the switch discards the
unicast frame.

A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 18
The trigger authentication method for firewall access user authentication does not include which of the following? ( )[Multiple choice]*
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A. L2TP VPN

B. SSL VPN

C. MPLS VPN

D. IPSec VPN

Answer: C (LEAVE A REPLY)

NEW QUESTION: 19

Which of the following operating modes does NTP support?
A. Mouth broadcast mode

B. Mouth peer mode

C. Mouth client/server mode

D. Mouth multicast mode

Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 20

The following description of IDS, which items are correct

The IDS cannot be linked to the firewall.

A. The IDS can be upgraded flexibly and in a timely manner, and the strategic configuration operation is convenient and flexible.

B. Mouth IDS is a fine-grained detection device, through which the live network can be monitored more accurately.

C. With IDS, system administrators can capture traffic from critical nodes and do intelligent analysis to find anomalous and suspicious
network behavior and report it to administrators.

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 21

_____-The goal is to provide a rapid, composed and effective response in emergency situations, thereby enhancing the ability of the
business to recover immediately from a disruptive event.[fill in the blank]*

A. business continuity plan

B. business continuity

Answer: A (LEAVE A REPLY)

NEW QUESTION: 22
Drag the phases of the cybersecurity emergency response on the left into the box on the right, and arrange them from top to bottom in
the order of execution.[fill in the blank]*

Inhibition stage
recovery phase
detection stage
eradication phase

A. 3142
B. 3143

HLUAME]
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 23

What is correct about the following description of device management in the operating system?

A. The main task of port device management is to complete the I/O requests made by users and classify I/O devices for users.

B. Whenever a process makes an 1/O request to the system, as long as it is secure, the device allocator will assign the device to the
process according to a certain policy.

C. Device management can virtualize a physical device into multiple logical devices through virtualization technology, providing multiple
user processes to use.

D. In order to alleviate the problem of speed mismatch between CPU and I/O devices and improve the parallelism of CPU and 1/O
devices, in modern operating systems, almost all I/O devices are exchanging numbers with processors

Answer: A,B,C,D (LEAVE A REPLY)

Buffers are used at all times.

NEW QUESTION: 24

Using the _ method of the Web proxy, the virtual gateway will encrypt the real URL that the user wants to access, and can adapt to
different terminal types.[fill in the blank]*

A. reb rewrite

B. web rewrite

Answer: B (LEAVE A REPLY)

NEW QUESTION: 25

IKE SA is a one-way logical connection, and only one IKE SA needs to be established between two peers.
A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 26

Which of the following is the correct sequence for incident response management
1. Detection 2 Report 3 Mitigation 4 Lessons learned 5 Fix 6 Recovery 7 Response
A. 1->3->2->7->5->6->4

B. 1->2->3->7->6->5->4

C. 1->7->3->2->6->5->4

D. 1->3->2->7->6->5->4

Answer: (SHOW ANSWER)

NEW QUESTION: 27

Which of the following is not a type of Windows log event?
A. Warning

B. Debugging

C. Error
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D. Information
Answer: (SHOW ANSWER)

NEW QUESTION: 28

Which of the following is not an advantage of symmetric encryption algorithms?
A. High efficiency

B. Good scalability

C. Low overhead

D. Suitable for encrypting large amounts of data

Answer: (SHOW ANSWER)

NEW QUESTION: 29

Which of the following descriptions about the main implementation of single sign-on is wrong? ( )[Multiple choice]*
A. Query the AD server security log mode

B. Query the syslog server mode

C. Accept PC message mode

D. Firewall monitors AD authentication packets

Answer: (SHOW ANSWER)

NEW QUESTION: 30

Which of the following attack methods is to construct special SQL statements and submit sensitive information to exploit program
vulnerabilities

A. Buffer overflow attack

B. SQL injection attacks

C. Phishing attacks

D. Worm attack

Answer: B (LEAVE A REPLY)

NEW QUESTION: 31

What type of ACL does ACL number 3001 correspond to?
A. interface ACL

B. Basic ACL

C. Layer 2 ACL

D. Advanced ACLs

Answer: D (LEAVE A REPLY)
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