
Huawei.H12-723-ENU.v2022-04-08.q117

Exam Code: H12-723-ENU

Exam Name: HCIP-Security-CTSS(Huawei Certified ICT Professional -
Constructing Terminal Security System)

Certification
Provider: Huawei

Free Question
Number: 117

Version: v2022-04-08

# of views: 2452

# of Questions
views: 1170

https://www.exam-tests.com/H12-723-ENU-exam/Huawei.H12-723-
ENU.v2022-04-08.q117.html

NEW QUESTION: 1
After the user authentication succeeds, which of the following actions can be performed on
the user on Agile Controller-Campus?
A. Remote assistance for users access the Any Office.
B. Disable/disable the move certificate account and assign roles.
C. Audit users' online and offline records.
D. Force users to go offline.
Answer: (SHOW ANSWER)

NEW QUESTION: 2
In WPA2, WPA2 is more secure than WPA because of the more secure encryption
technology - TKIP/MIC.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 3
Which of the following options is for Portal The statement of the gateway access process is
correct?
A. The Portal server needs to pass the security check result to the access gateway device
B. Portal gateway initiates Radius Challenge request message, including user name and
password information
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C. The ACL issued by the server to the access gateway is carried in the Portal protocol
message
D. Issue policies while performing identity authentication
Answer: A (LEAVE A REPLY)

NEW QUESTION: 4
When performing terminal access control, the authentication technology that can be used
does not include which of the following options?
A. Bypass authentication
B. Portal Certification
C. 8021X Certification
D. SACG Certification p2-
Answer: (SHOW ANSWER)

NEW QUESTION: 5
Which of the following options is right PKI The sequence description of the work process is
correct?
1. PKI Entity direction CA ask CA Certificate. .
2. PKI Entity received CA After the certificate, install CA Certificate.
3. CA receive PKI Entity CA When requesting a certificate, add your own CA Certificate
reply to PKI entity.
4. PKI Entity direction CA Send a certificate registration request message.
5. PKI When the entities communicate with each other, they need to obtain and install the
local certificate of the opposite entity.
6. PKI Entity received CA The certificate information sent.
7. PKI After the entity installs the local certificate of the opposite entity,Verify the validity of
the local certificate of the peer entity. When the certificate is valid,PC The public key of the
certificate is used for encrypted communication between entities.
8. CA receive PKI The entity's certificate registration request message.
A. 1-3-2-7-6-4-5-8
B. 1-3-5-6-7-4-8-2
C. 1-3-2-4-8-6-5-7
D. 1-3-5-4-2-6-7-8
Answer: C (LEAVE A REPLY)

NEW QUESTION: 6
In SA detection technology, which feature detection matching method does not include?
A. multi-stream match
B. IP match
C. multi-Pack match
D. single packet match
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Answer: (SHOW ANSWER)

NEW QUESTION: 7
The service free mobility function of the Agile Controller can guide the flow to the security
center for processing according to the service, improving the utilization of physical
equipment.
A. wrong
B. right
Answer: A (LEAVE A REPLY)

NEW QUESTION: 8
The user accesses the network through the network access device, and the third-party
RADIUS server authenticates and authorizes the user. Regarding the certification process,
which of the following options is wrong?
A. Configure the Agile Controller-Campus for local data source authentication, receive the
packets sent by the device, and perform authentication.
B. Configure RADIUS authentication and accounting on the RADIUS server.
C. Configure RADIUS authentication and authorization on the Agile Controller-Campus.
D. Configure RADIUS authentication and accounting on the device side. W"
Answer: A (LEAVE A REPLY)

NEW QUESTION: 9
Which of the following options can't trigger MAC authentication?
A. DHCPv6 packets
B. DHCP packets
C. ICMP packets
D. ARP packets
Answer: (SHOW ANSWER)

NEW QUESTION: 10
In terminal security management, check the software installation of terminal host use the
black and white list mode. Which of the following are compliance actions?
A. The terminal host installs all software in the whitelist. But does not install blacklist
software.
B. The terminal host installs some software in the whitelist. But does not install blacklist
software.
C. The terminal host installs all software in the whitelist and also installs some software in
the blacklist.
D. The terminal host does not install whitelist software and also dose not install blacklist
software.
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 11
Portal authentication on the Agile Controller-Campus has been configured and is correct.
Configure the following commands on the access control switch:
[S5720] authentication free-rule 1 destination ip 10.1.31.78 mask 255.255. 255.255 Which
of the following options are correct? (multiple choice)
A. Only after the authentication is passed, the terminal can access 10.1.31.78 Host.
B. After the configuration is complete, the switch will automatically release the data flow to
access the security controller,No need for manual configuration by the administrator.
C. This configuration allows users to access network resources before authentication.
D. After the configuration is complete, the administrator still needs to manually configure
the release network segment
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 12
Which of the following law items is the most blessed for safety? This should be true?
A. Monitoring strategies are mainly used for real-time monitoring of events that occur in the
system, such as whether anti-virus software is installed and whether PPPOE dial-up
access is used Network, etc.-Once an incident is detected, some control can be taken.
B. The security check strategy only includes two types of end-host check-type strategies
and end-user behavior check-type strategies.
C. Terminal host security management is mainly implemented by inspection strategies,
and end user behavior management is mainly implemented by monitoring strategies.
D. Checking strategies are mainly used to check some static settings of the terminal, such
as whether the screen saver is set, whether the antivirus software is installed; whether
there is illegal Outreach etc. z00
Answer: C (LEAVE A REPLY)

NEW QUESTION: 13
Regarding the policy for checking account security, which of the following descriptions are
correct? (Multiple choice)
A. You can check whether there is a weak password.
B. It is not possible to check whether the password length meets the requirements.
C. You can check whether the account has joined a specific group.
D. It cannot be repaired automatically._
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 14
For the convenience of visitors, different authentication and master pages can be
distributed for different visitors. When configuring the push page strategy, different
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matching conditions need to be defined, so which of the following options can be used as
the limited matching conditions? (Multiple choice)
A. Connected to the network SSID'
B. Priority of guest accounts
C. Terminal P address
D. Location information of the access device
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 15
On WIDS functional WLAN Regarding the judgment of illegal devices in the network, which
of the following statements are correct? (Multiple choice)
A. Not this AC Access STA,Also need to check access AP Does it contain law
B. all Ad-hoc The device will be directly judged as an illegal device
C. Not this AC Access AP Is illegal AP
D. Not this AC Access STA Is illegal STA
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 16
A network adopts 802. 1X To authenticate access users, the access control equipment is
deployed at the convergence layer, and after the deployment is completed, it is used on
the access control equipment t-aa The command test is successful, but the user cannot
access the network. The failure may be caused by the following reasons? (Multiple choice)
A. Connect to the terminal on the device to open 802.1X Function.
B. Agile Controller-Campus The switch is not added on NAS equipment.
C. The Layer 2 link is used between the access device and the aggregation device, and it
is not turned on
802 Instrument transparent transmission function
D. The aggregation layer device is not configured RADIUS Certification template.
Answer: A,C (LEAVE A REPLY)
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NEW QUESTION: 17
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A company has a large number of mobile office employees who need to deploy a mobile
office system to manage employees. The company employs more than 2,000 people and
its work areas are distributed throughout the country. What kind of deployment method is
used to facilitate management?
A. Distributed deployment
B. Both centralized and distributed deployments
C. Centralized deployment
D. Hierarchical deployment
Answer: A (LEAVE A REPLY)

NEW QUESTION: 18
When the -aa command is used on the access control device to test the connectivity with
the Radius server, the running result shows success, but the user cannot Normal access,
the possible reason does not include which of the following options?
A. wireless 02K In the scenario, the access control device is not equipped with a security
board
B. The access layer switch does not start EAP Transparent transmission function.
C. AD The service controller is not added in the authentication scenario AD area.
D. The user account or password is incorrectly configured.
Answer: (SHOW ANSWER)

NEW QUESTION: 19
According to the user's access5W1H Conditions determine access rights andQoS Strategy
for5W1Ho[Which of the following descriptions are correct? (Multiple choice)
A.WhoTo determine the ownership of the access device(Company standard,BYOD Wait)
B. How Determine the access method(Wired, wireless, etc.)
C.WhoseTo determine the identity of the access person(member I, Visitors, etc.)
D.WhatTo determine the access device(PC,iOS Wait)
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 20
Use on the terminal Portal The authentication is connected to the network, but you cannot
jump to the authentication page. The possible reason does not include which of the
following options?
A. Agile Controller-Campus Configured on Portal The authentication parameters are
inconsistent with the access control device.
B. Access device Portal The authentication port number of the template configuration is
50100 ,Agile Controlle-Campus The above is the default.
C. CS Did not start
D.When the page is customized, the preset template is used.
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 21
Which of the following descriptions is wrong about patch management and Windows patch
check policy?
A. The patch management focuses on checking whether the terminal host installs the
specified patch and performs access control on the terminal host.
B.When the terminal host does not install the specified Windows system patch, the
terminal host is prohibited from accessing the controlled network according to the Windows
patch check policy.
C. Patch management and Windows patch check policy can check whether the terminal
host has installed the specified Windows patch.
D.Windows patch check policy focuses on checking whether the terminal host has patch
for the Windows operating system.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 22
Configuring WLAN device detection can realize the monitoring of the entire network, but
you need to set the working mode of the AP first, which of the following options are.
What is the working mode of AP? (multiple choice)
A. Normal mode
B. Mixed mode
C. Monitoring mode
D. access mode
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 23
MAC bypass authentication means that the access control device automatically obtains
MAC address after the terminal is connected to the network, and sends the certificate of
the access network to RADIUS server for verification.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 24
Which of the following is correct about Portal authentication process?
A. The switch receives Portal online message and sends Radius authentication request to
the Radius server.
B. Portal authentication message does not carry the result of security check
C. Portal authentication for a terminal on the server will only send authentication messages
to Portal device
D. Portal authentication process is only used in Web authentication
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 25
The AD/LDAP account can be synchronized to the Agile Controller-Campus or not to the
Agile Controller-Campus. Synchronize.
The Agile Controller-Campus can only be authorized by user group. If it is not
synchronized to the Agile Controller-Campus, it can be fine-tuned based on the account.
Authorization
A. wrong
B. right
Answer: A (LEAVE A REPLY)

NEW QUESTION: 26
Regarding uninstalling the Agile Controller-Campus in Windows and Linux systems, which
of the following descriptions is correct?
A. On the Windows platform, select "Start>All Programs>Huawei>Agile Controller>Server
Startup config".
B. Use the root account to execute sh uninstall.sh in the Agile Controller directory to start
the uninstallation program. :
C. On the Windows platform, select "Start>All Programs> Huawei> Agile
Controller>Uninstall
D. Use a common account to execute sh uninstall.sh in the Agile Controller/Uninstall
directory to start the uninstallation program.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 27
About WEB URL filtering technology audit function, which of the following description is
correct? (Choose 3 answers)
A. The user can configure the web type to be audited, WEB types to distinguish with file
extensions, including html, jsp, aspx, etc.
B. internal users access to the specified type of WEB resource, the firewall will be logged
and sent to log server.
C. can audit user HTTP access in the specific content of the Post, as a user Internet
censorship
D. URL audit function is used to record the user's HTTP Internet behavior as the basis for
the audit.
Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 28
Which of the following descriptions are correct regarding the process of use LDAP account
for authentication? (Multiple choices)
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A. If Agile Controller-Campus authentication account exists, verify the account on Agile
Controller-Campus. If the account does not exist, send the account to AD/LDAP
authentication password. After passed the password verification, it returns to Agile
Controller-Campus and authorizes the user according to the configured authorization rules.
B. The account has been synchronized to Agile Controller-Campus, and Agile Controller-
Campus continues to send AD/LDAP authentication. If the account exists on AD/LDAP
server, Agile Controller-Campus sends the password corresponding to the account to
AD/LDAP server for verification. After successful verification, the authentication passes.
C. If Agile Controller-campus authentication account does not exist, continue sending the
account to AD/LDAP authentication. If the account exists on the AD/LDAP server, the
account is incrementally synchronized to Agile Controller-Campus. After the
synchronization is successful, Agile Controller-Campus sends the password of the account
to AD/DAP server for verification. After the verification succeeds, the authentication
passes.
D. If the account is synchronized to Agile Controller-Campus, verify the account on Agile
Controller-Campus. If the account exists, send the password to AD/LDAP server for
verification. After the password is verified, it returns to Agile Controller-Campus and
authorizes the user according to the configured authorization rules.
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 29
Agile controller-Campus system can manage the software installed on the terminal, define
the black and white list, and assist the terminal to install the necessary software and
uninstall the software that is not allowed to be installed by linking with the access control
device. The definition of the black and white list, which is correct?
A. Check the software that must be installed
B. Check for prohibited install software
C. Check for prohibited install software and software that must be installed
D. Check for prohibited install software and allowed install software
Answer: C (LEAVE A REPLY)

NEW QUESTION: 30
Portal authentication on Agile Controller-Campus has been configured and it is correct.
Configure the following command on admission control switch:
[S5720] authentication free-rule 1 destination ip 10.1.31.78 mask 255.255.255.255 Which
of the following options are correct? (Multiple choices)
A. This configuration allows users to access the network resources before authentication.
B. The terminal can access the 10.1.31.78 host only after the authentication is passed.
C. After the configuration is complete, the switch will automatically release the data flow to
access the security controller without the administrator manually configuring it.
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D. After the configuration is complete, the administrator still needs to manually configure
the release network segment.
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 31
Agile Controller-Campus system includes four parts: management centers (MC), service
managers (SM), service controllers (SC) and clients. Network access devices (NAD) are
used as integral part of the solution interact with service controllersto implement user-
based access control and business mobility.
A. False
B. True
Answer: (SHOW ANSWER)
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NEW QUESTION: 32
In order to increase AP The security can be AC Going online AP Perform authentication.
Currently Huawei AC What are the supported authentication methods? (Multiple choice)
A. Password authentication
B. MAC Certification
C. SN Certification
D. Not certified:
Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 33
Which of the following options is for Portal The description of the role of each role in the
authentication system is correct?
A. RADIUS The role of the server is to authenticate all the users in the network segment
HTTP Requests are redirected to Portal server.
B. Portal The role of the server is to receive client authentication requests, provide free
portal services and authentication interfaces, and exchange client authentication
information with access devices.
C. The client is Any 0fice software.
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D. The role of admission control equipment is to complete the authentication, authorization
and accounting of users.
Answer: (SHOW ANSWER)

NEW QUESTION: 34
Which of the following does not belong to the challenge of mobile office?
A. The mobile office platform is safe and reliable.
B. Unified management of the terminal, fine control.
C. Secure and fast user access to the network.
D. Deployment of network gateways.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 35
When Agile Controller-Campus authenticates as RADIUS server, what is the port that
needs to be configured on the admission control device?
A. 8080
B. 1812
C. 8443
D. 1813
Answer: B (LEAVE A REPLY)

NEW QUESTION: 36
Which of the following descriptions is correct regarding the strategy for checking screen
saver settings?
A. You can check whether the screen saver password is enabled
B. Screensaver settings do not automatically repair
C. You can check whether the terminal has screen saver enabled.
D. Only Windows operating systems are supported.
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 37
After the user is successfully authenticated, Agile Controller-Campus Which of the
following actions can be performed on the user(Multiple choice)
A. Disable the mobile certificate account/Disable and assign roles.
B. Audit users' online and offline records.
C. Force users to go offline.
D. To use Any Office The connected user performs remote assistance.
Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 38
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Import user information of AD server on Agile Controller-Campus to implement user
access authentication. If the user does not find user information on Agile Controller-
Campus, which of the following actions will be performed next?
A. Synchronize the database again.
B. Return authentication failure information directly.
C. Discard user information.
D. Send the user's information to AD server for verification.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 39
By default, the device file, there is a knowledge base file in device, during the upgrade, the
device will automatically update the knowledge base files and backups.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 40
The user access security solution is an "end-to-end" security architecture. The user access
security framework includes three key components: terminal equipment, network
admission equipment and admission server.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 41
Administrator creates the correct IPS strategy, applied to domain or inter-domain , but
found that no matter in the IPS signature set movement is blocking or alarm, when the
invasion attack, only produce the alarm.
What is the reason for this problem?
A. configure Firewall running mode for Firewall mode
B. Set IPS work mode in the IPS global parameters for alarm
C. did not configure corresponding IPS strategy
D. did not select the correct domain
Answer: B (LEAVE A REPLY)

NEW QUESTION: 42
The standard 802.1X client that is provided by the Web client and operating system only
has the identity authentication function. It does not support the implementation of
inspection class policies and monitoring class policies. The Any Office client supports all
inspection class policies and monitoring class policies.
A. True
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B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 43
Agile Controller-Campus As RADIUS When the server performs authentication, how many
ends need to be configured for authentication on the admission control device?
A. 8080
B. 1812
C. 1813
D. 8443
Answer: B (LEAVE A REPLY)

NEW QUESTION: 44
The access control server is the implementer of the corporate security policy, responsible
for implementing the corresponding access control in accordance with the security policy
formulated by the customer's network(Allow, deny, leave or restrict).
A. right
B. wrong
Answer: B (LEAVE A REPLY)

NEW QUESTION: 45
Agile Controller-Campus The department includes four parts of the management
center(MC)Business manager(SM)And business controller(SC)And client network access
equipment (NAD)As a component of the solution, it is linked with the service controller to
realize user access control and free mobility.
A. right
B. wrong
Answer: A (LEAVE A REPLY)

NEW QUESTION: 46
There is a three-layer forwarding device between the authentication client and the
admission control device:If at this time Portal The certified three-layer authentication
device can also obtain the authentication client's MAC address,So you can use IP Address
and MC The address serves as the information to identify the user.
A. right
B. wrong
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 47
In the scenario where SACG is linked in bypass mode, only the traffic initiated by the end
user passes through the firewall. The traffic returned from the server to the end user does
not need to pass through the firewall. For the firewall, it belongs to the inconsistent path of
the traffic back and forth. In this case, you need to disable the session state detection
function.
A. False
B. True
Answer: (SHOW ANSWER)

NEW QUESTION: 48
Agile Controller-Campus The product architecture includes three levels. Which of the
following options does not belong to the product architecture level?
A. Network device layer
B. Server layer
C. User access layer
D. Access control layer
Answer: D (LEAVE A REPLY)

NEW QUESTION: 49
Which of the following series of devices does not support the free mobility feature?
A. AR Series Routers
B. S5720HI Series Switches
C. SVN5600 series
D. USG6000 Series Firewalls
Answer: A (LEAVE A REPLY)

NEW QUESTION: 50
SACG Inquire right-manager The information is as follows, which options are correct?
(Multiple choice)
A. main controller IP address is 2.1.1.1.
B. SACG The linkage with the controller is successful.
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C. SACG and IP Address is 2.1.1.1 The server linkage is unsuccessful.
D. main controller IP address is 1.1.1.2.
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 51
Which of the following options belongs to MC prioritized pail Authentication application
scenarios?
A. User use portal Page for authentication
B. User use IAC Client authentication
C. Users follow WeChat for authentication.
D. User use Pota At the first certification,RAOIUS Used by the server cache terminal MAC
Address, if the terminal goes offline and then goes online again within the validity period of
the cache,RAIUS The server directly searches the cache for the terminal's MAC The
address is discussed.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 52
Identity authentication determines whether to allow access by identifying the identity of the
access device or user.
A. right
B. wrong
Answer: A (LEAVE A REPLY)

NEW QUESTION: 53
Business entourage function of Agile Controller can direct traffic to the security center
based on services and improve the utilization of physical devices.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 54
In the Agile Controller-Campus solution, which device is usually used as the hardware
SACG?
A. IPS
B. router
C. switch
D. Firewall
Answer: D (LEAVE A REPLY)

NEW QUESTION: 55
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Regarding the description of the logic architecture of the business accompanying, which of
the following options is correct?
A. The network equipment plane focuses on user terminals and static resources.
B. The user plane focuses on authentication points and policy enforcement points.
C. The business free mobility logic architecture includes a management subsystem, an
authentication and authorization subsystem, and a business strategy subsystem.
D. The business management plane focuses on administrators, authentication servers,
and policy servers.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 56
When configuring an antivirus software policy, if set "The required antivirus software
violation level is not installed or not running" is "general", and select the option "There is a
serious violation of the rules prohibit access to the network." When the user use Any office
for authentication, the authentication is passed. However, if the result of the security check
shows that the antivirus software is not enabled, can the user access the network?
A. Can access the network, but need to re-authenticate to access network resources.
B. Can't access the network.
C. Can access the network, but need to be repaired to access network resources.
D. Can access the network, but also can access network resources.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 57
For the application scenario of centralized deployment and distributed deployment of Agile
Controller-Campus, which of the following are correct? (Multiple choices)
A. If most of the end users are concentrated in one area, a few end users work in branch
and centralized deployment is recommended.
B. If end users are geographically dispersed, it is recommended to use centralized
deployment solution.
C. If most of the end users are concentrated in one area, a few end users work in branch
and distributed deployment is recommended.
D. If end users are geographically dispersed, it is recommended to use distributed
deployment solution.
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 58
Which of the following options is about SACG The description of the online process is
wrong?
A. Security check passed,Agile Controller-Campus Server notification SACG Will end
user's IP Address switch to isolated domain
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B. Authentication fails, end users can only access resources in the pre-authentication
domain
C. Terminal and Agile Controller-Campus Server communication SSL encryption
D. Agile Controller-Campus Server gives SACG Carrying domain parameters in the
message
Answer: A (LEAVE A REPLY)

NEW QUESTION: 59
In a centralized networking, the database, SM server, SC server, and AE server are all
centrally installed in the corporate headquarters. This networking method is suitable. It is
used for enterprises with a wide geographical distribution of users and a large number of
users.
A. wrong
B. right
Answer: A (LEAVE A REPLY)

NEW QUESTION: 60
If you are deploying BYOD When the system is installed, use a stand-alone installation
SM, Dual-machine installation SC, Stand-alone hardware deployment AE,Which of the
following descriptions are correct?
(Multiple choice)
A. host SC After the server is restored,AE Server will not switch back to master SC The
server handles the business.
B. If the Lord SC After the server fails,AE The server will use the backup SC server.
C. Install AE When the server, you need to configure the main and standby SC Server IP
address.
D. AE Server priority use)SC server.
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 61
Regarding the use of MAC authentication to access the network in the WLAN networking
environment, which of the following statements is wrong en.
A. MAC authentication does not require users to install any client software.
B. MAC bypass authentication solves the situation of both 802.1x client authentication and
MAC authentication in the same network environment.
C. The user name format used by MAC authentication is only one of MAC address user
name format.
D. MAC authentication actually uses 802 1X authentication method.
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 62
Regarding the definition of WIPS/WIDS, which of the following statements is correct?
A.WIPS is wireless intrusion detection system
B.WIDS is a wireless intrusion prevention system
C.WIPS is wireless intrusion prevention system
D.WIDS is wireless intrusion countermeasure system
Answer: C (LEAVE A REPLY)

NEW QUESTION: 63
There are three roles in the XMPP protocol: server, gateway, and client. Corresponding to
the free mobility solution: Agile Controller-Campus as For the server, Huawei USG6000
series firewall acts as the gateway; the agile switch acts as the client.
A. right
B. wrong
Answer: B (LEAVE A REPLY)

NEW QUESTION: 64
Visitors refer to users who need temporary access to the network at a specific location.
A. wrong
B. right
Answer: B (LEAVE A REPLY)

NEW QUESTION: 65
When use local guest account authentication, Portal authentication is usually used to push
the authentication page to the visitor.
Before the user authentication, when the access control device receives HTTP request
from the user and the resource is not the Portal server authentication URL, how does the
admission control device handle it?
A. Drop the packet
B. Direct release
C. URL address redirect to Portal authentication page
D. Send authentication information to the authentication server
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 66
Regarding CAPWAP encryption, which of the following statements is wrong?
A. DTLS negotiation is performed by use certificate. The certificate is only used to
generate the key and does not authenticate AP.
B. DTLS supports two authentication methods: certificate authentication (factory AC, AP
has been carried) and PSK password authentication.
C. DTLS encryption can ensure that the control message delivered by AC is not
eavesdropped.
D. CAPWAP data tunnels can be encrypted use DTLS.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 67
About the hardware SACG Certification deployment scenarios, which of the following
descriptions are correct? (Multiple choice)
A. SACG Authentication is generally used in scenarios where new networks are used for
wireless admission control.
B. SACG It is generally deployed in a bypass mode without changing the original network
topology.
C. SACG Authentication is generally used in scenarios where a stable network performs
wired admission control.
D. SACG Essentially through 802.1X Technology controls access users.
Answer: (SHOW ANSWER)

NEW QUESTION: 68
The use of the 802.1X authentication scheme generally requires the terminal to install
specific client software.
For large-scale deployment of client software, the methods that can be taken. What are the
cases? (multiple choices)
A. Configure Free-rule and web push functions on the switch to push the installation
package to users.
B. Copy the installation packages to each other via U disk.
C. Enable Guest VLAN so that users can obtain the installation package in Guest VLAN
D. Installed by the administrator for each user.
Answer: (SHOW ANSWER)

NEW QUESTION: 69
Security authentication mainly implements security checks on access users through
security policy. Terminal host security management is mainly implemented by check-type

https://www.exam-tests.com/H12-723-ENU-exam/Huawei.H12-723-ENU.v2022-04-08.q117.html
https://www.exam-tests.com/H12-723-ENU-exam/Huawei.H12-723-ENU.v2022-04-08.q117.html
https://www.exam-tests.com/H12-723-ENU-exam/Huawei.H12-723-ENU.v2022-04-08.q117.html
https://www.exam-tests.com/H12-723-ENU-exam/Huawei.H12-723-ENU.v2022-04-08.q117.html


policy. End-user behavior management is mainly implemented by monitoring policy. If the
user needs to formulate strategy according to his own custom strategy.
A. True
B. False
Answer: (SHOW ANSWER)

NEW QUESTION: 70
Aopt user isolation technology in WLAN networking environment, which of the following
statements is wrong?
A. Group isolation and isolation between groups can't be used at the same time
B. Isolation in user groups means that users in the same group can't communicate with
each other
C. User isolation function means that Layer 2 packets associated with all wireless users on
the same AP can't forward packets to each other.
D. User isolation between groups means that users in different groups can't communicate
with each other, and internal users in the same group can communicate
Answer: A (LEAVE A REPLY)

NEW QUESTION: 71
Which of the following descriptions is wrong about the principle of MAC authentication?
A. MAC authentication requires Portal server cooperation.
B. MAC authentication is configured on NAS device, MAC address of the endpoint is
automatically used as the username and password.
C. MAC authentication is implemented through 802.1X protocol.
D. MAC authentication requires that the terminal MAC address stored in advance on AAA
server.
Answer: (SHOW ANSWER)

NEW QUESTION: 72
Which of the following is correct for the roles of Portal authentication system?
A. The role of the admission control device is to complete the user's authentication,
authorization and accounting.
B. The role of RADIUS server is to redirect all HTTP requests from users in the
authentication network segment to the Portal server.
C. The role of portal server is to receive the client authentication request, provide free
portal service and authentication interface and interact with the access device to
authenticate the client.
D. The client is Any Office software.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 73
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For security priority application environment, should be closed Huawei firewall UTM
overload protection function.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 74
Portal At the time of certification, pass Web After the browser enters the account password
for authentication, it prompts"Authenticating.."The status lasts for a long time before it
shows that the authentication is successful. Which of the following reasons may cause this
phenomenon?
A. Portal The template is configured with an incorrect password.
B. Insufficient curtains of the terminal equipment result in a relatively large delay.
C. Agile Controller-Campus There are too many authorization rules on the "It takes a lot of
time to find
835
D. Multiple Agile Controller The same terminal IP Address added Portal"Access terminal IP
Address list",Some of them Agile Controller The server and the terminal cannot
communicate normally.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 75
VIP experience guarantee, mainly from which two aspects to protect VIP user experience?
(Multiple choices)
A. Strategy
B. Forwarding priority
C. Permissions
D. Bandwidth
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 76
Which of the following options is about Portal The description of the certification process is
correct?
A. Portal The authentication message will not carry the result of the security check
B. Switch received Portal Online message, will give Radius Server send Radius
Certification request
C. Server for a terminal Portal Certification will only give one Portal Device sends
authentication message
D. Portal The certification process is only used in Web Certification
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 77
In 802.1X authentication, if the authentication point is at the aggregation layer switch,
which special configurations are required in addition to the conventional configurations
such as RADIUS, AAA and 802.1X?
A. The aggregation layer switch needs to configure transparent transmission of 802.1X
packets.
B. The access layer switch needs to configure transparent transmission of 802.1X packets.
C. No special configuration is required.
D. The 802.1X function needs to be enabled on both aggregation layer and access layer
switch.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 78
Which of the following is correct for the isolation domain role?
A. End users can access the isolation domain regardless of identity authentication
B. Isolation domain is an area that allows access when an end user passes identity
authentication but fails security authentication, such as the patch server and virus
database server.
C. Isolation domain refers to the area where end users can access after passing
authentication and security authentication, such as ERP system, financial system and
database system are located.
D. Isolation domain refers to the area where the terminal host can access before being
authenticated, such as DNS server, external authentication source, service controller (SC)
and service manager (SM) are located.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 79
Policy template is collection of several policy. To audit the security status of different
terminal hosts and the behavior of end users, administrators need to customize different
policy templates for protecting and managing terminal hosts.
Which of the following are correct regarding the policy template? (Multiple choices)
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A.When configure policy template, you can inherit the parent template and modify the
parent template policy.
B. Only policy in the policy template can be used. Administrators can't customize the
policy.
C. You can assign policy template to a network segment.
D. If different policy templates are applied to departments and accounts, the policy
template assigned to the highest priority will take effect. The priority relationship of
departments and accounts is: account > department.
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 80
Which of the following descriptions is correct for distributed deployment scenario for an
authentication server?
A. The enterprise network is relatively decentralized. There are multiple branches and the
users of the branches are large.
B. The quality of the network between the branch office and the headquarters is difficult to
guarantee. The network between the headquarters and the branch office may be
interrupted, making the terminal of the branch office unable to connect to the data center of
the headquarters.
C. The terminal security management services between the branches and the
headquarters are relatively independent, and the headquarters provides monitoring and
recommendation scenarios for the terminal security management services of the branches.
D. Scenarios where the number of users in branches is less than 2,000 and the network
between the headquarters and branches is relatively stable.
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 81
After configuring the announcement,Agile Controller-Campus The system cannot assign
this announcement to which of the following objects?
A. Assigned to account
B. Assign to terminal IP Address range
C. Assign to user
D. Assigned to places
Answer: (SHOW ANSWER)

NEW QUESTION: 82
Which of the following options is Agile Controller-Campus middle SC The main function of
the component?
A. Integrated with standards RADIUS server,Porta Server, etc., responsible for linking with
network access equipment to realize user-based network access control Strategy.
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B. As Agile Controller-Campus The management interface is used to configure and
monitor the system.
C. As Agile Controller-Campus The management center is responsible for formulating the
overall strategy.
D. As Agile Controller-Campus 'S security assistance server, responsible for iRadar
Analysis and calculation of reported security incidents.
Answer: (SHOW ANSWER)

NEW QUESTION: 83
Configuring DNS server of RBL feature on USG, which of the following statement is not
correct?
A. DNS server must listen on port 25
B. DNS server should be reachable IP
C. must use recursive query DNS server
D. must use the DNS server not been DNS hijacking
Answer: A (LEAVE A REPLY)

NEW QUESTION: 84
The following is the 802.1X access control switch configuration:
[S5720]dot1x authentication-method eap
[S5720-GigabitEthernet0/0/1] port link-type access
[S5720-GigabitEthemet0/0/1] port default vlan 11
[S5720-GigabitEthernet0/0/1] authentication dot1x
Assuming that GE0/0/1 is connected to user 1 and user 2 through the HUB, which of the
following options is correct?
A. After user 1 is authenticated, user 2 can access network resources without
authentication
B. Neither user 1 nor user 2 can pass the authentication and access network resources.
C. GE0/0/1 does not need to enable dot1X
D. User 1 and User 2 must be individually authenticated before they can access network
resources
Answer: A (LEAVE A REPLY)

NEW QUESTION: 85
Which of the following are correct about 802.1X access process? (Multiple choices)
A. The terminal exchanges EAP packets with the 802.1X switch. The 802.1X switch and
the server use Radius packets exchange information.
B. 802.1X authentication does not require security policy checks.
C. Use MD5 algorithm to verify the information.
D. Throughout the authentication process, the terminal exchanges information through the
server and EAP packets.
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Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 86
Typical application scenarios of terminal security include: Desktop management, illegal
outreach and computer peripheral management.
A. right
B. wrong
Answer: A (LEAVE A REPLY)

NEW QUESTION: 87
Which of the following series of devices does not support the function of accompanying
business?
A. S5720HI Series Switch:
B. AR Series router
C. USG6000 Series firewall
D. SVN5600 series
Answer: (SHOW ANSWER)

NEW QUESTION: 88
The traditional campus network is based on IP-based network. If there are mobile office
users, which of the following is not a problem faced by mobile office users when deploying
access authentication?
A. Access rights are difficult to control.
B. The deployment of access control policies is heavy.
C. Inconsistent user experience.
D. The user has a large range of distribution and high access control requirements.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 89
Regarding patch management and Windows patch checking strategies, which of the
following descriptions is wrong?
A.When the terminal host does not install the specified Windows When making a system
patch, according to Windows The patch check policy prohibits terminal hosts from
accessing the controlled network.
B.Windows Patch check strategy focuses on checking whether the terminal host is
installed Windows Operating system patches.
C. Patch management and Windows The patch check strategy can check whether the
terminal host has installed the specified Windows Make system patches.
D. Patch management focuses on checking whether the terminal host has installed the
specified patch,Perform access control on the terminal host.
Answer: D (LEAVE A REPLY)
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NEW QUESTION: 90
Regarding the file source set in the software management, which of the following
descriptions is correct?
A. External data sources cannot distribute files from FTP-type file servers.
B.When the file source is an external data source, Any 0fce will obtain the software to be
distributed.
C.When the file source is an internal data source, when distributing software, the business
manager will only send the path of the data source of the software to be distributed to Any
Office
D. The Microsoft Windows file sharing server uses the UNC (Universal Naming
Conversion) path (beginning with "\\") to provide waiting. The path to distribute the
software.
Answer: (SHOW ANSWER)

NEW QUESTION: 91
Which of the following are the correct of security domains in Agile Controller-Campus?
(Multiple choices)
A. A service domain is an area that provides security services for intranets of enterprises.
This area is generally composed of systems that provide security services such as anti-
virus servers, patch management servers and terminal security servers.
B. The user domain is generally composed of various types of terminal users. The terminal
in this area has features such as large quantity, wide distribution and strong flow.
C. The network domain is the security protection area most concerned by all kinds of
enterprises, and it carries the important and core information assets of the enterprise.
D. The service domain is a platform for service traffic bearing. It use security technology to
logically divide the business according to the enterprise's needs, so as to achieve the
security of the network.
Answer: (SHOW ANSWER)

Valid H12-723-ENU Dumps shared by BraindumpsPass.com for Helping Passing
H12-723-ENU Exam! BraindumpsPass.com now offer the newest H12-723-ENU exam
dumps, the BraindumpsPass.com H12-723-ENU exam questions have been updated
and answers have been corrected get the newest BraindumpsPass.com H12-723-
ENU dumps with Test Engine here: https://www.braindumpspass.com/Huawei/H12-723-
ENU-practice-exam-dumps.html (200 Q&As Dumps, 40%OFF Special Discount:

Exam-Tests)

NEW QUESTION: 92

https://www.exam-tests.com/H12-723-ENU-exam/Huawei.H12-723-ENU.v2022-04-08.q117.html
https://www.exam-tests.com/H12-723-ENU-exam/Huawei.H12-723-ENU.v2022-04-08.q117.html
https://www.braindumpspass.com/Huawei/H12-723-ENU-practice-exam-dumps.html
https://www.braindumpspass.com/Huawei/H12-723-ENU-practice-exam-dumps.html


In Agile Controller-Campus admission control scenario, which of the following is correct
about RADIUS server/client role?
A. Agile Controller-Campus integrates all the functions of RADIUS server and client.
B. Agile Controller-Campus serves as RADIUS server and the user terminal serves as
RADIUS client.
C. Agile Controller-Campus acts as RADIUS server and the authentication device (such as
802.1X switch) acts as RADIUS client.
D. The authentication device (such as 802.1X switch) serves as RADIUS server and the
user terminal serves as RADIUS client.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 93
How to check whether the SM and SC silverware start normally after installing the Agile
Controller-Campus) (multiple delivery)
A. Open https://SC Server IP:8443 in the browser and enter the account admin and the
default password Changeme123. If the login is successful, it will be explained. The SC
component is normal.
B. Open https://SM server IP:8943 in the browser, enter the account admin and the default
password Changeme123, if the login is successful, it will be explained. The SIM
components are normal.
C. After logging in to SC, select Resources>Users>User Management to create a common
account. Open
https://SM server IP:8447 in the browser newauth, if you can successfully log in using the
account created in the previous step, the SM component is normal.
D. After logging in to SM, select Ziyuan>User>User Management, and Xinlu has a
common part number.
Open https://SC server IP:8447 newauth in the browser. If you can successfully log in with
the account created in the previous step, it means that the SC component is Wang Chang.
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 94
MAC Certification refers to 802.1x In the protocol authentication environment, the terminal
does not respond to the connection control device after accessing the network 802.1x
When protocol authentication is requested, the access control does not automatically
obtain the terminal's MAC The address is sent as a credential to access the network
RADIUS The server performs verification.
A. wrong
B. right
Answer: A (LEAVE A REPLY)

NEW QUESTION: 95
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When a guest needs to access the network through an account, which of the following
methods can be used to access? (Multiple choice)
A. Use existing social media accounts
B. Create new account
C. Scan public QR code
D. No authentication, no account required
Answer: (SHOW ANSWER)

NEW QUESTION: 96
Free mobility is a special access control method, according to the user's access location,
access time, access method and terminal authorization instructions. Set permissions, as
long as the user's access conditions remain unchanged, the permissions and network
experience after accessing the network--To q
A. wrong
B. right
Answer: B (LEAVE A REPLY)

NEW QUESTION: 97
The Portal server can be an independent entity (external Portal server) outside the access
device, or it can be an embedded entity (built-in Portal server) that exists in the access
device.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 98
An account can belong to more than one role, that is, one user may serve multiple roles.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 99
About the anti-spam local black and white list, which of the following statements is wrong?
A. created manually by the user on the USG
B. black and white list is matched by the sender's DNS suffix
C. black and white list is by extracting the source IP address of the SMTP connection to
match
D. if the source IP address of the SMTP connection matches the blacklist, blocking the
connection
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 100
Regarding WLAN, which of the following descriptions is correct?
A.WLAN Is to adopt 80211 Technical WiFi
B.WLAN There are two basic architectures: FAT AP with AC+FIT AP
C. AC+FATAP The architecture is suitable for medium and large use scenarios
D. AC+FITAP Autonomous network architecture
Answer: (SHOW ANSWER)

NEW QUESTION: 101
Regarding the description of the account blacklist, which of the following options is wrong?
A. The automatic account lock and manual account lock functions cannot be activated at
the same time.
B. Manually lock the account and delete it from the list, the lock of the account will be
released.
C. For manually locked accounts, the administrator needs to manually add the account to
the locked account list.
D. For automatically locked accounts, if the number of incorrect passwords entered by the
terminal user during authentication exceeds the limited number of times within a limited
time, the account will be automatically locked.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 102
There are two ways for Business Manager to download patches. When using hierarchical
deployment, you can download patches directly from the management center or through
Microsoft patches Server download patch.
A. wrong
B. right
Answer: A (LEAVE A REPLY)

NEW QUESTION: 103
Which of the following statement is correct about AV engine when Execute the command
display av version?
A. Loading
B. did not load
C. version loaded successfully
D. not enough information to determine
Answer: C (LEAVE A REPLY)

NEW QUESTION: 104
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According to different reliability requirements, centralized networking can provide different
reliability networking solutions. Which of the following are correct about these solutions?
(Multiple choices)
A. In addition to deploying basic networking components, AE reliability networking requires
the deployment of one more standby SC server.
B. The basic networking includes deploy one SM server, one SC server, one DB and one
AE server.
C. In addition to deploying basic networking components, SC reliability networking requires
the deployment of one more standby SM server.
D. In addition to deploying basic networking components, DB reliability networking requires
the deployment of one more standby DB.
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 105
A network adopts 802.1X to authenticate access users. The admission control device is
deployed at the convergence layer. After the deployment is complete, the test-aaa
command is used successfully on the admission control device, but the user can't access
the network.
Which of the following may be the cause of the fault? (Multiple choices)
A. The switch is not added to Agile Controller-Campus as NAS device.
B. RADIUS authentication template is not configured on the aggregation layer device.
C. The 802.1X function is not enabled on the port on the access device.
D. Layer 2 links are used between access devices and aggregation devices. The 802.1X
transparent transmission function is not enabled.
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 106
Terminal security access technology does not include which of vthe following options?
A. System Management
B. Safety certification
C. Authentication
D. Admission control
Answer: (SHOW ANSWER)
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NEW QUESTION: 107
In agile network, before the user is authenticated, users may need to access servers such
as DNS, DHCP and Portal. When the traffic from the user access the server pass through
the firewall, the firewall queries the Agile controller-campus server for the agile security
group information corresponding to the traffic. Because the user is not authenticated at this
time, the Agile controller-campus server informs the firewall that the user belongs to the
"unknown agile security group (Unknown)". This will cause the user's traffic to match the
"unknown agile security group" before the firewall refreshes the user identity.
After the user passes the authentication, the right authority can't be obtained immediately.
How to solve the problem?
A. Turn off state detection on FW.
B. Configure TSM on FW.
C. Set the security pre-domain. When an unauthenticated user accesses a server in the
pre-security domain, FW directly forwards the traffic.
D. Release traffic to the server on FW.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 108
Regarding the role of each role in the Portal authentication framework, which of the
following descriptions are correct? (multiple choice)
A. The Web server saves information such as user names and passwords for
authentication of access users.
B. The AAA server saves information such as usernames and passwords for
authentication of access users.
C. The web server is used to push the Portal authentication page to the user.
D. The AAA server is used to push the Portal authentication page to the user.
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 109
In the campus network, employees can use 802.1X, Portal,MAC Address or SACG Way to
access. Use different access methods according to different needs to achieve the purpose
of user access control.
A. right
B. wrong
Answer: A (LEAVE A REPLY)

NEW QUESTION: 110
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The multi-level defense system is mainly embodied at the network level and system level.
Which of the following options are used for security protection at the network level?
(Multiple choices)
A. 802.1X switch
B. Hardware SACG
C. Software SACG
Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 111
A network adopts Portal Authentication, the user finds the pushed Web No username
entered on the page/The place of the password. This failure may Which of the following
causes?
A. Portal The push page on the server is wrong.
B. Agile Controller-Campus There is no corresponding user on.
C. switch AAA Configuration error.
D. The switch is not turned on Portal Function.
Answer: (SHOW ANSWER)

NEW QUESTION: 112
According to the different user name format and content used by the access device to
verify user identity, the user name format used for MAC authentication can be changed.
There are three types. Which of the following formats is not included?
A. DHCP Option format
B. Fixed username form
C. ARP Option format
D. MAC Address format
Answer: C (LEAVE A REPLY)

NEW QUESTION: 113
Portal page push rule has priority. The high precedence rule matches the user's
authentication information first. If none of the configured rules match, the default rule is
used.
A. True
B. False
Answer: A (LEAVE A REPLY)

NEW QUESTION: 114
When configuring the antivirus software policy, if you set"The required antivirus software
violation level is not installed or running"for"generally"And check"out Now serious violation
of the rules prohibits access to the network"Options. When the user uses Any office
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Certify, The certification is passed, but the result of the security check Can the user access
the network when the virus software is not turned on?
A. You can access the network, but you need to re-authenticate to access network
resources.
B. Can pick up? The network needs to be repaired before you can access network
resources.
C. Can access the network? Can also access network resources.
D. Cannot access the network.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 115
In the visitor reception hall of a company, there are many temporary terminal users, and
the administrator hopes that users do not need to provide any account numbers and
passwords. access Internet. Which of the following authentication methods can be used for
access?
A. Local account authentication
B. MAC Certification
C. AD Account Verification
D. Anonymous authentication
Answer: D (LEAVE A REPLY)

NEW QUESTION: 116
When all services are allocated according to the user group, account number and terminal
IP address range, if the same service is assigned to the user group, account number and
terminal IP address range (except the announcement service), the business assigned by
the highest priority will take effect.
About the order of priorities, which of the following is correct?
A. Terminal IP Address Range> Account> User Group
B. User Group> Terminal IP Address Range> Account
C. Account> Terminal IP Address Range> User Group
D. Account> User Group> Terminal IP Address Range
Answer: C (LEAVE A REPLY)

NEW QUESTION: 117
URL filtering, remote classification list provided and maintained by a third-party
classification servers, devices can be synchronous updated automatically or manually from
third-party classification servers.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)
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