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NEW QUESTION: 1

You have an Azure subscription that contains a Microsoft Sentinel workspace named WS1.

You create a hunting query that detects a new attack vector. The attack vector maps to a tactic listed in the MITRE ATT&CK database.
You need to ensure that an incident is created in WS1 when the new attack vector is detected.

What should you configure?

A. a Fusion rule

B. a query bookmark

C. a scheduled query rule

D. a hunting livestream session

Answer: C (LEAVE A REPLY)

In Microsoft Sentinel, to automatically generate incidents when a specific pattern or behavior is detected by a query, you must create a scheduled analytics rule.

A scheduled query rule:

* Runs a KQL query on a defined schedule (e.g., every hour).

* Triggers an alert and incident when the query returns results.

* Can map detections to MITRE ATT&CK tactics and techniques, aligning with the requirement for attack vector mapping.
Other options explained:

* Fusion rule - Uses built-in machine learning for correlation, not custom KQL logic.

* Query bookmark - Saves hunting results but does not trigger incidents.

* Hunting livestream session - Used for live monitoring, not alert generation.

# Correct answer: C. a scheduled query rule

NEW QUESTION: 2

You have a Microsoft 365 E5 subscription that contains a device named Device1.

From the Microsoft Defender portal, you discover that an alert was triggered for Device1.
From the Device inventory page, you isolate Device1.

You need to collect a list of installed programs on Device1.

What should you do?
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A. Run an advanced hunting query against the DeviceTvmSoftwarelnventory table.
B. Initiate an automated investigation and view the results in the Action center.

C. Initiate a live response session and run the processes command.

D. Run an advanced hunting query against the DeviceProcessEvents table.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 3

A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected experience may be used once, more than once, or not at all. You may need to
drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION: 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might hav e more than one correct
solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Mi crosoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.
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Solution: You add each account as a Sensitive account.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

In Microsoft Defender for Identity , marking accounts as Sensitive instructs the system to monitor those accounts more closely for suspicious activity or lateral movement attempts.

The question describes the goal as configuring several accounts that attackers might exploit. Microsoft Defender for Identity documentation explicitly says:
"Accounts designated as Sensitive are prioritized for monitoring and detection to identify potential compromise attempts." Thus, adding the accounts as Sensitive accounts achieves the goal.
# Correct Answer: A. Yes

NEW QUESTION: 5

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to external sharing of confidential files.

Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for Azure Information Protection classification labels and content inspection warnings from this tenant
B. Select Investigate files, and then filter App to Office 365.

C. Select Investigate files, and then select New policy from search

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan new files for Azure Information Protection classification labels and content inspection warnings
E. From Settings, select Information Protection, select Files, and then enable file monitoring.

F. Select Investigate files, and then filter File Type to Document.

Answer: D,E (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dip
https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION: 6

Hotspot Question

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.
You have a Microsoft Sentinel workspace.

Microsoft Sentinel connectors are configured as shown in the following table.

Cnnnrdr. 1 )SH Collected log
Auditlogs
Mictasoft Graph activity logs

Microsoft Entra ID

Microsoft Exchange Online
Microsoft 365 Microsoft SharePoint Online

Microsoft Teams

You use Microsoft Sentinel to investigate suspicious Microsoft Graph API activity related to Conditional Access policies.
You need to search for the following activities:

- Downloads of the Conditional Access policies by using PowerShell

- Updates to the Conditional Access policies by using the Microsoft


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html
https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Entra admin center
Which tables should you query for each activity? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Conditional Access policy downloads:

AuditLogs | -
Micmspft_GrapMctMﬁogsM :
OfficeActivity

Conditional Access policy updates:

AuditLogs and MicrosoftGraphActivityLogs
AuditLogs and OfficeActivity
OfficeActivity and MicrosoftGraphActivityLogs

Answer:

Answer Area = Microsoftt

Conditional Access policy downloads: \\ [w

AuditLogs
MicrosofiGraphActivityl ogs

OmceActivity

Conditional Access policy updates: | v
AuditLogs and MicrosoftGraphActivityLogs
AuditLogs and OfficeActivity

OfficeActivity and MicrosoftGraphActivityLogs

NEW QUESTION: 7

You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.

You need to deploy the log forwarder.

Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer area and arrange them in the correct order.



i A crosoft
3 L

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
directly to Azure Sentinel. L= W

Configure the syslog daemon. Restart the syslog -
daemon and the Log Analytics agent. i.j"\:,_"\:.f-: @

©

-

Download and install the Lognalytics agent

Set the Log Analvtics agent to listen on port 25226 |
and forward the CEF messages to Azure Sentinel. |

Answer:

Answer Area

Download and install the Log Analytics agent.

Set the Log Analytics agent the listen on port
25226 and forward the,CEF messages the
Azure Sentinel.

Configure the syslog daemon. Restart the
_ﬁyﬁlng daerrn_'th and the Log Analytics agent
i roer

=T

1 - Download and install the Log Analytics agent.

2 - Set the Log Analytics agent the listen on port 25226 and forward the CEF messages the Azure Sentinel.
3 - Configure the syslog daemon. Restart the syslog daemon and the Log Analytics agent.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog

NEW QUESTION: 8

You need to create an advanced hunting query to investigate the executive team issue.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



|

v

CloudAppEvents
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago(2d)

| summarize activityCount = ]v by FolderPath, FileName,

avg()

ActionType, AccountDisplayName [count()

|
AP
| where activityCount >[5 M

Answer:

v

ClnudAppEvents':
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago(2d)

-

| summarize activityCounty= “" by FolderPath, FileName,

avg()
ActionType, AccountDisplayName j[count() |

wnere MCEOSOf B

Explanation:

DeviceFileEvents
DeviceProcessEvents

i = Micresoft

| where TimeStamp > ago (2d)

) ) ) ’ : )
| summarize activityCount z ¢ % |v by FolderPath, FileName,

AL

ActionType, AccountDisplayName

| where activityCcﬁﬁt > 5

NEW QUESTION: 9

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.



View the window

You need to test LA1 in Security Center.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Set the LA1 trigger to: ~ " L v

When an Azure Security Center Recommendation is created or triggered
When an Azure Semnr Center Allert is created or triggered
When a response to an Azure Security Center alert is triggered

Trigger the execution of LA1 from: o -

Answer:

Answer Area

Set the LA1 trigger to:

Explanation

Answer Area 5 - M ic rOSOft

Set the LA1 trigger to: U .'

When an Azure
When an Azure Security enter Alert is created or triggered
When a respaqﬂh an Azure Security Center alert is triggered

Trigger the execution of LA1 from: ' . i v
iecommendations
& w automation

Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-whe

NEW QUESTION: 10



You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.
You need to use Microsoft Defender Security Center to request remediation from the team responsible for the affected systems if there is a documented active exploit available.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions R AL i i Answer Area

From Device Inventory, search for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

From Advanced hunting, search for cve1d in the

DeviceTvmSoftwareInventoryVulnerabilitites
table.

—

Create the remediation request.

Select Security recommendations.

Answer:

Answer A4/l icrosoft

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

Select Security recommendations

Create the remediation request.

1 - From Threat & Vulnerability Management, select Weaknesses, and search for the CVE.

2 - Select Security recommendations

3 - Create the remediation request.

Reference:
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/microsoft-defender-atp-remediate-apps-using-mem/ba-p/1599271



NEW QUESTION: 11

A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected experience may be used once, more than once, or not at all. You may need to
drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer:

NEW QUESTION: 12
You have an Azure subscription that contains 100 Linux virtual machines.

You need to configure Microsoft Sentinel to collect event logs from the virtual machines.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Actions Answer Area

1 IV F
e @y Microsoft

Add an Microsoft Sentinel workboolk

Add Microsoft Sentinel to 8 workspace

3 = ¥
Install the Log Analybcs agent for Linux on the virtual machines. )' :ﬁ'

Add a Security Events connector to the workspace. :()
i

Answer:



Explanation:
Answer Area

Actions
Add a Syslog connector to the workspace. 1 | Add Microsoft
Add an Microsoft Sentinel workbook. 3 | I[;qstal}

,%i 4 1M%nw Events connector to the workspace

i
by
et
d " e

'Microsoft

NEW QUESTION: 13

Hotspot Question

You have a Microsoft 365 subscription.

You plan to use Microsoft Defender XDR to hunt for email-related threats.

You need to identify sign-ins performed by users within 30 minutes of the users receiving a known malicious email.

How should you complete the KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.




Answer Area

¥ MaliciousEmails=EmailEvents

alias
let
set

| where ThreatTypes has "Malware"

| project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName = tostring(

(RecipientEmailAddress, "@")[@]); MaliciousEmails

split
substring

| join ( IdentitylLogonEvents

= Timestamp, Accfitlhu, DeviceName ) on AccountName

oo ine - Vrshfeo £ 54

(émin.. 30min)

Answer:



Y MaliciousEmails=EmailEvents

alias
let
set

where ThreatTypes has "Malware”

project TimeEmail = Timestamp, Subject, SehderFromAddress, AccountName = tostring(

¥ _(RecipientEmailAddress, “@")[@]); MaliciousEmails
parse
split
substring

join ( IdentitylogonEvents

project LogonTime = Tinl;' Mm gU.fltan ) on AccountName

where (LogonTime - TimeE ) Letween (Pmin.. 30min)

NEW QUESTION: 14

You have an Microsoft Sentinel workspace named SW1.

You plan to create a custom workbook that will include a time chart.

You need to create a query that will identify the number of security alerts per day for each provider.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



..Mlcrosoft

| where TimeGenerated >= ago(3ed)

SecurityAlert

| (TimeGenerated, 1d)

series_add
series_fill_linear
take

matenal:z@*f'
project

render

Answer:

= Microsoft

SecurityAlert

| where TimeGenerated >= ago(3ed)

| summarize count() by Prunder‘e : (TimeGenerated, 1d)
I

render
materialize

series_add
series_fill_linear

Explanation:
Answer Area

SecurityAlert m
cO

| where TimeGenerated >= ago(3ed) ts .

| summarize count() by Provi A"e bin ¥ (TimeGenerated, 1d)

| render 6 chart )
et =. Microsoft



NEW QUESTION: 15

Hotspot Question

You have an Azure subscription name Sub1 that is linked to a Microsoft Entra tenant named contoso.com. Sub1 contains a Log Analytics workspace named Workspace1. All the logs from contoso.com are streamed to Workspace1.
You have a Microsoft 365 E5 subscription.

You need to query Workspace1 for the following:

- HTTP requests to the Microsoft Graph service of contoso.com

- Third-party app sign-in activities that use certificates or secrets

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

MicrosoftGraphActivitylogs
| where TimeGenerated > ago(1d)
| join (
AADNonlnteractiveUserSigninLogs

|
| AADServicePrincipalSigninkogs
| SigninLogs

| where TimeGenerated > ago(1d))

on $left.S5ignInActivityld == $right.

Correlationld
ServicePrincipalld
UniqueTokenldentifier

Answer:



Answer Area

MicrosoftGraphActivitylogs

| where TimeGenerated > ago(1d)

| join ( hd
| AADNonlnteractiveUserSigninLogs
AADServicePrincipalSignintogs
| SigninLogs :
| where TimeGenerated > ago(ld))
on $left.SignInActivityId == $right. 5

Correlationld
ServicePrincipalld
UniqueTokenldentifier

NEW QUESTION: 16

You plan to review Microsoft Defender for Cloud alerts by using a third-party security information and event management (SIEM) solution.

You need to locate alerts that indicate the use of the Privilege Escalation MITRE ATT&CK tactic.

Which JSON key should you search?

A. Intent

B. Description

C. ExtendedProperies

D. Entities

Answer: (SHOW ANSWER)

Defender for Cloud alerts include a kill chain intent field that maps to MITRE ATT&CK tactics (for example, PrivilegeEscalation, Persistence, CredentialAccess). In the alert JSON this is exposed as intent; searching that key lets you

filter for alerts where the tactic is Privilege Escalation.

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 17

Case Study 4 - Litware Inc

Overview

Adatum Corporation is a United States-based financial services company that has regional offices in New York, Chicago, and San Francisco.

Existing Environment
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Identity Environment

The on-premises network contains an Active Directory Domain Services (AD DS) forest named corp.adatum.com that syncs with an Azure AD tenant named adatum.com. All user and group management tasks are performed in
corp.adatum.com. The corp.adatum.com domain contains a group named Group1 that syncs with adatum.com.

Licensing Status

All the users at Adatum are assigned a Microsoft 365 ES license and an Azure Active Directory Premium P2 license.

Cloud Environment

The cloud environment contains a Microsoft 365 subscription, an Azure subscription linked to the adatum.com tenant, and the resources shown in the following table.

Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQueryl
Server? Azure virtual machine Funs Windows Server 2022

On-premises Environment
The on-premises network contains the resources shown in the following table.

Description
Runs Windows Server 2019
Has Azure Arc-enabled and the Azure Monitor
agent installed
Webappl Web service An on-premiisés, public-facing HTTP/HTTPS web

servicethat generates JSON output in response to
GET HTTP requests

Infoblox] | Infoblox DINS | A third-party DINS service applhiance linked to
Service Sentinell by using a data connector

Requirements

Planned changes

Adatum plans to perform the following changes:

- Implement a query named rulequery1 that will include the following KQL query.

Azurebctivity

| where RescurceProviderValue == “"MICROSOFT.CLOUDSHELL™

| where ActivityStatusValue == "Start"

[ extend
Account_@_Name = tostring(split(Caller, '@", @)[0]),
Account_0_UPHSUTTLx, = tostring(split(Caller, @*, 1)[0])

| project Account B imey RAcbounk o UeNsuffix, CallerIpiddress, TimeGenerated

- Implement a Microsoft Sentinel scheduled rule that generates incidents based on rulequery1.

Microsoft Defender for Cloud Requirements

Adatum identifies the following Microsoft Defender for Cloud requirements:

- The members of Group1 must be able to enable Defender for Cloud plans and apply regulatory compliance initiatives.

- Microsoft Defender for Servers Plan 2 must be enabled on all the Azure virtual machines.

- Server2 must be excluded from agentless scanning.

Microsoft Sentinel Requirements

Adatum identifies the following Microsoft Sentinel requirements:

- Implement an Advanced Security Information Model (ASIM) query that will return a count of DNS requests that results in an NXDOMAIN response from Infoblox1.
- Ensure that multiple alerts generated by rulequery1 in response to a single user launching Azure Cloud Shell multiple times are consolidated as a single incident.
- Implement the Windows Security Events via AMA connector for Microsoft Sentinel and configure it to monitor the Security event log of Server1.

- Ensure that incidents generated by rulequery1 are closed automatically if Azure Cloud Shell is launched by the company's SecOps team.



- Implement a custom Microsoft Sentinel workbook named Workbook1 that will include a query to dynamically retrieve data from Webapp1.
- Implement a Microsoft Sentinel near-real-time (NRT) analytics rule that detects sign-ins to a designated break glass account.
- Ensure that HuntingQuery1 runs automatically when the Hunting page of Microsoft Sentinel in the Azure portal is accessed.
- Ensure that higher than normal volumes of password resets for corp.adatum.com user accounts are detected.

- Minimize the overhead associated with queries that use ASIM parsers.

- Ensure that the Group1 members can create and edit playbooks.

- Use built-in ASIM parsers whenever possible.

Business Requirements

Adatum identifies the following business requirements:

- Follow the principle of least privilege whenever possible.

- Minimize administrative effort whenever possible.

You need to implement the Defender for Cloud requirements.

Which subscription-level role should you assign to Group1?

A. Security Assessment Contributor

B. Contributor

C. Security Admin

D. Owner

Answer: (SHOW ANSWER)

Only Owner can enable defender for cloud plans and apply regulatory compliance initiatives at subscription level.

NEW QUESTION: 18

You have a Microsoft Sentinel workspace named Workspaces

You configure Workspace1 to collect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of 'NXDOMAIN' and were aggregated by the source IP address in 15-minute intervals. The solution must
maximize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.

(starttime=ago{ 1d), responsecodename="NXDOMAINY
| where TimeGenerated > ago(1d) | where RespanseCodeName =~ "NXDOMAIN

| where ResponseCodeName == "NXDOMAIN | where TimeGenerated > ago(1d)

Answer:
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Dns

imDns

(starttime=ago(1d), responsecodename="NXDAQMAIN
| where TimeGenerated > ago(1d) Lwhéreé ResponseCodeName =~ "NXDOMAIN
== "NXDOMAIN" | where TimeGenerated > ago(1d)

NEW QUESTION: 19
You have a Microsoft Sentinel workspace.
You have a query named Query1 as shown in the following exhibit.

& New Query 1* ' ) Feedback B Querk 1 [0
officeActivity
| where Timelensrated > apol ™) ]
| where Operation [Conltalng delets =
| project TiseGenerated, Userld, Opetathon, 0t ileWorkload, RecordType, _Resourceld

5 | sort by TimsGenerated deseTlls™ a0t

You plan to create a custom parser named Parser 1. You need to use Query1 in Parser1. What should you do first?

A. Remove line 2.

B. In line 4. remove the TimeGenerated predicate.

C. Remove line 5.

D. In line 3, replace the 'contains operator with the 'has operator.

Answer: A (LEAVE A REPLY)

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which states that the "has" operator should not be used in the query, and that it is unnecessary. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs

NEW QUESTION: 20

You have an Azure subscription that uses Microsoft Sentinel and contains a user named User1.

You need to ensure that User1 can enable User and Entity Behavior Analytics (UEBA) for entity behavior in Azure AD The solution must use The principle of least privilege.
Which roles should you assign to Used? To answer select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Global admumstra,mr : |
Identity Governance’ Aﬁmnmstramr

:.fsq:ﬂmty"ap erator

- __-'- 0, ot _'- - = : -

Azufeyole: | Microsoft Sentinel Contributor b

) B Microsoft Sentinel Automation Contributor
I Mucrosoft Sentinel ( L']llfrl';ul,]"'

e e NI CrosOTt

Secunty Asses&m.ﬁnnh

Answer:

Azure AD role: Security administrator ___"_]
Global administrator
menmy G-:wemame Administrator

Azre'vole: | Microsoft Sentinel Contributor >

Microsoft Sentinel Automation Contnibutor
B \licroso

Microsoft Sentinel Contnibutor

! unty Assessment Contnbutor

NEW QUESTION: 21

Hotspot Question

You have a Microsoft 365 E5 subscription.

You need to configure Microsoft Sentinel to collect logs from Microsoft Entra.

Which two nodes should you use in the Microsoft Defender portal? To answer, select the appropriate nodes in the answer area.

NOTE: Each correct answer is worth one point.



Answer Area

Microsoft Defender

: 'Microsoft

@ Microsoft Sentinel e
Search

Threat management N

Workbooks

Hunting

' Notebooks |
' Threat intelligenge, T ey y -

I* Content management A

Content hub

‘ Repositories
" Community

Configuration .

[ Data connectors

I Analytics

’ Summary Rules



 Watchlist

' Automation

Answer: —
A‘WWE Microsoft

Microsoft Defender

@® Microsoft Sentinel A
Search

Threat management i

Workbooks

Hunting

Notebooks

Threat intelligence

_ =

MITRE ATTACE

Contentl management A

R




Repositories

Community

Configuration A

Data connectors

Analytics

Summary Rules

Watchlist

Automation

NEW QUESTION: 22
Hotspot Question
You have a custom detection rule that includes the following KQL query.

AlertInfo

| where Severity == “High”

| distinect AlertId

| join AlertEvidence on AlertId

| where EntityType in (“User”, “Mallhox"j
I

I

where EvidenceRole == “Impacted” .

summarize by Timestamp, Alertrd, Accauntﬂame, AccountObijectId,
EntityType, DeviceId, SHA256
| join EmailEvents on™ $laft AccountﬂbjectId S$right.RecipientObjectId

| where Dellverynctia ==
| summarize by Timestamp, E-l Mjifomf-tohjectld,

RecipientEmailAddtess, Entity@vpe

For each of the following statements, select Yes if True. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements J Yes

The custom detection nide can be used to automate ﬂéﬁ.ﬂéietiun of email messages
from a user's mailbox based on the RecipienpBmal 1Address column.

The cwgﬂ@ m used tg-msh’li:‘t"ﬁpp execution automatically
Besed'o vigeT . AN

The custom detection rule ca[;.t_a_é'lﬁbﬂ'm automate the deletion of a file based
on the sHAZ 56 column.

O

Answer:

Answer Area
Statements Yes

The custom detection rule can be used to automate the deletion of email messages

from a user's mailbox based on the RecipientEmailAddress column. O

The custom detection rule can be used to restrict app execution automatically e
based on the DeviceId column.

The cugtum-detw _ 5 e tﬁhamate the deletion of a file based
on the sHEZSE Co . éaﬁu lg s

Explanation:
https://learn.microsoft.com/en-us/microsoft-365/security/defender/custom-detection-rules?view=0365-worldwide#4-specify-actions

NEWPRIURSPION: 23

You have a Microsoft Sentinel workspace named Workspace that contains a table named CommonSecurityLog.
You ingest logs into CommonSecurityLog. CommonSecurityLog has an average log ingestion time of five minutes.

You need to create an analytics rule that has a lookback period of seven minutes and uses the data in the CommonSecurityLog table. The solution must meet the following requirements:
- Prevent the same event from being processed twice.

- Minimize the number of missed events due to log ingestion delays.

How should you complete the KQL query that defines the rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.




Answer Area

let ingestion_delay= Smin;
let rule_look_back = 7min;
CommonSecuritylog

| where TimeGenerated >= ago

(ingestion_delay)

(rule-look_back)

(ingestion_delay + rule_look_back)

| where ingestion_time() > ago

Answer:



ATIDWET AITa

et inffstinn_delay= Smin;

mw rol VHGE QSO fain;

.ommonSecuritylog
where TimeGenerated >= ago - W v
(ingestiofidelay)
{@edook_back)
Tingestion_ddq + rule_look_back)
where ingestionmtime() > ago v

(ingestion_delay)
(rule_look_back)
(ingestion_delay + rule_look_back)

NEW QUESTION: 24

You have a Microsoft 365 subscription that uses Microsoft Defender XDR.

You are investigating an incident.

You need to review the incident tasks that were performed. The solution must include a query that will display the incidents in a workbook, and then display the tasks of each incident in another grid.
Which table should you target in the query?

A. Securitylncident

B. SecurityEvent

C. SentinelAudit

D. SecurityAlert

Answer: (SHOW ANSWER)

The Securitylncident table in Microsoft Sentinel contains information about incidents, including details such as incident ID, severity, status, and tasks.

NEW QUESTION: 25

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.
You have a Microsoft Sentinel workspace.

Microsoft Sentinel connectors are configured as shown in the following table.
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E B A - L
Connector M "Vicolleced log
® Audit logs
Microsolt Entra 1D e Microsaft®Yaph

ag gy Togs

"_l" Microsoft Exc hange
Unline

Microsoft 38T~ s Microsoft SharePoint
Online

® Microsoft Teams

You use Microsoft Sentinel to investigate suspicious Microsoft Graph API activity related to Conditional Access policies. You need to search for the following activities:
* Downloads of the Conditional Access policies by using PowerShell

* Updates to the Conditional Access policies by using the Microsoft Entra admin center Which tables should you query for each activity? lo answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Conditional Access policy downloads:?  MicrosoftGraphActivitvloags w
AuditLogs
MicrosoRtGraphfActiatyl ogs
OHficeActiity
Conditional Aggess policy updates: Auditlogs and MicrosoftGraphActivitylogs »

AuditLogs and MicrosoftGraphActiitylogs

& Auditlogs and OfficeActivity

M I C r@ S O -f-t OfficeActivity and MicrosoftGraphActivitylogs
Answer:

FARIWWET MAITa

Conditional Access policy downloads: _MigrosoRGraphActivitylogs el

MicrosoftGraphActivitylogs

N ONERAT gy = = =

Conditional Acgess.golicy updates: _Auditlo

and Miciosalt GraphActvity
l Auditl.ogs and Microsoft( sraphActivitylogs
AuditLogs and OfficeActivity

M i C r 0 S O ft OfficeActivity and MicrosoftGraphActivitylogs

Explanation:
Answer Area

Conditional Access policy dDW’ﬂ|GﬂE{:§ MicrosoftGraphActivityLogs holl

Conditional Access policy updates: | Auditlogs and MicrosoftGraphActivityLlogs bl

NEW QUESTION: 26
Hotspot Question
You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You need to identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers.



How should you complete the KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area ; M !C E’OSOﬁ.

DeviceLogonEvents
| extend Table = ‘tablel’
| take 100

| A A
Identityinfo

Identityl ogonEvents
IdentityQueryEvents

v
join kind = full outer
join kind = inner
union

| extend Table = “‘gableZz’

| take 100
)
| project-reorder Timestamp, Tabkle, AccountDomain, AccountMName, AccountUpn, AccountsSid
| order by Timestamp asc

Answer:
AIIBSWEI AlEa

leviceLogonEvents
extend Table = ‘tablel’
take 100

v

Identitynfo
IdentityLogonEvents
IdentityQueryEvents

v == Microsoft

join kind = full outer
join kind = inner
union

| extend Table = ‘tablel’
| take 100
)

| project-reorder Timestamp, Table, AccountDomain, AccountName, AccountUpn, AccountSi

I Ardar hy MTimacectamn acr
Explanation:

Box 1: IdentityLogonEvents

The final column requires "AccountUpn." Therefore, "ldentitylnfo" would not be appropriate. Since it's about sign-in attempts to ADDS domain controllers, "ldentityLogonEvents" would be the suitable choice.
Box 2: union

We need to extract the latest 100 sign-in attempts from BOTH "Devices" AND "ADDS domain controllers." Using "union" would be optimal.



NEW QUESTION: 27

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Defenders for Cloud .
You need to test LA1 in Defender for Cloud .

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set the LAT trigger tod | When a Defender for Cloud Recommendation is created or triggered
When a Defender for Cloud Recommendation is created or tnggered
When a Defender for Clowd Alert is created or tniggered
When a response to a Defender for Cloud alert is triggered

Trigger the execution of LAT from { Regulatory comphance standaids H
Recommendatons

SeCurty alerts

Requlatory compliance standards

Answer:

Set the LA1 tngger to: | When a Defender for Cloud Recommendation is created or triggered
When a Defender for Cloud Recommendation is created or tnggered
When a Defender for Cloud Alert is created or tnggered
When a response 10 a Defender for Cloud ale;r 3 tﬂggﬂrd

B

Trigger the execution of LA from: | Regulatory comphanc@stindaids
Recommendations

Explanation:

N ictosalt )
B qgﬁ-g . | When a Defender for Cloud Recommengdationi§l created or triggered

Trigger the execution of LA1 from: | Regulatory comphiance gtanfaedl)

According to Microsoft Defender for Cloud automation documentation, Logic Apps can be integrated to automatically respond to recommendations or alerts. To test or automate remediation from Defender for Cloud , you must
configure an automation workflow (Logic App) that triggers when a recommendation is created or updated.

Microsoft defines the available triggers for Defender for Cloud automation as follows:

* When a Defender for Cloud Recommendation is created or triggered - This event type initiates the Logic App whenever a new security recommendation appears or an existing one changes state. It's the proper trigger for

reffieifdAeleBASHY SdeHdsRIrasmateA R Eagpiasly TURaRPUCTIR SREVELEAIRY nidebMRRIPMEA L I¥ISrequiring action.

* When a response to a Defender for Cloud alert is triggered - Used for incident-response workflows, not for testing remediation logic.



In the context of the question, the goal is to test automatic remediation for detected configuration issues (security risks). Those are surfaced as recommendations within Defender for Cloud, not as alerts.
Next, the execution source should be configured under:

* Trigger the execution of LA1 from: Recommendations

This ensures that Defender for Cloud will execute the Logic App (LA1) automatically when relevant recommendations are triggered, allowing immediate testing and validation of the remediation logic.
In summary:

To test the Logic App remediation workflow in Defender for Cloud, you must:

* Set the trigger type to "When a Defender for Cloud Recommendation is created or triggered" .

* Configure it to execute from "Recommendations” .

Thus, the verified correct answers are:

# Set the LA1 trigger to: When a Defender for Cloud Recommendation is created or triggered

# Trigger the execution of LA1 from: Recommendations

NEW QUESTION: 28

You are responsible for responding to Azure Defender for Key Vault alerts.
During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
What should you configure to mitigate the threat?

A. Key Vault firewalls and virtual networks

B. Azure Active Directory (Azure AD) permissions

C. role-based access control (RBAC) for the key vault

D. the access policy settings of the key vault

Answer: A (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/network-security

NEW QUESTION: 29

You have 500 on-premises Windows 11 devices that use Microsoft Defender for Endpoint You enable Network device discovery.

You need to create a hunting query that will identify discovered network devices and return the identity of the onboarded device that discovered each network device.
Which built-in function should you use?

A. next ()

B. SeenBy ()

C. current_cluster,endpoint()

D. DeviceFromlP ()

Answer: B (LEAVE A REPLY)

NEW QUESTION: 30

You have a Microsoft Sentinel workspace that contains the following incident.
Brute force attack against Azure Portal analytics rule has been triggered.

You need to identify the geolocation information that corresponds to the incident.

What should you do?
A. From Overview, review the Potential malicious events map.

B. From Incidents, review the details of the iPCustomEntity entity associated with the incident.
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C. From Incidents, review the details of the AccouncCuscomEntity entity associated with the incident.

D. From Investigation, review insights on the incident entity.

Answer: A (LEAVE A REPLY)

Explanation

Potential malicious events: When traffic is detected from sources that are known to be malicious, Microsoft Sentinel alerts you on the map. If you see orange, it is inbound traffic: someone is trying to access your organization from a

known malicious IP address. If you see Outbound (red) activity, it means that data from your network is being streamed out of your organization to a known malicious IP address.

NEW QUESTION: 31

You have a Microsoft 365 E5 subscription that uses Microsoft Defender and an Azure subscription that uses Azure Sentinel.

You need to identify all the devices that contain files in emails sent by a known malicious email sender. The query will be based on the match of the SHA256 hash.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

EmailAt tacmﬁﬁmfgﬂ NCO .Ifi - " o 5
| where [Sender &s "=« "“MaliciousSender@example.com
where isnotempty

(Deviceld)
(RecipientEmailAddress) [
(SenderFromAddress) |
(SHA256)

| join (
DeviceFileEvents

| project FileName, SHA256
Vo ] v
(Deviceld) PR
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256) "

| project Timestamp, FileName, SHA256, DeviceName, DeviceId,
NetworkMessageld, SenderFromAddress, RecipientEmailAddress

Answer:
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EmallATTacnmentinro
| where SenderFromAddress =~ “MaliciousSender@example.com”

where isnotempty v
(Deviceld)
(RecipientEmailAddress)
SenderkFromAddress)

(SHA256)
| join (

DeviceFileEvents
| project FileName,, SHA2S56

) on A ; *‘;'# v
(Dewiceld)
(RecipientEmailAddress)
(SenderFromAddress)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld

NatwarlkMaeeamaTA. SandarFroamlAddrace. RariniaentFmai ]l Addrace
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view=0365-worldwide

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 32

You have an Azure subscription that contains a Microsoft Sentinel workspace. The workspace contains a Microsoft Defender for Cloud data connector. You need to customize which details will be included when an alert is created
for a specific event. What should you do?

A. Enable User and Entity Behavior Analytics (UEBA)

B. Create a scheduled query rule.

C. Create a Data Collection Rule (DCR).

D. Modify the properties of the connector.

Answer: (SHOW ANSWER)

NEW QUESTION: 33

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender.

You need to review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription. The solution must minimize administrative effort Which blade should you use in the Microsoft 365 Defender
portal?

A. Advanced hunting
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B. Threat analytics

C. Incidents & alerts

D. Learning hub

Answer: B (LEAVE A REPLY)

To review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription, you should use the Threat Analytics blade in the Microsoft 365 Defender portal. The Threat Analytics blade provides
insights into attack techniques, configuration vulnerabilities, and suspicious activities, and it can help you identify risks and prioritize threats in your environment. Reference: https://docs.
microsoft.com/en-us/microsoft-365/security/mtp/microsoft-365-defender-threat-analytics

NEW QUESTION: 34

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are received by Azure Security Center.
How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

AT ULWL S H L
{
“type™:

w

W /automations”,

Microsoft Automation
Microsoft. Logic
Microsoft. Security

“apiVersion”: "“2015-01-0l-preview”,
“"name”: " [parameters(‘name’)]",
“location”: “[parameters(‘locaticon’)]”,
“properties™: {
“description”: “[format(variables(Yd@#$cription’), “{(0}', parameters
[*subscriptionId®))]”,
“isEnabled": true,
“actions”:
i
“actionType”: “LogicApp”,
“logichAppResourceld™: “[resourceld(‘ITEME. /workflows', parameter:
[‘appNama‘’)) 1",
“uri®: "“[listCadllbackURL({rescurceld(parameters( ‘subscriptionld’]

yarameters ( ‘rasourceGrouflamea’ ' :
" ( Py ) W /workflows/triggers’,

Microsoft Automation
Microsoft. Logic
Microsoft. Security

parameters ( ‘appName’), ‘manual’), *2019-05-01').value]”
}

Answer:
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“ragsources®: [
{
“"typa”: | W fautomations”,

Microsoft Automation
Microsoft Logic
Microsoh gecunﬁ' ]
“apiVersion®”: “2015-01-0l-preview",
“nama®”: “[parameters(‘name’)]",

“location®™: “[parameters(‘*location’)]”,

“properties®: {
“description®: “[format(variables(‘description’'), ‘{0}', paramesters

( *‘subscriptionId’)) )",
“isEnabled": true,
“actions®: [
{
“actionType”: MLogichApp”,
“logicAppResgurceld”: “[rescurceld(‘ITEM2/workflows’'; parameters

(rappNama“)) 1",
“urit: " [listCallbackURL(resourceld(parameters( ‘subscriptionId’).,

L] * L] |
parameters ( ‘resourcetGroupName’ ), W /workflows/triggers’,

Microsoft Automation
Microsoft. Logic
Icrosofl. Secun

parameters ( ‘appName’), ‘manual’), *2019-05=01") mapme]™” = F
IVIICYOYSOT11

1.
Reference:
https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

NEW QUESTION: 35

Hotspot Question

You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named User1.
You are notified that the account of User1 is compromised.

You need to review the alerts triggered on the devices to which User1 signed in.
How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.



Devicelnfo

| where LoggedOnUsers contains ‘userl®

| distinct Deviceld

¥  kind=inner AlertEvidence on Deviceld

| project Alertld
| join AlertInfo on Alertld

¥ Alertld, Timestamp, Title, Severity, Category

Microsoft

Answer:
JeVICELNTO @

| where Lnggedﬂnhser%antMsl cursg‘§'0ft
| distinct Deviceld

| ¥ kind=inner AlertEvidence on DeWigeld

project

| project Alertld
| join AlertInfo on Alertld

| Tﬂi Alertld, Timestamp, Title, Severity, Category

project

summarize

take
Explanation:
Filtering the Devicelnfo table to only include rows where the LoggedOnUsers field contains the string "user1".
Removing duplicates based on the Deviceld field.




Joining the resulting set of devices with the AlertEvidence table based on the Deviceld field.

Projecting the Alertld field from the resulting set.

Joining the resulting set of alerts with the Alertinfo table based on the Alertld field.

Projecting the Alertld, Timestamp, Title, Severity, and Category fields from the resulting set of alerts.

This query retrieves a list of alerts that are related to devices where the user "user1" is logged on, and it includes the alert ID, timestamp, title, severity, and category for each alert. The "join" and
"project" operations in the query are used to combine and filter the data from the various tables in the ATP data model.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view=0365-worldwide

NEW QUESTION: 36

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.

C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: A,B (LEAVE A REPLY)

Explanation/Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 37
Hotspot Question
You have the resources shown in the following table.

Name | Type ~spesciptionrn s 0t
On-boarded to A%are Arc
Serverl | On-premises server Runs Windows Server 2022
h(!"- ?'-.':. '=_"=-\-_.".T "‘,"-'_Ll_ “.‘.n,—-.' JET ,':ﬁ,‘ nsta !H:i
s SQL Server on Azure Runs Windows Server 2022
o Virtual Machines Has Microsoft SQL Server 2022 installed

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to use Defender for Cloud to protect VM1 and Server1. The solution must meet the following requirements:
- Support Advanced Threat Protection and vulnerability assessment.

- Register each SQL Server 2022 instance as a SQL virtual machine.

- Minimize implementation and administrative effort.

What should you deploy to each server? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area = 'Microsoft

VM1:

An Azure virtual machine extension
The Azure Monitor Agent and an Azure virtual rpachiiié extension
g Uir achine extension

The Log Analytics agent and.ap/;

An Azure virtual machine extension
The Azure Monitor Agent and an Azure virtual machine extension
| The Log Analytics agent and an Azure virtual machine extension

Serverl:

Answer:
Answer Area
VM1: v
An Azure virtual machine extension |
The Azure Monitor Agent and an Azure virtual maeiis b msoft
The Log Analytics agent and,ap.Azuré Vistual.ma€hine extension
Server1: o A -

An Azure virtual machine extension

The Azure Monitor Agent and an Azure virtual machine extension
 The Log Analytics agent and an Azure virtual machine extension

NEW QUESTION: 38

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use: = v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Securnty Center
e ce created by /£

Windows security eventsto collect: | |y

soft




Answer:

Log Analytics workspace to use: v

A new Log Analytics workspace Fh the East US Azure region
Default wc:-rkspace,cremeu by Azure Security Center
CAT -

Windows security events to collect: ‘F’ TT
dl Events

1. ;._ L— -r_m s S Oft

NEW QUESTION: 39
You open the Cloud App Securlty portal as shown in the following exhibit.

"% Cloud Discovery - Cloud App Se *
& O haps /im365x631117 portal ¢

—
=5eUE2M2Le2I0SEBOT 40008 ab=serwces A & &

»Snapshot report Tmemame

i

Sample repont Last@0cas
e g ;
| O Oucever Dashboard Discovered apps  IP addresses Users Created on Agr 21, 2020
| e ehegmmeme b Queries APPS APP TAG RISK SCORE Save as Advanced
e o] g e = o < -
¢ 3 10

A e il

COMPLMCE RISK FACTDR SECURIT‘( RISK FACTOR

W mh FEee
Ly an
Chona? wuy ¢ wshsy B O a Popw oty domom npaech .E. :':: ...u
* emate vt et
g Agp Score~ Trafc Upload Trantac Users 1P addr  Last oo Actons
[ e W
Cloud storage 5
- - Appled Inngnatans B o
B oo B Hietg sanices . o 0 osxe 2 "N 8 Ap20
8t T sernces o
S StatusCake c =
s ¢ D Vistole mdviie @ s 1 37 A C
Data anahytcs 2
Usersnap - . 1 o
Webste monlionng 2 Productaty . e » . ¢ D
Adwitinng 2
C o
Iarketing 2 oa-ff:,f”mm Q@ wxe - 2 2 3 A
Customes suppont 4 g%
Lunchpad ,-.
- 3 r M m L™
Collaboration 2 ' q Code-hostng o 99KB n '
-

You need to remediate the risk for the Launchpad app.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

Tag the app as Unsanctioned.

Run the script on the source appliance.

Run the script in Azure Cloud Shell, @

Select the app.

©

Tag the app as Sanctioned.

Generate a block script. % — M | Croso f't
Answer:
Actions Answer Area
~
Tag the app as Unsanctioned. 3 Select the app.

'Run the script on the source appliance!

75
@
®
x
=
®
ju)

h.=

b=

Tag the app as Sanctioned. |

Generate a block script. _:_ _I _5 I , crosoft

Explanation:
Actions Answer Area
Tag the app as Unsanctioned. Select the app.
Run the script on the source appliance. Tagthe @Q Unsanctioned.
Run the script in Azure Cloud Shell rate a block script. @
Select the app. AZS{\T Run the script on the source appﬁance.l @
Tag the app as Sancﬂuﬁd. : l
Generate a block script. W M ICrOSOft
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/governance-discovery

@ Run the script on the source appliance. @



NEW QUESTION: 40

You have a Microsoft 365 subscription.

You have 1,000 Windows devices that have a third-party antivirus product installed and Microsoft Defender Antivirus in passive mode. You need to ensure that the devices are protected from malicious artifacts that were undetected
by the third-party antivirus product Solution: You enable automated investigation and response (AIR).

Does this meet the goal?

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 41

You have a Microsoft 365 E5 subscription that uses Microsoft Teams.

You need to perform a content search of Teams chats for a user by using the Microsoft Purview compliance portal. The solution must minimize the scope of the search.
How should you configure the content search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area -
Mﬂgﬁﬂ@g@n{ﬂitlﬂnfn | Excha 12 matlboxe

Exchange mailboxes

| Exchange public folders

 SharePoint sites

Keywords: l Kind M
Category
ItemClass
Answer:

Answer Area

Microsoft

Logations:” | Exchange mailbox
Exchange mailboxes
' Exchange public folders
' SharePoint sites

Category

Keywords: [ Kind _ "’i
ItemClass ‘

NEW QUESTION: 42
You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
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What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

inthe Clold b et

Adda security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal:

Add a data connector
Add a workbook
Configure the Logs settings

Answer:
In the Cloud App Security portal:
Configure app connectors
Configure log collectors
From Azure Sentinel in the Azure portal: v
Add a data connector |
Add a workbook
Configure the Logs settings
Explanation:

In the Cloud App Security portal:

Add a sacurity extension
Configure app connectors
Gonfigure log collectors

From Azure Sentinel in the Azure portal:

Add a data connector
Add a workbook
Ghfigure the Logs settings

[« ® .
=N\ Nicro

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel

NEW QUESTION: 43

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You need to create a detection rule that meets the following requirements:
* Is triggered when a device that has critical software vulnerabilities was active during the last hour

* Limits the number of duplicate results

N EhBaryeRr&shpRIESHRE RAIOGHRL)PE P8Bhswer, select the appropriate options in the answer area.



Answer Area

Answer:

=" Microsoftii

Answer Area

=. M i c rqﬁlgﬂﬁnrﬂmlnembﬂities

| where VulnerabilitySeveritylLevel == 'Critical’

| distinct Deviceld v
N distinct Cveld

| project-away Cveld

| project-keep Deviceld

| join kind=inner Devicelnfo on Deviceld

| where Timestamp between (now(-1h)..now())

[ | project Timestamp, Deviceld, Reportid .
| distinct Deviceld
distinct Deviceld, Reportld

roject Timestamp, Deviceld, Reportid

| summarize count() by Deviceld, Reportid

DeviceTvmSoftwareVulnerabilities

| where VulnerabilitySeveritylevel == ‘Critical’

| distinct Devicelds. & * ¥
distinct Cveld

Id
"~ | project-away Cveld —
'['project-keep Deviceld

| join kind=inner DeviceInfo on Deviceld

| where Timestamp between (now(-1h}..now())

| project Timestamp, Deviceld, Reportid =
| distinct Deviceld
distinct Deviceld, Bepartld . — . — _

Devlr-ﬁitwar-evulne rabilities
| -.\heﬁ'uul nerabilitySeveritylevel == 'Critical”
- __":-i._@sﬁnct Deviceld -

| join kind=inner Devicelnfo on Deviceld

| where Timestamp between Inow(-1h)..now())}

| praject Timestamp, Deviceld, Reportid




NEW QUESTION: 44

You have a Microsoft Sentinel workspace named sws1.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is generated in sws1.
You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following requirements:

* Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

mee Nicrosoft.- .

WA\ Service principal
An Azure AD user account

Role to assign to the eredeéntials: | Microsoft Sentinel Responder

Microsoft Sentinel Automation Contributor
Microsoft Sentinel Reader

Microsoft Sentinel Responder

Answer:
Answer Area

' B

Configure the connector to use: A man.EE ﬁ ity v

_SAsevice principal
Ah Azure AD user account

Role to assign to.thgscfedentials: | Microsoft Sentinel Responder v

i Micmsh'ﬁentinel Automation Cantributor

[

NEW QUESTION: 45

You have an Azure subscription that uses Azure Defender.

You plan to use Azure Security Center workflow automation to respond to Azure Defender threat alerts.
You need to create an Azure policy that will perform threat remediation automatically.

What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Set available * to:

Append |
DeploylfNotExists
EnforceRegoPolicy

misVicrosoft

To perform remediation use:

v

An Azure Automation runbook that has a webhook
An Azure Logic Apps app that has the tngger set to When an Azure Security Center Alert is created or triggered
An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

Answer:

Set available effects to:
I v

Append_ _ _ _ _

EnfurceRegoPollcy

To perform remediation use:

Explanation:



set available effects to:

v

Append
DeploylfNotExists
EnforceRegoPolicy

To perform remediation use:
v

An Azure Automation runbook that has a webhook | 7. -—_ _

An Azure Logic Apps app that has the trigger set to When an Azure Security ~ - nlerAlérlis crealed ér figgered
An Azure Loaic Apps app that has the triaaer set to When a response to an Azure Securitv Center alert is triaaered
Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

NEW QUESTION: 46

You need to remediate active attacks to meet the technical requirements.
What should you include in the solution?

A. Azure Automation runbooks

B. Azure Logic Apps

C. Azure Functions

Answer: B (LEAVE A REPLY)

D Azure Sentinel livestreams

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks
Topic 1, Contoso Ltd

Existing Environment

End-User Environment

All users at Contoso use Windows 10 devices. Each user is licensed for Microsoft 365. In addition, iOS devices are distributed to the members of the sales team at Contoso.

Cloud and Hybrid Infrastructure

All Contoso applications are deployed to Azure.

You enable Microsoft Cloud App Security.

Contoso and Fabrikam have different Azure Active Directory (Azure AD) tenants. Fabrikam recently purchased an Azure subscription and enabled Azure Defender for all supported resource types.

Current Problems

The security team at Contoso receives a large number of cybersecurity alerts. The security team spends too much time identifying which cybersecurity alerts are legitimate threats, and which are not.

The Contoso sales team uses only iOS devices. The sales team members exchange files with customers by using a variety of third-party tools. In the past, the sales team experienced various attacks on their devices.
The marketing team at Contoso has several Microsoft SharePoint Online sites for collaborating with external vendors. The marketing team has had several incidents in which vendors uploaded files that contain malware.
The executive team at Contoso suspects a security breach. The executive team requests that you identify which files had more than five activities during the past 48 hours, including data access, download, or deletion for Microsoft
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Cloud App Security-protected applications.

Requirements

Planned Changes

Contoso plans to integrate the security operations of both companies and manage all security operations centrally.

Technical Requirements

Contoso identifies the following technical requirements:

Receive alerts if an Azure virtual machine is under brute force attack.

Use Azure Sentinel to reduce organizational risk by rapidly remediating active attacks on the environment.

Implement Azure Sentinel queries that correlate data across the Azure AD tenants of Contoso and Fabrikam.

Develop a procedure to remediate Azure Defender for Key Vault alerts for Fabrikam in case of external attackers and a potential compromise of its own Azure AD applications.
Identify all cases of users who failed to sign in to an Azure resource for the first time from a given country. A junior security administrator provides you with the following incomplete query.
BehaviorAnalytics

| where ActivityType == "FailedLogOn"

| where == True

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (5608 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 47

Your company uses Azure Security Center and Azure Defender.

The security operations team at the company informs you that it does NOT receive email notifications for security alerts.
What should you configure in Security Center to enable the email notifications?

A. Security solutions

B. Security policy

C. Pricing & settings
D. Security alerts

E. Azure Defender

Answer: C (LEAVE A REPLY)

In Microsoft Defender for Cloud (previously Azure Security Center and Azure Defender), email notifications for security alerts are configured under the "Pricing & settings" section of the workspace or subscription settings. According
to Microsoft documentation, each subscription connected to Defender for Cloud has a "Pricing & settings" page that allows administrators to manage configurations such as Defender plan activation, data collection settings, and

email notifications for security alerts .

To enable the SOC team to receive alert notifications, you navigate to Microsoft Defender for Cloud # Environment settings # [Select Subscription] # Pricing & settings # Email notifications . There, you can specify:
* The email addresses (up to 200) that will receive alerts.

* Whether to send notifications for high-severity alerts only or for all alerts.

* Whether to send to subscription owners, contributors, or specific emails .

This configuration ensures that alert emails are automatically sent whenever Defender for Cloud generates new security alerts, allowing the Security Operations team to stay informed without manual monitoring.
The other options are incorrect because:

* Security solutions is for integrating third-party or partner security products.
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* Security policy defines compliance and assessment standards.

* Security alerts shows existing alerts but does not control notification settings.

* Azure Defender is the protection plan; it doesn't control notification preferences.
Therefore, the correct answer is C. Pricing & settings .

NEW QUESTION: 48

You need to visualize Microsoft Sentinel data and enrich the data by using third-party data sources to identify indicators of compromise (loC).

What should you use?

A. notebooks in Microsoft Sentinel

B. Microsoft Defender for Cloud Apps

C. Azure Monitor

Answer: A (LEAVE A REPLY)

Notebooks are interactive tools that allow you to run Python code, query data, perform machine learning, and create visualizations. Notebooks can help you hunt for threats, investigate incidents, and perform data analysis using
Microsoft Sentinel data and external data sources.

NEW QUESTION: 49

Hotspot Question

You have a Microsoft Sentinel workspace.

You need to configure the Fusion analytics rule to temporarily suppress incidents generated by a Microsoft Defender connector. The solution must meet the following requirements:
- Minimize impact on the ability to detect multistage attacks.

- Minimize administrative effort.

How should you configure the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Trigger: v
When alert is created

When incidlent.is treated

When incident is updated

Actions: b
Add task

Change status

Run playbook

Answer:
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Answer Area

Trigger:

When alert isereated
When incident is created
| Wihenincident is updated

fctions:

Add task
Change status
Run playbook

NEW QUESTION: 50

You have an Azure subscription that uses Microsoft Defender for Cloud and contains 100 virtual machines that run Windows Server.

You need to configure Defender for Cloud to collect event data from the virtual machines. The solution must minimize administrative effort and costs.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Configure auto-provisioning by setting the security event storage to Common.

B. From the Microsoft Endpoint Manager admin center, enable automatic enroliment.

C. From the Azure portal, create an Azure Event Grid subscription.

D. Configure auto-provisioning by setting the security event storage to All Events.

E. From Defender for Cloud in the Azure portal, enable Microsoft Defender for Servers.

Answer: A,E (LEAVE A REPLY)

Enable Auto-Provisioning from Defender for Cloud. And there you will be ask which Secrity Events should be stored. It is Nonne - Common - All. And without enabling Defender for servers in the Defender for Cloud Portal this won't

work.

NEW QUESTION: 51

You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
a Microsoft 365 E5
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" B
- o ; =
B\VIiR el datlela

Aclions ) ANnswer Area

Create a rule by using the Cha-f;lge
Amazon VPC settings rule tempiaie

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

connector

Add the Amazon Web Services @

Set the alert logic

From Analytics in Azure Sentinél. éreate
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

Answer:

O



Actions

—ereate Er‘rufﬂ'hy usﬂ'%ammft

, Amazon VPC sellings rule template

' From Analytics in Azure Sentinel, craate |
a Microsoft incident creation rule |

|Add the Amazon Web Services |

|connector t @
| e il . T U SR S ————

'. . :

l

e e o e R e O T e T O o o . (.. s

From Analytics in Azure Sentinel, create !
,a custom analytics rule that uses a |
.scheduled query g

—————————|—-|———————|

Explanation:

Add the Amazon Web Services
connector H

— =

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
‘scheduled quary

= g

Set the alert logic

Answer Area

[
, |
| Add the Amazon Web Services '
| connector '
| [

e ——— = — — : — = = I
“From Analytics in Azure Sentinel, create
a custom analytics rule that uses a I
scheduled query I
I

— o o s e e e e e e e e e e s s

Microsoft



Reference:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION: 52
You have an Azure subscription that contains a user named User1 and a Microsoft Sentinel workspace named WS1. WS1 uses Microsoft Defender for Cloud.
You have the Microsoft security analytics rules shown in the following table.

Mame Service Severity Action
Rule1 Defender for Cloud | High Create incident
Ruled Defender for Cloud

High Create incident

¥
l}
T
i

Rule3 Defender for Cloud ™| High Create incident

!
Ruled | Defender for GINETEY Mg ro sl reate incident

User1 performs an action that matches Rule1, Rule2, Rule3, and Rule4. How many incidents will be created in WS1?
A.2

B. 4

C.1

D.3

Answer: C (LEAVE A REPLY)

NEW QUESTION: 53

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are received by Azure Security Center.
How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ATSUWL oS H L
{
“type™:

"

I
| W | fautomations®,

Microsoft Automation
Microsoft. Logic
Microsoft. Security

“apiversion”: "“2015-01-0l-preview”,
“name”: “[parameters(‘name’)]”.,
“location”: “[parameters(‘location’)]”,
“properties™: {
“description”: “[format(variables(Yd@$cription’), *{0}’, parameters
[‘subscriptionIdt)) ],
“igEnabled": true,
“actions": [

{

Talalda i

“actionType”: “LogicHpp”, Vi

“logicAppResourceld™ “[regﬂuxceId{‘ITEHZJ“ﬂ:kfiaw
| *YappName’)) 1",

“uri®: "“[lisgtCadltbackURL({rescurceld(parameters( ‘subscriptionld’]
sarameters ( ‘resourceGroupNamsa’),

iy 1

s', parameter:

W /workflows/triggers’,

Microsoft Automation
Microsoft. Logic
Microsoft. Security

parameters( ‘appName’), ‘manual’}, ‘2019-05-01').value]”
H

i

Answer:
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“resources": |

i

“tj{pe" . an | v fautﬂmatiﬂﬂs".«

Microsoft Automation

Microsoft Logic
IElcrOSUEEE{:unt‘; I .
“apiversion”: “2019-01-0l-preview",

"name™: “[parameters(‘name’)]”,

“location”: “[parameters(‘location’)]”,
“properties”: |{

“description”: “[format(variables/(‘descFiption’), ‘{0}', parameters
(*subscriptionId’))]”,

“igEnabled": true,
“actions”: [
{
“actionType”: “La@ichpp”,
“logicAppResounfeld”: “[resourceld(‘ITEM2/workflows’, parameters
Fappiame’ ) ) 1", )
L: ?_.?m ‘.-‘u.xq,'}a Rii #st@allbackURL (resourceld (parameters ( ‘subscriptionid’),
Pt anatars| \rdsbdrddetddpName’ ), ° | W /workflows/triggers’,

tion

Microsoft Security

parameters ( ‘appName’ ), ‘manual’), *2019-05-01’').value]”
}

1,
Reference:

https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

NEW QUESTION: 54
HOTSPOT

From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.

Microsoft | =
x|

Timahne

+ ®
e

[vm1’] = &P

Entrties

New processes ob. .. @
Insighis

®

H.:-l;"

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.



NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
liyouhoyer over the virtual machine named vm1, v
¥ou =20 yieW [answer choicel], the inbound nefwerk security group (NSG) rules
the last five Windows security log events
the ‘open ports on the host
the running processes
f you select [answer choicel, you can navigate v
o the bookmarks related (0 the incident. Enfiies
Info
Insights
Timeline
Answer:
Answer Area
Iif you hover over the virtual machine named vm1, L& S ‘;
you can view [answer choice]. the inbound network security group (NSG) rules
the: lastfive Windows security log events
the open ports on the host
the running processes
fyou select [answer choice], youtan navigate B
o the bookmarks related to the incident. Entities :
Info
Insights
Timeline

Section: [none]
Explanation/Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-graph-to-deep- dive

NEW QUESTION: 55

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

Enable and disable Azure Defender.

Apply security recommendations to resource.

The solution must use the principle of least privilege.

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used once, more than once, or not at all. You may need to drag the split
bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Answer Area

_ | o)
FesoM & &r Qns- o f .t Enable and disqble--Az_urp Defender: i

—  Apply security recommendations to a resource:

‘ Subscription Contributor ‘ |

4

‘ Subscription Owner ‘

Answer:

Roles Answer Area

j Security Admin

Enable and digable Azure Defender:

|Resource Group Owner, |

.Ftpiy security recommendations to a resource:

: Subscription Owner

Reference:

Security Admin j|g |

Subscription Contributor

https://docs.microsoft.com/en-us/azure/security-center/security-center-permissions

NEW QUESTION: 56
You use Azure Sentinel to monitor irregular Azure activity.

You create custom analytics rules to detect threats as shown in the following exhibit.




Home > Azure Sentinel workspaces > Azure Sentinel

Analytics rule wizard - Edit existing rule
DeployviM

General  Setrule logic  Incident settings  Automated response Review and create
Define the logic for your new analytics rule,

Rube guery
Any time details set here will be within the scope defined below in the Query scheduling fields.

Azurefctivity

| where OperationName == “Create or Update Virtual Machina®

or OperationName == *"“Create Deploymant®

| where ActivityStatus == “Succaadad”

| make-series dcount (Resourceld) default=0

on EventSubmissionTimestamp in range {ago(7d), now(), 1d) by caller

View query results >

Map entities

Map the entities recognized by Azure Sentinel to the appropriate columns available in your query
results. This enables Azure Sentinel to recognize the entities that arepart of the alerb:fo-rfu.:thez
analysis. Entity type must be a string.

Entity Type Column
Account Choose Enh.m_"l'- , & |  Add
Host Chooseolumny  ~ | Add
P (Chgbsegolumn v Add
URL Choose column ~ Add
 Choose Column
FileHash 4 {Chdosecoimn ~ ~ | Add
Query scheduling
Run query every *
|5 B W | | Minutes wv |
Lookup data frnm.n.hst . @r
|5 - ’ | | Hours |
Alert threshold
Shisbray-Shrt Wit iRl OF Guary Mo 2
|Is greater than v] [2 -
Event grouping

Configure how rule query results are grouped into alerts
@ Group all events into a single alert

(O Trigger an alert for each event
Suppression

Stop running query after alent is generated

Stop running query for™

[5 Himrs : ~

o |Vl ICrosoft




You do NOT define any incident settings as part of the rule definition.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If a user deploys three Azure virtual machines,sirultapeously.:how many v
times will you receive [answer choice] i1 the next five fidurs: 0 alerts :
1 alert
2 alerts
3 alerts
If three separate users deploy one Azure virtual machine each within five v
minutes of each other, you will receiverJanswer choice]. 0 alerts
1 alert
2 alerts
3 alerts
Answer:
If a user deploys three Azure virtual machines simultaneously, how many v
times will you receive [answer choice] in the next five hours. 0 alers
2 alerts
3 alerts
If three separate users deploy one Azure virtual machine each within five -
minutes of each other, you will receive [answer choice]. 0 alerts
1 alert
2 alerts
3 aleris

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION: 57

You have on-premises servers that run Windows Server.

You have a Microsoft Sentinel workspace named SW1. SW1 is configured to collect Windows Security log entries from the servers by using the Azure Monitor Agent data connector.
You plan to limit the scope of collected events to events 4624 and 462S only.

You need to use a PowerShell script to validate the syntax of the filter applied to the connector.

How should you complete the script? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area %
v
fevents = ° lS-e{uflty*'iSvﬂfﬂ‘llLEWﬂﬂD 4624 or Event!D= JW 'I
i {Log="Security™;EventType="System ,F\nll'ﬂi[h 4% EventiD="4625"

"_'_':-r‘.-'lr:'-'1!!‘; vertlD =467«

Get-WinEvent -I.nghlar-: ':l'.‘-:ul'it}'f FilterXPath "’I fevents

A FilterHashtable i

.ﬁ
favents = ° | Security!*[System|{EventiDa4624 or EventiD=4625]]]

l’DtLoga‘S-h:unw Evrn‘tT'ppcl'E:,':l:m E ntlﬂv'l i 25"
T 625 < fEventiD> < T > < S Securiiy >

Answer:

Got -Winkwvant -l@lﬁﬂ i I F:uvﬂa'rh fevonte
FilterH,
._F.J::J::nT.E.M - f
g V1 | CFOSOTL

Explanation:
Answer Area

fevents = ' Security!*[System]|(EventiD=4624 or Event|D=4625]]] -

Get-WinEvent -LogName ‘Security’ FilterXPath W | $events

NEW QUESTION: 58

You have an Azure subscription that contains a quest user named Userl and a Microsoft Sentinel workspace named workspacel.

You need to ensure that User1 can triage Microsoft Sentinel incidents in workspace1. The solution must use the principle of least privilege.
Which roles should you assign to User1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Azure role: Mrcrmutt Sentinel Contributor
: Mtcrumﬂ Sentinel Mtﬂf‘l"lﬂ'liﬂﬁ Contributor

Micrnsoft Sentinel Responder

DITEC tory leaders

Answer:



Answer Area

Azure role: Mikrosoft Sentinel Contributos v

Migrosoft Sentinel Automation Contributor

Microsoft Sentinel Contributor

Microsoft Sentinel Responder

Azure AD role: Directory readers hd

Attribute assignment reader

. A da 4 | Directory readers
hs AN W Global reader

NEW QUESTION: 59

You have two Microsoft Entra tenants named Tenantl and Tenant2. Each tenant is linked to an Azure subscription. Tenant! contains a group named Group1. Tenant2 contains a group named Group?2.
You need to implement Microsoft Sentinel for each tenant. The solution must meet the following requirements:
* Ensure that Group1 can manage security incidents for Tenantl and Tenant2 in a single workspace.

* Ensure that Group2 can manage security incidents only for Tenant2.

* Minimize the use of guest accounts.

* Minimize administrative effort.

* Minimize costs.

What should you include in the solution?

A. two workspaces and Azure Lighthouse

B. two workspaces and granular delegated admin privileges (GDAP)

C. one workspace and Privileged Identity Management (PIM)

D. one workspace and multiple role-based access control (RBAC) role assignments

Answer: A (LEAVE A REPLY)

NEW QUESTION: 60

Hotspot Question

You have a Microsoft 365 E5 subscription that is linked to a Microsoft Entra tenant named contoso.com.
You need to query Microsoft Graph activity logs to identify changes to the roles in contoso.com.

How should you complete the KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

licrosoftGraphActivityLogs

where Requesturi has_all ("https://graph.microsoft.com/", ctoryRoles/"™, "members/$ref”
where RequestMethod == "POST" o
L
where ResponseStatusCode in » \9
[qud”]

Canz) LA

Dlul #
n s s ‘!-}['3])

rrelationld
ReguestUri
Body

extend Role = tostring(split(

| .
L -I\/Iic‘raos

project T nerated, IPAddress, RequestUri, ResponseStatusCode, Role

Answer:
uRWE MATa III ' )
&icrusoftﬁraphﬁctivitus M I C ro S 0 ft

| where Requesturi has_all (“https://graph.microsoft.com/", ,-?-fdihétturynalesf', "members/$ref”)

| where RequestMethod == "pOST"

| where ResponseStatusCode in

("204")
("302")

(*a01").

| extend Role = tostring(split( ﬁ‘%ﬁ ¥ 5 “I1")-3))
[Errelationid

' RequestUri
ResponseBody

| project TimeGenerated, IPAddress, RequestUri, ResponseStatusCode, Role

NEW QUESTION: 61

You have a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online.

You delete users from the subscription.

You need to be notified if the deleted users downloaded numerous documents from SharePoint Online sites during the month before their accounts were deleted.
What should you use?

A. a file policy in Microsoft Defender for Cloud Apps

B. an alert policy in Microsoft Defender for Office 365



C. an access review in Microsoft Entra
D. an insider risk management policy in Microsoft Purview
Answer: D (LEAVE A REPLY)

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (5608 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 62

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to configure Defender for Cloud to mitigate the following risks:

* Vulnerabilities within the application source code

* Exploitation toolkits in declarative templates

* Operations from malicious IP addresses

* Exposed secrets

Which two Defender for Cloud services should you use? Each correct answer presents part of the solution.

NOTE: Each correct answer is worth one point.

A. Microsoft Defender for APls

B. Microsoft Defender for Resource Manager

C. Microsoft Defender for App Service

D. Microsoft Defender for DevOps

E. Microsoft Defender for Servers

Answer: (SHOW ANSWER)

Microsoft Defender for Cloud provides multiple specialized Defender plans to protect different layers of your environment.

* Microsoft Defender for DevOps helps identify vulnerabilities in source code, exposed secrets, and insecure dependencies by integrating with CI/CD systems like GitHub and Azure DevOps. It scans repositories for known
vulnerabilities (CVEs), weak configurations, and exposed credentials before code is deployed. This directly addresses the risks:

* Vulnerabilities within application source code

* Exposed secrets

* Microsoft Defender for Resource Manager protects the Azure control plane and monitors management operations to detect threats such as deployment of malicious templates, exploitation toolkits in 1aC (Infrastructure as Code),
and operations from malicious IP addresses. It provides alerts when suspicious control-plane actions occur, for example, unexpected activity via ARM or Terraform. This covers:

* Exploitation toolkits in declarative templates

* Operations from malicious IP addresses

Together, these two Defender plans (Defender for DevOps + Defender for Resource Manager) mitigate all four risks listed in the question.
# Correct answers: B. Microsoft Defender for Resource Manager and D. Microsoft Defender for DevOps

NEW QUESTION: 63

You have a Microsoft Sentinel workspace named Workspaces

You configure Workspace1 to ¢

ollect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.
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You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of 'NXDOMAIN' and were aggregated by the source IP address in 15-minute intervals. The solution must
maximize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.

v : o\
Crra—— % Microsoftg®
)

Dns
imDns ! -
% M
- .’*%s*“g[ v

(starttime=ago(1d), responsecodenames= NXDOMAQH@
| where TimeGenerated > ago(1d) | where Respqg eE%eName =~ "NXDOMAIN"

“n\

| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago(1d)

== Microsoft
stS-Com '

-d" eCcdeName =~ "NXDOMAIN"

| where ResponseCodeName = - chmm N" | where TimeGenerated > ago(1d)

Explanation:

Jdm_Dns v

| where ResponseCodeName == "NXDOMAIN" | wherlimeGenerated > ago(1d)

74

| summarize count() by Srclpaddr, bin(Timel€nerated,15a) B .
m Microsoft

NEW QUESTION: 64
You have a Microsoft Sentinel workspace.
A Microsoft Sentinel incident is generated as shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in [the graphic.

NOTE: Each correct selection is worth one point.
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NEW QUESTION: 65

You need to recommend a solution to meet the technical requirements for the Azure virtual machines. What should you include in the recommendation?
A. just-in-time (JIT) access

B. Azure Defender

C. Azure Firewall

D. Azure Application Gateway

Answer: B (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/azure-defender

Topic 2, Litware inc.

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the scenario
that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot return to
this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such as
business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Overview

Litware Inc. is a renewable company.

Litware has offices in Boston and Seattle. Litware also has remote users located across the United States. To access Litware resources, including cloud resources, the remote users establish a VPN connection to either office.
Existing Environment

Identity Environment

The network contains an Active Directory forest named litware.com that syncs to an Azure Active Directory (Azure AD) tenant named litware.com.

Microsoft 365 Environment

Litware has a Microsoft 365 E5 subscription linked to the litware.com Azure AD tenant. Microsoft Defender for Endpoint is deployed to all computers that run Windows 10. All Microsoft Cloud App Security built-in anomaly detection
policies are enabled.

Azure Environment

Litware has an Azure subscription linked to the litware.com Azure AD tenant. The subscription contains resources in the East US Azure region as shown in the following table.

-
Name Type LTI Description
LA1 Log Analytics Contains logs and metrics collected from all Azure
workspace resources and on-premises sernvers
W1 Virtual machine | Server that runs Windows Server 2019
W2 Virtual machine Server that uns Ubuntu 1804 LTS
-y -

Network Environment
Each Litware office connects directly to the internet and has a site-to-site VPN connection to the virtual networks in the Azure subscription.
On-premises Environment
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Name Operating system Office Description
Windows Server Domain controllerin litware com that
DCA 2019 boston connects directly to the internet
CLIENT1 | Windows 10 Boston Domain-joined client computer

Current problems

Cloud App Security frequently generates false positive alerts when users connect to both offices simultaneously.

Planned Changes

Litware plans to implement the following changes:

Create and configure Azure Sentinel in the Azure subscription.

Validate Azure Sentinel functionality by using Azure AD test user accounts.

Business Requirements

Litware identifies the following business requirements:

Azure Information Protection Requirements

All files that have security labels and are stored on the Windows 10 computers must be available from the Azure Information Protection - Data discovery dashboard.
Microsoft Defender for Endpoint Requirements

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender for Endpoint.

Microsoft Cloud App Security Requirements

Cloud App Security must identify whether a user connection is anomalous based on tenant-level data.

Azure Defender Requirements

All servers must send logs to the same Log Analytics workspace.

Azure Sentinel Requirements

Litware must meet the following Azure Sentinel requirements:

Integrate Azure Sentinel and Cloud App Security.

Ensure that a user named admin1 can configure Azure Sentinel playbooks.

Create an Azure Sentinel analytics rule based on a custom query. The rule must automatically initiate the execution of a playbook.

Add notes to events that represent data access from a specific IP address to provide the ability to reference the IP address when navigating through an investigation graph while hunting.
Create a test rule that generates alerts when inbound access to Microsoft Office 365 by the Azure AD test user accounts is detected. Alerts generated by the rule must be grouped into individual incidents, with one incident per test
user account.

NEW QUESTION: 66

You have an Azure Storage account that will be accessed by multiple Azure Functions apps during the development of an application.
You need to hide Microsoft Defender for Cloud alerts for the storage account.

Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Entity type: Azure Resource : _ st
| IP address i

| Host -

| User accotint

FiéldiResource |d {%9)

e

| Name

i Address
' Command line

== Microsoft

Answer:

Entity type: _Azure Resource . %%
IP address

Host

'Microsoft P

* Resource Id
Name

Address
Command ling

Explanation:
Answer Area

Entity type: Azg@r :G O m =
eﬁm ;ei;;eRes&u rce id -

m  Microsoft

NEW QUESTION: 67

You have a Microsoft 365 E5 subscription that contains a device named Device 1. Device 1 is enrolled in Microsoft Defender for End point.
Device1 reports an incident that includes a file named File1 exe as evidence.

You initiate the Collect Investigation Package action and download the ZIP file.

You need to identify the first and last time File1.exe was executed.

What should you review in the investigation package?
A. Processes



B. Scheduled tasks

C. Autoruns

D. Security event log

E. Prefetch files

Answer: E (LEAVE A REPLY)

When you initiate the Collect Investigation Package action on a device in Microsoft Defender for Endpoint, the package includes many forensic artifacts that help you trace file usage, process execution, and system behavior. Among

those artifacts are prefetch files. Prefetch files record metadata about which executables were run and when, and can provide first/last execution timestamps. Whizlabs+2InfoSec Write-ups+2 Specifically, Microsoft documents (e.g.
Respond-machine alerts) describe that the investigation package contains folders such as Autoruns, Processes, Scheduled tasks, Security event log, Users and Groups, Prefetch files, among others. InfoSec Write-ups+2Whizlabs+2
Among those, the Prefetch files are the best source to determine the first and last run time of a given executable (like File1.exe). Other artifacts (process history, event logs) might also show execution events, but prefetch is the
artifact designed for showing executable run metadata and is most commonly used for that purpose in forensic investigations. InfoSec Write-ups+2ExamTopics+2 Because the question specifically asks "first and last time File1.exe
was executed," reviewing Prefetch files in the investigation package is the correct approach.

NEW QUESTION: 68

You need to modify the anomaly detection policy settings to meet the Cloud App Security requirements.
Which policy should you modify?

A. Activity from suspicious |IP addresses

B. Activity from anonymous IP addresses

C. Impossible travel

D. Risky sign-in

Answer: C (LEAVE A REPLY)

Section: [none]

Explanation/Reference:
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION: 69

You have an Azure subscription named Sub1 that uses Microsoft Defender for Cloud.

You need to assign the PCI DSS 4.0 initiative to Sub1 and have the initiative displayed in the Defender for Cloud Regulatory compliance dashboard.
From Security policies in the Environment settings, you discover that the option to add more industry and regulatory standards is unavailable.

What should you do first?

A. Configure the Continuous export settings for Azure Event Hubs.

B. Configure the Continuous export settings for Log Analytics.

C. Disable the Microsoft Cloud Security Benchmark (MCSB) assignment.

D. Enable the Cloud Security Posture Management (CSPM) plan for the subscription.

Answer: (SHOW ANSWER)

NEW QUESTION: 70

You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of an application.
You need to hide Azure Defender alerts for the storage account.

Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Entity type: v
IP address

Azure Resource
Microsoft Host

User account
Field: v
Name

Resource Id

Address
Command line

Answer:

Entity type: -
IP address

Azure Resource
Host

User account

Field: b
Name

Microso't  |Resource Id
Address
Command line

Reference:
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920

NEW QUESTION: 71

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

* Enable and disable advanced features of Microsoft Defender for Cloud.
* Apply security recommendations to a resource.



The solution must use the principle of least privilege.
Which Microsoft Defender for Cloud role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used once, mote than once, or not at all. You may need to drag

the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Roles Answer Area KBS amica i il
Microsoftt
Resource Group Owner Enable and disable advanced featurésief Microseft Défender for Cloud:
Security Admin
Apply security recommendations to a resource:
Subscription Contributor
Subscription Owner
Answer:
Roles Answer Area
Resource Group Owner Enable and disable advanéed feéthres of Microsoft Defender for Cloud: |Security Admin
Security Admin -
Apply security recommendations to a resource: Subscription Contributor
Subscription Contributor
F;_ |y AR of §
Subscription Owner \V/ '\m’ USUI L

NEW QUESTION: 72
Drag and Drop Question

You have 50 on-premises servers.
You have an Azure subscription that uses Microsoft Defender for Cloud. The Defender for Cloud deployment has Microsoft Defender for Servers and automatic provisioning enabled.

You need to configure Defender for Cloud to support the on-premises servers. The solution must meet the following requirements:
- Provide threat and vulnerability management.

- Support data collection rules.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

From the Add servers with Azure Arc settings in the Azure portal, generate an installation
script.

From the Data controller settings in the Azure portal, create an Azure Arc data controller.

On the on-premises servers, install the Log Analytics agent.

On the on-premises servers, install the Azure Connected Machine agent.

On the on-premises servers, install the Azure Monitor agent.

Answer:

Actions Answer Area

From the Add servers with Azure Arc settings in the Azure portal, generate an installation
script.

From the Data controller settings in the Azure portal, create an Azure Arc data controller, On the on-premises servers, install the Azure Connected Machine agent.

On the on-premises servers, install the Log Analytics agent.

On the on-premises servers, install the Azure Monitor agent.

Explanation:
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/data-collection
https://learn.microsoft.com/en-us/azure/azure-arc/servers/learn/quick-enable-hybrid-vm

NEW QUESTION: 73
Hotspot Question

Your on-premises network contains a Hyper-V cluster. The cluster contains the virtual machines shown in the following table.



Operating system d Azure Monitoring

Agent

Windows Server 2019 WNo Installed
Windows Server 2016 Not installed
Linux Ubuntu 20 04 ﬁ} i Installed

You have a Microsoft Sentinel workspace named SW1.
You have a data collection rule (DCR) that has the following configurations:
- Name: DCR1
- Destination: SW1
- Platform type: All
- Data collection endpoint: None
- Data source: Windows event logs, Linux syslog
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Microseaft

Server1 can be added to DCR1 as a resource and all the Windows event logs can be
gathered.

Statements

Server2 can be added to DCR1 as a resource and specific Windows event log events can be
gathered.

Server3 can be added to DCR1 as a resource and all the Linux syslog data can be gathered.

Answer:

Answer Area

Microsoft o

Statements @4

W~ N
Server1 can be added to DCR1 as a resource and all th Waws event logs can be

gathered. @*@

Server2 can be added to DCR1 as a resource aﬁncﬁ%ﬂacific Windows event log events can be
gathered. ﬂ.f“@?’&

Server3 can be added to DCR1 as a %G@ and all the Linux syslog data can be gathered.
[

L 1 i

Yes

O

O

O




NEW QUESTION: 74

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.

You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.
A. Add a tag to the device group.

B. Add the device users to the admin role.

C. Add a tag to the machines.

D. Create a new device group that has a rank of 1.

E. Create a new admin role.

F. Create a new device group that has a rank of 4.

Answer: A,C,D (LEAVE A REPLY)
https://docs.microsoft.com/en-us/learn/modules/deploy-microsoft-defender-for-endpoints-environment/4-manage-access

NEW QUESTION: 75

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.
View the window

You need to test LA1 in Security Center.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Set the LAT tngger to v
When an Azure Security Center Recommendation is created or triggered
When an Azure Securnity Center Alert is created or tnggered
When a response [o an Azure Secunty Center alert is triggered

Trigger the execution of LA1 from b 4
Recommendations
Workflow automation



https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area

Set the LA1 trigger to:

Trigger the execution of LA1 frm i

Workflow automation
Explanation:

Answer Area = M | Cros Oft

Set the LA1 trigger to: - u v

When an Azure i Recommendation is created or triggered
When an Azure Secufily Center Alert is created or triggered
When a response to an Azure Secunty Center aler is friggered

Trigger the execution of LA1 from: ﬁ,ﬁ‘fiﬁh - | v

ndations
Workflow automation

Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-whe

NEW QUESTION: 76
You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



LEEFEUULYES L

“type”: ™ | [v fautomations”,
Microsoft Automation
Microsoft. Logic
Voo o Sacs iy_

“apiversion”: “2015=-01-0l-preview”,

“name”: “[parameters(‘name’)]”, o

“location”: “[parameters(‘location’)]”, 0
“properties™: { .
“description”: “[format (variable %cripticn'], “{0}', parameters
| ‘subscriptionId®)}]”, &
“isEnabled”: true, 9

“actions”: [ 6
{ \ .
“actionType”: “LogAckbp’, BE\jicrosoft
“logicAppResour “[resourceId(‘*IT workflows', parameter:
| ‘appMama')) 1",
“uri®: *[li @.backHR‘L {resourceld{parameters (‘subscriptionId’|
:armtarst‘:ﬂsﬂurmﬁrc+5'l. ‘j - - ..';:f’wﬂrkflawsftxiggﬁrs’:
Microsoft Automation
Microsoft Logic
Microsoft Security
parameters ( ‘appName‘’), ‘manual’}), ‘2019-05-01‘).value]”
1

Answer:

: !ijllcrosoft

i |v /automations”,

Microsoft Automation

Microsoft Logic
osoTee

AL

“apiVersion”: “2019-01-0Ol-prewview"”,
“name”: “[parameters(‘name’)]",
“location”: “[parameters(‘locaticn’)1”,
“properties”: {

“description®: “[format (variables(‘description m, parameters
(‘subscriptionId’))]”, C :

“isFnabled”: true, 5@% &
e

nType” :” “LogicApp”,
~AppResourcelId”: “[rescurceld(‘ITEM2/workflows’, parameters

“[listCallbackURL(rescurceld (parameters (‘subscriptionid’),

parameters ( ‘resourceGroupName’ ), ' | I v Jworkflows/triggers’,

Microsoft Automation
[Microsoft Logic

Microsoft Security
parameters ( ‘appName’ ), ‘manual’), *2019-05-01').wvalue]”

}




Reference:
https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert
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NEW QUESTION: 77
You have the following SQL query.
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Explanation

NEW QUESTION: 78

You have an Azure subscription that contains a Microsoft Sentinel workspace named WS1. WS1 has the Azure Activity connector and the Microsoft Entra ID connector configured.
You need to investigate which accounts have the most alerts and any corresponding incident information for each alert. The solution must minimize administrative effort.

What should you do first in WS1?

A. Enable User and Entity Behavior Analytics (UEBA).

B. From Content hub, install Cloud Identity Threat Protection Essentials.

C. From Content hub, install the Microsoft Purview insider risk management solution.

D. Use User and Entity Behavior Analytics (UEBA) to detect anomalies.

Answer: (SHOW ANSWER)

NEW QUESTION: 79

You have the following KQL query.
let IPList = _GetWatchlist('Bad_IPs'); o\‘

Event o
| where Source == "Microsoft-Windows-Sysmon”

where EventID == 3 6 .
6\’

éxtend EvData = parse_xml(EventData)

tionlP = EventDetail.[14].["stext")

PList)

celIP”, DestinationIP in (IPList), "DestinationIP”™, "None™)
CustomEntity = UserName, MostCustomEntity = Computer, '

I

I

| extend EventDetail = EvData.Dataltem.EventData.
| extend SourcelP = EventDetail.[9].[ "#text”],
|

I

|

where SourcelP ) Destinati
BEcner

extend IPMatch
extend timest ‘TimeGenerated, &
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Statements

The userna=e field i5 s&t as the account entity,

The watchlist cannot be updated after S Created

The 1ABESENaNA e 1.5t as The[PRgdress entity
'l

-
Answer:
Statements Yeo No
. 2 I_ _I
he userteme field is set as the account entity

The watchlist cannot be updated after it'ls created |

The 1pList vanable is set as the IP address entity 1

Explanation:

* UserName field set as the account entity: Yes

* Watchlist cannot be updated after created: No

* |[PList variable set as the IP address entity: Yes

This Kusto Query Language (KQL) snippet is used in Microsoft Sentinel to correlate event data (Sysmon logs) with a watchlist containing known malicious IP addresses. The watchlist is retrieved using the
_GetWatchlist() function, and entity mappings are explicitly set for account, host, and IP entities.

# Step-by-step analysis:

1. UserName field as the Account entity # YES

At the end of the query, the entity mappings are defined as:

extend timestamp = TimeGenerated, AccountCustomEntity = UserName, HostCustomEntity = Computer In Microsoft Sentinel, when an analytics rule uses this query, the AccountCustomEntity mapping links the UserName field to
the account entity .

This enables account-level correlation in incidents and investigation graphs.

# Therefore, Ye s, the UserName field is set as the account entity.

2. The watchlist cannot be updated after it is created # NO
This statement is incorrect.

In Sentinel, watchlists are designed to be dynamic and can be updated, edited, or replaced at any time.

Official Microsoft documentation confirms:

"You can edit, update, or replace a watchlist at any time to ensure your detection logic uses current data." Hence, watchlists can be updated , either manually via the portal or programmatically via API/PowerShell.
# Therefore, No , the watchlist can be updated after it is created.

3. The IPList variable is set as the IP address entity # YES

The first line of the query defines:

let IPList = _GetWatchlist( ' Bad_IPs");

This loads a list of known malicious IPs from the Bad_IPs watchlist.

Later in the query:

where SourcelP in (IPList) or DestinationIP in (IPList)



This confirms IPList contains IP address values used for matching with the event's SourcelP or DestinationIP.
In Sentinel analytics rules, this variable represents IP address entities for correlation and visualization.
# Therefore, Yes , the IPList variable is set as the IP address entity.

NEW QUESTION: 80

You need to identify which mean time metrics to use to meet the Microsoft Sentinel requirements. Which workbook should you use?

A. Analytics Efficiency

B. Security Operations Efficiency

C. Event Analyzer

D. Investigation insights

Answer: B (LEAVE A REPLY)

Microsoft Sentinel provides built-in workbooks for operational insights. To analyze mean time metrics (Mean Time to Acknowledge, Mean Time to Resolve, Mean Time to Mitigate), the correct workbook is Security Operations
Efficiency.

According to Microsoft's Sentinel documentation:

"The Security Operations Efficiency workbook helps SOC teams monitor and improve operational performance by showing incident trends and key performance indicators such as mean time to acknowledge (MTTA), mean time to
resolve (MTTR), and incident closure rates." Other options:

* Analytics Efficiency - tracks analytic rule performance.

* Event Analyzer - provides event data analysis, not MTTA/MTTR.

* Investigation Insights - focuses on incident investigation details, not SOC metrics.

# Correct workbook: Security Operations Efficiency

NEW QUESTION: 81

You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point
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LA L TN IR U e

'=I\/Iicrosoft

| project LogonFailures=count ()

| summarize LogonFailures=count ()
by DeviceName, LogonType

| where ActionType == FailureReason

| where DeviceName in (“CFOLaptop”,

ar
"CEOLaptop”, "“COOLaptop”)

—

ActionType == “LogonFailed”

ActionType == FailureReason
DeviceEvents
DeviceLogonEvents

Answer:

Values

| project LogonFailures=count()

| summarirze LogonFailuresscount()
by DeviceName, LogonType

| where ActionType == FailureReason

| whera DeviceNams in {“thptnp";l | where DeviceMame in i_"CPOLaptap",;
“CEOLaptop”, "COOLaptop™) |’ CECLaptop”, “COOLaptop”)

ActionTypa == “LogonFailed” 1 ActionType == FailureReason
L

|1 summarize LogonFailures=count ()

ActionType == FailureReason b}' DﬂviCENMf LWQHTYP'

DeviceEvents

DevicelogonEvents

NEW QUESTION: 82
Drag and Drop Question
You have an Azure subscription that contains 100 Linux virtual machines.

You need to configure Microsoft Sentinel to collect event logs from the virtual machines.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions

Install the Log Analytics agent for Linux on the virtual
machines.

Add Microsoft Sentinel to a workspace.

Add a Security Events connector to the workspace.

Add an Microsoft Sentinel workbook.

Add a Syslog connector to the workspace.

Answer:

Answer area

©
©

©

= Microsoft

Actions

Answer area

Add Microsoft Sentinel to a workspace.

‘Add a Syslog connector to the workspace.

Add a Security Events connector to the workspace. ©

Install the Log Analytics agent for Linux on the virtual
machines.

Add an Microsoft Sentinel workbook.

I — 1

1©

=" Microsoft

©

Explanation:




https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION: 83
You have the resources shown in the following table.

Name Type Description Location
Serveri Server File server that On-premises
runs Windows
Server
Server2 Virtual machine Application server | Amazon Web
that runs Linux Services (AWS)
Server3 Virtual machine Domain controller | Azure
that runs Windows
Server
Server4 Server Domain controller | On-premises
that muns Windows
erver

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to enable Microsoft Defender for Servers on each resource.

Which resources will require the installation of the Azure Arc agent?

A. Server3 only

B. Server1 and Server4 only

C. Server1, Server2, and Server4 only

D. Server1, Server2, Server3, and Server4

Answer: C (LEAVE A REPLY)

Azure Arc agent is a software that enables you to manage your Windows and Linux machines hosted outside of Azure on your corporate network or other cloud providers. It allows you to project your existing non-Azure and/or on-

premises resources into Azure Resource Manager

NEW QUESTION: 84
You need to implement the ASIM query for DNS requests. The solution must meet the Microsoft Sentinel requirements. How should you configure the query? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.
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Answer Area

=:g Microsoft ASIM parser

e Gl
~&LP? " imDns
RoS'" " M=
fﬁg.é_@ Filter: A filtering paramete
A filtering parameter
‘A pack parameter
' The WHERE clause

Answer:

Microsoft

ASIM parser: e
I

; _Im_Ons_InfobloxNTOS
| imDns

Filter:

A pack parameter
The WH_ERE clause

Explanation:

Answer Area GU

\'eé?p;rsen _Im_Dns s

R Al Mierosefe X

NEW QUESTION: 85

Your on-premises network contains 100 servers that run Windows Server.

You have an Azure subscription that uses Microsoft Sentinel.

You need to upload custom logs from the on-premises servers to Microsoft Sentinel.
What should you do? To answer, select the appropriate options m the answer area.



On the servers, install the: Ir Log Analytics agent j\‘ﬂ
Arure Connected Machine agent
Log Analytics agemt

Microsoft Dependency ageno )\
| ]

ogbnab G pace settings of Microsoft Sentinel E!

fonnectors page of Microsoft Sentinel
Log Analytics workspace settings of Microsolt Sentinel
Logs blade of Microsoft S-eﬂhrﬁ

== Microsoft

Configure custom log settings by using the: |

'.i

Answer:

On the servers, install the: Log Analytics agent z?j
Azyre Conpected Machine agent
Log Analytics agent

Microsoft Dependency-agert

Configure custom log settings by using the: | Log Analylicsvorkspace settings of Microsoft Sentinel 6!

0ata dpnnectors page of Microsoft Sentinel
L0a Analytics workspace settings of Microsoft Sentinel

"B Micidsoft

Explanation:

On the servers, install the:  Log mmgﬁmt hd

Configure custom log settings by using the: Lq‘mm}cs workspace settings of Microsoft Sentinel v

= Mi€rosoft

To ingest custom logs from on-premises servers into Microsoft Sentinel , the logs must first be collected through the L og Analytics workspace that Sentinel is built on. According to Microsoft Sentinel and Azure Monitor

documentation, the required steps are:

* Install the Log Analytics agent (MMA/OMS agent) on each on-premises Windows Server that will send logs.

* This agent securely forwards Windows event logs, performance data, and custom log files to the Log Analytics workspace in Azure Monitor.

* Although Azure Monitor Agent (AMA) is the newer option, custom log collection is still supported primarily via the Log Analytics a gent until full parity is achieved.
* The Microsoft Dependency agent is used only for service map and dependency data, not for log ingestion.

* The Azure Connected Machine agent (for Azure Arc) can onboard machines for management but does not directly handle c ustom log configuration for Sentinel.
* Configure custom log ingestion by defining custom log collection rules in the Log Analytics workspace settings .

* In Sentinel, navigate to the underlying workspace # Advanced settings # Data # Custom Logs to define the log format, file path, and collection parameters.

* The custom log configuration is always managed at the workspace level , since Sentinel queries data from the connected workspace's tables.



Other options, like the Data connectors page or Logs blade of Sentin el, are used for connecting integrated services or for querying data, not for defining custom ingestion sources.
Therefore, based on official Microsoft Defender XDR and Sentinel integration guidance, the correct configuration steps are:

# On the servers, i nstall the: Log Analytics agent

# Configure custom log settings by using the: Log Analytics workspace settings of Microsoft Sentinel

NEW QUESTION: 86

You use Microsoft Sentinel.

You need to receive an alert in near real-time whenever Azure Storage account keys are enumerated. Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth
one point

A. Create a livestream.

B. Add a data connector.

C. Create an analytics rule.

D. Create a hunting query.

E. Create a bookmark.

Answer: (SHOW ANSWER)

NEW QUESTION: 87

Hotspot Question

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to use an Azure Resource Manager (ARM) template to create a workflow automation that will trigger a logic app when specific alerts are received by Microsoft Defender for Cloud.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area -. M * f
“a:tians". IC roso t
{

"actionType": "LogicApp",

"logicAppResourceld": "[resourceld(' _ ¥  Jworkflows', parameters('logicAppName'))]",
Mlcmsuft.Aie‘rtsManagement
Mlcrusnft.hummatlon

Microsoft.Logic

Microsoft.Security

uri®: “[1isttallhackUﬂL(resaurce;ﬁﬁﬁirgmeters(‘subscriptianId'), parameters('logicAppResourceGroupName'),

}

Answer:

Answer Area
"actions": [
{
"actionType": “"LogicApp",

Mllch@lsefrbsour“m(l ﬁGOR ows', parameters('logicAppName'))]",
Micr
et

e RO sy

uri": "[listCallbackURL(resourceld(parameters('subscriptionld’), parameters('logicAppResourceGroupName'),

}
NEW QUESTION: 88



You deploy Azure Sentinel.
You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative effort.

Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Microsoft Teams: v

Custom

Office 365
Security Events
Syslog O,

Linux virtual machines, in Azure: v

Custom

Office 365
Security Events
Syslog

Answer:

Microsoft Teams: \ 4

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom
Office 365
Security Events

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION: 89

You have a Microsoft Sentinel workspace.
You enable User and Entity Behavior Analytics (UFBA) by using Audit logs and Signin logs. The following entities are detected in the Azure AD tenant:

* App name: App1



* |P address: 192.168.1.2

* Computer name: Device1

* Used client app: Microsoft Edge

* Email address: user1@company.com

* Sign-in URL: https://www.company.com

Which entities can be investigated by using UEBA?

A. app name, computer name, IP address, email address, and used client app only

B. IP address and email address only

C. used client app and app name only

D. IP address only

Answer: (SHOW ANSWER)

Microsoft Sentinel UEBA (User and Entity Behavior Analytics) focuses on users and hosts (devices) and enriches data with contextual information.
When enabling UEBA with Audit logs and Signin logs, the only entities supported for investigation are:

* User accounts (email addresses)

* Hosts or devices (including IP addresses)

Other values like App name, Used client app, and Sign-in URL are attributes in log data but not tracked entities in UEBA investigations.

NEW QUESTION: 90

You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.

What should you recommend for each threat? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Internal threat: v

Add resource locks to the key vault.
Modify the access policy settings for the key vault.
Modify the role-based access control (RBAC) settings for the key vault.

Extemal threatt = So £ v
Implernent Azure Firewall.

Modify the Key Vault firewall settings.

Modify the network security groups (NSGSs).

Answer:


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area

Internal threat:

External threat: v
Implement Azure Firewall.

Modify thellKey Vault firewall setti
Vodity heetib b estioy Gatpeaidcs)

Explanation:
Answer Area -
Microsoft
Internal threat: | Pl v
dd resource locks to the key vault.
Modify the access policy settings for the key vault. —— _
Modify the role-based access control (RBAC) settings for the key vault.
External threat: A\t v
Implement Aziire Firewall.
Modify the Key Vault firewall settings.
Modify the network security groups (NSGs).
Reference:

https://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault

NEW QUESTION: 91

You have a Microsoft Sentinel workspace named Workspace1.

You need to run a KQL query as a search job.

Which five actions should you perform in Workspace 1 in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions

i Select Logs.

it Enter a KQL query and select Run.

oM
=T estsC
i Enter a KQL query and select mgﬁg

i1 Enter a new table name.

it Select Run a search job.

Answer:

Explanation:



Actions Answer Area

¥ Select Logs. i Select Search.

Enter a KQL query and select Run. s Set Search job mode to On.

Enter a KQL query and select Search job

Enter 3 new table name.

Select Run a search job.

Microso#ft

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 92

You have a Microsoft Sentinel workspace that contains a custom workbook.

You need to query for a summary of security events. The solution must meet the following requirements:
* Identify the number of security events ingested during the past week.

* Display the count of events by day in a chart.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area [

== Microsoft

| summarize countly by

cTimeGenerated ¥ , 7d)
| |
- | Account
| render timechart
coalesce EventiD
extract | Processld

max_of IimeGenerated

Answer:


https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html

Answer Area

| summarize coumt()*by_ big > limeGenerated ¥ , 74)
! | Account
ref PpecrNart

=

[Codlesia EventiD
extract Processid
max_of i

Explanation:

Answer Area

SecurltvEvenl

| summS-§fof count() by TimeGenerated -

R ender timechart

To summarize security events over the last week and chart them by day , use KQL time binning on the event timestamp. In Sentinel/Log Analytics, bin() groups records into fixed time buckets on a datetime column- here,
TimeGenerated . Pair that with a time filter for the past 7 days and render as a timechart. The key pattern is:

SecurityEvent

| where TimeGenerated > = ago(7d)

| summarize Count = count() by bin(TimeGenerated, 1d)

| render timechart

* bin is the correct aggregator for time-based bucketing.

* TimeGenerated is the standard timestamp column used across Sentinel tables for ingestion time.

* Using a 1-day bin shows the daily counts; the where TimeGenerated > = ago(7d) limits results to the past week .

* render timechart visualizes the grouped counts over time.

In the answer area shown, you select bin and TimeGenerated ; (the full query would also include the where line and a 1d bin size to meet the "by day" requirement).

NEW QUESTION: 93

Hotspot Question

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are received by Azure Security Center.
How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

“resources”: [
{

“type”: “ | ]v fautomations”,
[Microsoft Automation
Microsoft. Logic
= Microedt. ? .
..M@fa@s@ SEo1-0r-preview, ~\
nama": “[parametars(‘name’)] ’ﬁgk . %
*location”: " [parameters ( ‘1n:atian' Y1%, r* 4 j;-'
“properties”: | %
“"description”: “[format (variables| iption’), “{0}', parameters
(*subseriptionId’))]”, Y~y "
L e - . {':-4':‘- F_,.J}]:
isEnabled”: true, % (7 =
“ac t.:.crns" : s % g

f 1" L
e

N
“actionT %ﬂéﬁglchpp '
“log;. :cuId"“" “[rescurceld( ITEM2/workflows’

{ ‘appName’ )} 1", 1;
Yary e [lutcallbackﬂu{resaurce:d{pazmtﬁrs{ ‘subscriptionid’).,
parameters (' :ﬂsauzcaGroupHama*), LB

parameters

Iv |/workflows/triggers’,

Microsoft Automation
Microsoft.Logic
Microsoft. Security

‘2019-05-01') .value]”™

parameters ( ‘appName’ } ,
}
1,

‘manual’ ),

Answer:



Answer Area

“resources®:
{

“tvpeY: M W /automations®,
Microsoft Automation
Microsoft. Logic
Microsoft Security

“apiVersion”: “2019-01-0l-preview"”,

“name”: " [parameters(‘name’)]"”.

“location™: “[parameters(‘location’)]”.

“properties™: {
“description”: “[format (variables (‘'description’), ‘{0}', parameters
{‘subscriptionId’))]”,
“isFnabled”: true,
“actions®™: [
{
“actionType®: “LogicApp"™,
“logicAppResourceld”: ™[resourceld('ITEMZ/workflows', parameters
{‘appName’)) 1",

“"uri®:z “[listCallbackURL(rescourceld(parameters ( ‘subscriptionId’),
parameters ( ‘reasourceGroupName’), °* W /workflows/triggers’,
Microsoft Automation
| Microsoft Logic
Microsoft. Security

parameters ( ‘appName®), ‘manual’), "201%-05-01').value]”
}
1,

Explanation:
https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert
https://raw.githubusercontent.com/Azure/azure-quickstart-templates/master/quickstarts/microsoft.security/securitycenter-create-automation-for- alerthamecontains/azuredeploy.json

NEW QUESTION: 94

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct
solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: From Entity tags, you add the accounts as Honeytoken accounts.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts

NEW QUESTION: 95

You have a Microsoft 365 E5 subscription that uses Microsoft Defender and an Azure subscription that uses Azure Sentinel.
You need to identify all the devices that contain files in emails sent by a known malicious email sender. The query will be based on the match of the SHA256 hash.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
EmaillAttachmentInio

| where SenderFromAddress =~ “MaliciousSender@fexample.com”

where isnotempty |v
(Deviceld) -
(RecipientEmailAddress)
(SenderFromAddress) o~
(SHA256)

] jJoin. {

DeviceFileEvents
| project FileName, SHA256

) on e A\ % [‘f
(Deviceld) -~~~ .
(RecipientEmailAddress) m Microsoft
(SenderFromAddress) .
(SHA256)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld

NetworkMessaageId. SenderFromAddress. RecivpientFmailAddress
Answer:

EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

where isnotempty | v

(Dewviceld)
(RecipientEmailAddress) =~
|(SenderFromAddress)
[((SHA2586) |

S Microsoft

HeviceFileEvents

| project FileName, SHAZ2S56

) on T -*'
(Deviceld) R
(RecipientEmailAddress)

|(sHA256)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessagelId, SenderFromAddress, RecipientEmailAddress

Explanation:



EmailAttachmentInfo

| where SenderFromiiddress =~ “Ma -- 1oMfWS@‘ﬁtle com”

where isnotempty |v
eviceld

(RecipientEmailAddress) I,
(SenderFromAddress) )
(SHA256) _

| join (
DeviceFileEvents
| project FileName, SHA256

e N
eviceld) Wi/
{Remp:entEmauAddress)

{SendermeAddress}

| project Timestamp, FileMName, SHA256, DeviceName, DeviceId

NetworkMessagelId, SenderFromfAddress, RecipientEmaillddress
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?
view=0365-worldwide

NEW QUESTION: 96

You need to implement the Microsoft Sentinel NRT rule for monitoring the designated break glass account.
The solution must meet the Microsoft Sentinel requirements.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Are = Microsoft

SigninLogs 5558

’ E,E ﬁ | kind=inner - atehli + ('breakglass_account')

lookup extenal_table
union d materialized_view

on $left.UserPrincipalName == $right.SearchKey

Answer:



Answer Area

SigninLogs

kind=inner | - SEMatchlist _ . v ('breakglass_account')
Ryt - = — e e e e

tGokup extenal_table

union materialized_view

on $left.UserPrincipalName == $right.SearchKey

Explanation:
Answer Area

SigninLogs
| join T kindsinner GetWatchlist ¥ ('breakglass_account')

on $left.UserPrinéloalName =L fright.Searchkey
For a near-real-time (NRT) analytics rule that detects sign-ins by a designated break-glass account, the most direct and performant pattern is to filter SigninLogs by joining to a Microsoft Sentinel watchlist that contains the protected
account(s). Sentinel exposes watchlists to KQL through the helper function
_GetWatchlist( ' < watchlist-name >") , which returns a table with standard columns (including SearchKey ) plus any custom columns you imported. Using join kind=inner ensures the result set includes only those SigninLogs rows
whose UserPrincipalName matches an entry in the watchlist-ideal for alerting on a high- value account without post-filtering.
The completed query is:
SigninLogs | join kind=inner (_GetWatchlist( ' breakglass_account')) on $left.UserPrincipalName == $right.
SearchKey
This approach satisfies the requirement to implement an NRT rule for the break-glass account because:
* NRT rules support KQL with joins and watchlists and are optimized for rapid evaluation over fresh data.
* Using a watchlist lets SecOps adjust monitored accounts without editing the rule-minimizing administrative effort and aligning with least-privilege operations (no extra permissions beyond watchlist management).
* The inner join pattern reduces noise by returning only matched events, which are then turned into alerts
/incidents by the NRT rule.
Thus, select join and GetWatchlist , and join UserPrincipalName to the watchlist's SearchKey .

NEW QUESTION: 97

You purchase a Microsoft 365 subscription.

You plan to configure Microsoft Cloud App Security.

You need to create a custom template-based policy that detects connections to Microsoft 365 apps that originate from a botnet network.
What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Policy template type: v
Access policy

Activity policy

Anomaly detection policy

i Bddoaon v
IP address tag

Source

User agent string

Answer:

Policy template type: v

Access policy
Activity policy
Anomaly. deteetion policy |

Filter based an: d :V

|IP address tag
ource g
User agent string

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION: 98

You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

You need to ensure that you can investigate threats by using data in the unified audit log of Microsoft Defender for Cloud Apps.
What should you configure first?

A. the User enrichment settings

B. the Azure connector

C. the Office 365 connector

D. the Automatic log upload settings

Answer: (SHOW ANSWER)

https://learn.microsoft.com/en-us/defender-cloud-apps/connect-office-365

NEW QUESTION: 99

Hotspot Question

You have an Azure subscription that has Microsoft Defender for Cloud enabled for all supported resource types.
You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Defender for Cloud.

You need to test LA1 in Defender for Cloud.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area

Set the LA1 trigger to: v
When a Defender for Cloud Recommendation is created or triggered
When a Defender for Cloud Alert is created or triggered

When a response to a Defender for Cloud alert is triggered

Trigger the execution of LA1 from: v
Recommendations
Security alerts
Regulatory compliance standards
Answer:
Answer Area
Setthe LA1 trigger to: v
When a Defender for Cloud Recommendation is created or tniggered
When a Defender for Cloud Alert is created or triggered
When a respanse to a Defender for Cloud alert is triggered
Trigger the execution of LA1 from: v
Recommendations
Security alerts

Regulatory compliance standards

NEW QUESTION: 100

You have an Azure subscription that uses Microsoft Sentinel and contains 100 Linux virtual machines.
You need to monitor the virtual machines by using Microsoft Sentinel. The solution must meet the fallowing requirements:
* Minimize administrative effort

* Minimize the parsing required to read log data

What should you configure?

A. REST APl integration

B. a Common Event Format (CEF) connector

C. a Log Analytics Data Collector API

D. a SysJog connector

Answer: (SHOW ANSWER)

NEW QUESTION: 101

You have an Azure subscription.

You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.
You need to configure storage for the workspace. The solution must meet the following requirements:

* Minimize costs for daily ingested data.
* Maximize the data retention period without incurring extra costs.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

What should you do for each requirement? To answer, select the appropriate options in the answer are a. NOTE Each correct selection is worth one point.

Minimize costs for daily ingested data: LUse d Comumitment tier
Apply a daly cap.

Use the Pay-As-You-Go [PAYG) model

Maamize the data retention penod without
incurring extra costs | Set retention to 90 days. 5
Set retention to 31 days

Set retenbon o 90 days

E! Microsoft Set retention to 365 days.

Answer:

Minimize costs for daily ingested data: [ Use a commitment tier. S X ]
IJI

Maximize the data retention penod without

e
incurring extra costs: £ Set Yetention to 90 days. 6
) Set retention to 31 da

-

Set retention to 3:6_5_11._;1;1

NEW QUESTION: 102

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.
You have a Microsoft Sentinel workspace.

Microsoft Sentinel connectors are configured as shown in the following table.

m'”.... e

* Audit logs
Microsoft Entra 1D * Microsoft Graph
actiyity log®
& Wicrasolt Exchange
Omline
Microsoflt 365 * Microsoft SharePoint
Cnlire

* Microsoft Teams

You use Microsoft Sentinel to investigate suspicious Microsoft Graph API activity related to Conditional Access policies. You need to search for the following activities:

* Downloads of the Conditional Access policies by using PowerShell

* Updates to the Conditional Access policies by using the Microsoft Entra admin center Which tables should you query for each activity? lo answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Conditional Access policy downloads:t MicrosoftGraphActivitvlogs | Bl
Auditlogs '

MicrosaftGraphdcinatyl oos
OtficeActivity

Conditional AECest pblicy updates: Audillogs and MicrosoftGraphActivit
Auditlogs and MicrosoftGraphActiving] o

Auditlogs and OfficeActivity

5 L M i c r 0 S 0 f t OfficeActivity and MicrosoftGraphActivitylogs

Answer:
FISNWET AIEa

Conditional Access policy downloads: _MigrosoftGraphActivitylogs | ¥
il P
| MicrosoltGraphActatylogs
OfhiceActvity — — — — = — ©
Conditional Atgess.policy updates: _Auditlogs acd MiciosaftGaphActivitylags . — — ¥

I Auditiogs and Microsoftc raphActivityl.ogs

AuditLogs and OfficeActivity

%| - M i C ro S Oft OfficeActivity and MicrosoftGraphActivitylogs

Explanation:
Answer Area

Conditional Access policy dnwnioa% MicrosoftGraphictivitylLogs bk

Conditional Access policy updates: | Auditlogs and MicrosaftGraphActivityLogs

NEW QUESTION: 103
You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vm2.

The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)



Secure Score Recommendations status Resource health

o (2) § completed control 10 Tetsd
66% (~30 of 45 points) e — G r;ﬂ)
16 completed 21Tt
Y= mcommenditon

Resource exemption (preview)

< i Now you can exempl irrelevant resources so they do not affect your secure score. >

Leam more
Each secunty control balow represents 3 secunty nik you should mitigate.

Address the recommendations in sach control focusing on the controls worth the most points.
To get the max score. fix all recommendations for all resources in a control.  Leam more  »

Ig ANl Quick fix available: Al
p by controls:

£ Search recommendations | Control status' 2 Selected

Contains exemplions: n =5
Controls Unhealthy réesouroes Resource Health
7 Restrict unauthorized network access 4 points) 2 of 2 resources —_—
> Secure management poﬂ*a +9% (4 points) 1 of 2 resources P, —
> Enable encryption @ +9% (4 points) 2 of 2 resources O
> Remediate securty configurations +4% (2 points) 1 of 2 resources ——
> 2pply adaptrve apphcation control +3% (2 points) 1 of 2 resources —
> Apply system updates @ Completed +0% (0 points) None —_—
> Enable endpomnt protection @ Completed +0% (0 points) None e,
> Remedite vuinerabdites © Completed +0% (0 points) None
> Implement security best practices @ Completed +0% (0 points) None —
> Enable MFA @ Completed +0% (0 points) None —
> Manage access and permissions @ Completed  +0% (0 points) None —_—

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)



Home > Policy
Policy - Compliance

o B Assign policy = Assign initiative f_) Refresh
Stope Type Comphm:e mte

@ Overvien ‘Microsoft Azure || | Alldefintion types  ~ | m.cm

@4 Getting started

i Compliance

# Remediation 100% &. LM 0 -

Overall resource compliance & Resources by cumpllanc on-compliant initiatives

Authoring 1- Non-compliant

‘ & M 0 - Conflicting
& Assignments MNon-com N
Definitions a

@ Exemptions
Related Services Nam' T4 Scope Ty Compliance 7. Resource compliance

¥y Blueprints (preview) No ﬂﬁﬁig“‘*ﬁlr-@,ﬁglaf within the given scope 1, Non-Compliant Resources T, Non-compliant policies

| Microsoft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area = 1 /:
m Microsoft

s Resource Graph

& User privacy

Statements Yes No

Both virtual machines have inboun %egmllcﬁﬁgﬂ

from either Any or Integ@gw L=

Both virtual machméﬁ Have management ports exposed o o
directly to the internet.

If you enable just-in-time network access controls on all virtual

machines, you will increase the secure score by four point.
Answer:



Answer Area

Statements Yes No
Both virtual machines have inbound rules-thatallowaccess .-
: |Q | O
from either Any or Internetranges:
Both virtual machines have management ports exposed O O
directly to the internet. el

If you enable just-in-time network access controls on all virtual ToY o
machines, you will increase the secure score by four point. =

Explanation:
Answer Area

Statements Yes N¢
Both virtual machines have inbound rules that allow access o) o)

‘rom either Any or Internet ranges.

Joth virtual machines have mapagement ports exposed O o
directly to the internet.

f you enable just-in-time fetwork access coftrdls.op all viptvalt o c

machines. vou will increase the secure score bv four point
Reference:

https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-acc
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-management-ports/ba-p/15

NEW QUESTION: 104

You have a Microsoft Sentinel workspace named sws1.

You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts.
The solution must exclude users that list storage keys for a single storage account.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



AzureActivity
BehaviorAnalytics
SecuntyEvent

| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action”
| where ActivityStatusValue == “"Succeeded”
| join kind= inner (
AzureActivity .gMi r f
where OperationNameValue == "microsoft.storage/stora Eﬁntsflist&ys!aoct%no

where ActivityStatusValue == "Sufceeded"

project Expectedlpﬁdﬂrﬁss-CiliéprAddress, Caller

evaluate i b

autocluster()
bin()
count()

) on Caller
| where CallerlpAddress != ExpectedIpAddress
| summarize Resourcelds = make_set(Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

Answer:



AzureActivity
BehaviorAnalytics
SecurityEvent

| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action”

| where ActivityStatusValue == "Succeeded”

| join kind= dnner (
AzureActivity
| where OperationNameValue == *micrusuft,5turng:f5toragta:cuuntsﬂljﬁtk:ys!;ctiun“_,"
| where ActivityStatusvalue == “Succeeded” :ZF=:T:";.Q";:j:“?: |

| project ExpectedlpAddress=CallerlpAddress, Caller

| evaluate i

| |autocluster()

[count()

) on Caller
| where CallerIpAddress |= ExpectedIpAddress
| summarize Resourcelds = make_sat({Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNamevValue, Caller, CallerIpAddress

Explanation

Box 1: AzureActivity

The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the following code:

Box 2: autocluster()

Example: description: |

'Listing of storage keys is an interesting operation in Azure which might expose additional secrets and PIl to callers as well as granting access to VMs. While there are many benign operations of this type, it would be interesting to
see if the account performing this activity or the source IP address from which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single operations do not appear in this list as we cannot learn from it their normal activity (only based on a single event). The
activities for listing storage account keys is correlated with this learned clusters of expected activities and activity which is not expected is returned.' AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action"

| where ActivityStatusValue == "Succeeded"

| join kind= inner (

AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action"

| where ActivityStatusValue == "Succeeded"

| project ExpectedlpAddress=CallerlpAddress, Caller



| evaluate autocluster()

) on Caller

| where CallerlpAddress != ExpectedipAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds = make_set(Resourceld), ResourceldCount = dcount(Resourceld) by OperationNameValue, Caller, CallerlpAddress
| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress Reference:
https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity/Anomalous_Listing_O

NEW QUESTION: 105

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other users in your organization to sign in.
Which anomaly detection policy should you use?

A. Impossible travel

B. Activity from anonymous IP addresses

C. Activity from infrequent country

D. Malware detection

Answer: C (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION: 106

You need to create the analytics rule to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled

Configure the playbook to include: v
Diagnostics settings
A service principal
A trigger

Answer:


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled

Configure the playbook to include: v

[Diagnostics settings
A service principal

trigger

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 107

You have a Microsoft Sentinel workspace named sws1.

You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts.
The solution must exclude users that list storage keys for a single storage account.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html

AzureActivity
BehaviorAnalytics
SecuntyEvent

| where OperationNamevValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == "Succeeded”

| join kind= inner (

AzureActivity m
| where OperationNameValue == "micrnsuft.sxgtucugmtsflistkeys!actinn'
@

| where ActivityStatusValue ==

it e
amalle pAddress, Caller
-

autocluster()
bin()
count()

| project Expected

| eval uute

) on Caller

| where CallerlpAddress != ExpectedIpAddress

| summarize Resourcelds = make_set(Resourceld), Resourc t = dcount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress . M |Cr050ft

Answer:



BehaviorAnalytics
SecuntyEvent

| where DperationMameValue == "microsoft.storage/storageaccounts/listkeys/action”™
| where ActivityStatusValue == “Succeeded”
| join kind= inner {
AzureActivity
where OperationNameValue == "microsoft. storagedstoragfaccounts/listkeys/action™
where ActivityStatusValue == TSugcssded’
project ExpectedlpiddrdgssCallerlpAddress, Caller

evaluats -

| |autocluster()
111V
count()

) on Caller
| where CallerlpAddress != ExpectedIpAddress
| summarize Resourcelds = make set{Resourceld), ResourceldCount = deount({Resourceld)

by OperationMamevalue, Caller, CallerIpAddress

Explanation:

Box 1: AzureActivity

The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the following code:

Box 2: autocluster()

Example: description: |

'Listing of storage keys is an interesting operation in Azure which might expose additional secrets and PIl to callers as well as granting access to VMs. While there are many benign operations of this type, it would be interesting to
see if the account performing this activity or the source IP address from which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single operations do not appear in this list as we cannot learn from it their normal activity (only based on a single event). The
activities for listing storage account keys is correlated with this learned clusters of expected activities and activity which is not expected is returned.' AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action"

| where ActivityStatusValue == "Succeeded"

| join kind= inner (

AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action"

| where ActivityStatusValue == "Succeeded"

| project ExpectedlpAddress=CallerlpAddress, Caller

| evaluate autocluster()

) on Caller

| where CallerlpAddress != ExpectedIipAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds = make_set (Resourceld), ResourceldCount = dcount(Resourceld) by OperationNameValue, Caller, CallerlpAddress



| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress Reference: https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity
/Anomalous_Listing_Of Storage_Keys.yam|

NEW QUESTION: 108
You have the following KQL query.

let IPList = _GetWatchlist('Bad_IPs'); —_I »
W\ 1icresoft

| where Source == “Microsoft-wWindows-Sysson®

| where EventlD == 3

| extend EvDats = parse_xml{EventData)

| extend EventDetail = EvDsta.Dataltes.EventData.Dath

| extend SourcelP = EventDetall.[9].[ #text™], Destination]P = EventDetail.[14].[ wtext™]
|

I

I

where SourcelP in (IPList) or Destinationt® is (IPList)
extend IPMatch = case( SourcelP in (IPLIs®), "SourcelP”, DestinationIP in (IPList), “DestinationIP™, “NHone")
extend timestamp = TimeGenerated, AEcotntCustomEntity = UserNeme, HostCustomEntity = Computer, °

‘. uurmn field is set slhe account entaty_ (=S

Microsoft

The watchlist cannot be updated after ms treated

The 1pList vanable is set a&.ﬂ;j’fiﬁ address entity.

Answer:

Statements - Eg \ No

The username field is set as the account en trty &G ¢

The watchlist cannot be updated %hem(ﬁaﬁ:realed

"3 3"
P *-.‘:‘

The 1PList vanable is sig’a;thelpi%m‘crosoft T :

Explanation:




Statemeris " ) T Yes No

The usertase Nield is set as the account entity L
The watchiist cannot be updated after it is Created .
The 1pList vaniable is set as the IP address entity .

NEW QUESTION: 109

Hotspot Question
You have four Azure subscriptions. One of the subscriptions contains a Microsoft Sentinel workspace.
You need to deploy Microsoft Sentinel data connectors to collect data from the subscriptions by using Azure Policy. The solution must ensure that the policy will apply to new and existing resources in the subscriptions.

Which type of connectors should you provision, and what should you use to ensure that all the resources are monitored? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Connector type: ¥
AP|-based

Diagnostic settings
|og Analytics agent-based

Use: v
A remediation task

A workbook
An analytics rule

Answer:



Answer Area

Connector type:

APl-based.. «
Diagnastic settings
L Log Analytics agent-based

b 4
A remediation fac - | VTS
A workbook
An analytics rule

NEW QUESTION: 110

You plan to create a custom Azure Sentinel query that will provide a visual representation of the security alerts generated by Azure Security Center.
You need to create a query that will be used to display a bar graph. What should you include in the query?

A. extend

B. bin

C. count

D. workspace

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-chart-visualizations

NEW QUESTION: 111

You have a Microsoft 365 subscription.

You have 1,000 Windows devices that have a third-party antivirus product installed and Microsoft Defender Antivirus in passive mode. You need to ensure that the devices are protected from malicious artifacts that were undetected
by the third-party antivirus product Solution: You enable automated investigation and response (AIR).

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Automated Investigation and Response (AIR) automates investigation and remediation actions for alerts that Defender already detects: it triages alerts, runs investigation playbooks, and can execute remediation (quarantine files,
terminate processes, remove persistence) based on the investigation outcome. AIR is powerful for reducing analyst load and quickly remediating detected threats. However, AIR only runs in response to detections/alerts it receives-if

the third-party AV completely misses an artifact and no EDR
/behavioral detection generates an alert, AIR will not be triggered. In contrast, EDR in block mode is specifically built to catch post-breach detections that the primary AV missed and to remediate them.
Therefore, enabling AIR alone does not guarantee protection from artifacts missed by the third-party antivirus; AIR helps remediate once a detection exists but does not itself create the missed detection coverage that EDR in block

mode provides.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html
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NEW QUESTION: 112
You have the resources shown in the following table.

Name Description
SWi1 An Azure Sentinel workspace

CEF1 | A Linux sever configured to forward Commo
(CEF) logs to SW1 Torreresd i

Server1 | A Linux server configured to send Common Event Format
(CEF)logs to CEF1

Server2 | A Linux server configuredto send Sysloglogs to CEF1

You need to prevent duplicate events from occurring in SW1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE: Each correct selection is worth one point.

Resources Answer Area

|

SWi1

From the Syslog configuration; remiove the facilities
CEF1 that send CEF messages.

[ Serverd From the Log Analytics agent, disable Syslog
synchronization.

seerz|VI1Crosort




Resources Answer Area

From the Syslog conﬁgural@émove the facilities t
that send CEF mess

Server1 ﬂ

From the Log Ics agent, disable Syslog
synchronizgg;ﬁ
Server2, & &= Microsoft

Explanation:

Server1'

From the Syslog conﬁgﬂratiM remavedheffacilities [Crm— ‘
that send CEF messages. ‘

From the Log Analytics agent, disable Syslog | CEF1 ‘
synchronization.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-log-forwarder?tabs=rsyslog

NEW QUESTION: 113
You have four Azure subscriptions. One of the subscriptions contains a Microsoft Sentinel workspace.
You need to deploy Microsoft Sentinel data connectors to collect data from the subscriptions by using Azure Policy. The solution must ensure that the policy will apply to new and existing resources in the subscriptions.

Which type of connectors should you provision, and what should you use to ensure that all the resources are monitored? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

.. M I CCE‘QSQJ mlc_ie_tﬂnﬂﬁ. '.

|-based

AS Wm

og Analytics agent-based

#‘e Ty T |
a«\ | W

A workbook
An analytics rule

Answer:

Answer Area Qﬂf’

Cﬂnnectnr

Exaun;:snc settings. o

p m A remediation task
@ Aworkbook™ = T T 7
@b An analytics rule
R =

Explanation

Answer Area

CGHHE%% d% nostic settings o

Use: A remediation task v

. soft

NEW QUESTION: 114
You need to add notes to the events to meet the Azure Sentinel requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the correct order.



Actions Answer Area

Add a bookmark and map an entity.

“From Relké @6riton i Log
Anaiytics query.

Add the query to favorites.

©
o)

©Q

Select a query result.

From the Azure Sentinel wurkss:tace."
run a Log Analytics query.
Answer:

Answer Area

From the Azure Sentinel worksp&ce,run a Log
Analytics query.

Select a query resuit

Add a bookmark and map an entity.

1 - From the Azure Sentinel workspace,run a Log Analytics query.
2 - Select a query result.

3 - Add a bookmark and map an entity.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

NEW QUESTION: 115

You need to create a query for a workbook. The query must meet the following requirements:
List all incidents by incident number.

Only include the most recent log for each incident.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Securitvingidents® . .. L
vigEMicrosoft

| |" " (LagModifiedTime, *) by IncidentNumber

project arg_max
sort limit F
summarize top

Answer:



Securityl nciﬂen%’ﬂ [ cros @{t

| |" ‘v (LasModifiedTime, *) by IncidentNumber
project arg_max
sort limit
summarize top
Reference:

https://www.drware.com/whats-new-soc-operational-metrics-now-available-in-sentinel/

NEW QUESTION: 116

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.
You have a Microsoft Sentinel workspace.

Microsoft Sentinel connectors are configured as shown in the following table.

Wicrasnft 1'-_'..';1&‘1. .
acthity loe -

> Mlcrosoft Exchange

Online
Microsoft SharePodnt
Online

Microzoft Teams

You use Microsoft Sentinel to investigate suspicious Microsoft Graph API activity related to Conditional Access policies. You need to search for the following activities:
* Downloads of the Conditional Access policies by using PowerShell
* Updates to the Conditional Access policies by using the Microsoft Entra admin center Which tables should you query for each activity? lo answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

~onditional Access policy downloads: MicrosoftGraphActivityloas
Auditlogs

MicrosoftGraphActatyl ogs
CficeActivity

Conditional Acgesf pblicy updates: Auditlogs and MicrosoftGraphActivitylogs w”

AuditLogs and MicrosoftGraphActiityl ogs
Auditlogs and OfficeActivity

M I '{: ﬁl;-{:g S @ft OfficeActivity and MicrosoftGraphActivitylogs

Answer:



FARIWET MIea

Conditional Access policy downloads: _MigrosoRGraphActivitylogs v

| WMicrasoftl iraphActvitylogs
Oy — — — — — — =

Conditional Acgess.policy updates: _Auditloge aod MiciosaltlGraphActiityl ags
l AuditLogs and MicrosoftGraphActivitylogs

AuditLogs and OfficeActivity

M i C r@ S @ft OfficeActivity and MicrosoftGraphActivitylogs

Explanation:
Answer Area

Conditional Access policy dDwnl-:'acl:} MicrosoftGraphictivityLogs -

Conditional Access policy updates: | AuditLlogs and MicrosoftGraphActivitylogs

NEW QUESTION: 117

You have a Microsoft 365 E5 subscription.

You plan to perform cross-domain investigations by using Microsoft 365 Defender.

You need to create an advanced hunting query to identify devices affected by a malicious email attachment.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area .
Microsoft

EmailAttachmentInfo
| where SenderFromhddress =~ “"MaliciocusSender@example.com"
| where isnotempty (SHAZ56)

| 4K
extend
join
project
union

DeviceFileEvents

| | W FiléName, SHA256
extend
join

project
union

) on SHRZSE

|T Timestamp, FileName, SHAZ256, DeviceName, Deviceld,

extend
join
project
union

Mot v Moo oaraTA CoandAarDramEAAroco DamirmiantE-fmas 1 ddraoco



Answer:
Answer Area

EmailAtidchmentInff.
| where SenderFromlddress =~ “"MalicicusSenderfiexample.com”
| where isnotempty (SHRAZ5E)

| v
extend
join

project
union

DeviceFileEvents

' W FileName, SHA2S§
extend
i0in
project
umion

) on SHAZ2S5é

' W Timestamp, FileMame, SHAZ56, DeviceName, DeviceIld
extend
|oin

roject
union

.R“é.‘f-e-;.-e-r-].‘(-:-e':-_-_“-y-: ol T e e N S i TSN, SNSRI A SRS, Bl RS L T
https://docs.microsoft.com/en-us/microsoft-365/security/mtp/advanced-hunting-query-emails-devices?view=0365-worldwide

NEW QUESTION: 118

You have a Microsoft 365 B5 subscription that uses Microsoft Defender XDR. You are investigating an incident You need to review the incident tasks that were performed. What can you use on the Incident page?
A. Tasks and Alert timeline only

B. Tasks and Activity log only

C. Tasks only

D. Tasks, Activity log, and Alert timeline

Answer: (SHOW ANSWER)

NEW QUESTION: 119

Hotspot Question

You have an Azure subscription that contains a Microsoft Sentinel workspace.

You need to create a hunting query using Kusto Query Language (KQL) that meets the following requirements:
- Identifies an anomalous number of changes to the rules of a network

security group (NSG) made by the same security principal.

- Automatically associates the security principal with a Microsoft


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Sentinel entity.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

A A .
i Microsoft
v

AuditLogs
AzureActivity
AzureDiagnostics

| where OperationNameValue in-~

(“Microsoft.Network/networkSecurityGroups/securityRules/write”™)

| where ActivityStatusValue == “Succeeded”

| make-series dcount (ResourceId) default=0 on
EventSubmissionTimestamp in range (age Td), now (), 1d) by Caller

| extend timestamp =, todatetime (EventSubmissionTimestamp[0])

| W RAéepuntCustomEntity = Caller

| extend
| parse-where
| where

Answer:

Answer Area

v

AuditLogs
AzureActivity
AzureDiagnostics

| where OperationNameValue in~
(“Microsoft.Network/networkSecuratyGroups/securityRules/write”)

| where ActivityStatusValue == “Succeeded”

| make-series dcount (Resgurceld) default=0 on
EventSubmissionTimestamp in range (agoe 7d), now (), 1d) by Caller
| extend timestamp = (todatetime (EventSubmissionTimestamp[0])

|v AECcountCustomEntity = Callex

| extend » Microsoft

| parse-where
| where

NEW QUESTION: 120

You have a Microsoft Sentinel workspace.

You need to configure the Fusion analytics rule to temporarily supress incidents generated by a Microsoft Defender connector. The solution must meet the following requirements:
* Minimize impact on the ability to detect multistage attacks.

* Minimize administrative effort.

How should you configure the rule? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.
Answer Area

Trigger I Wivertincident is updated - !

Dﬁﬂ ". f: EHG 5 Q f-é: Whien alert is created

When incident is created
When incident is updated

Actions: | Run playbook v I
Add task
Change status

Run playbook

Answer:

Trigger: [ When incident is updated - I
When aleft is created

_ Whenipcident is created _ _ _ _

il When incident is updated

[ 1

Actions: | Run playbook
Add task

Explanation:
Answer Area W4 . Lo Y
Microsoft |
Trigger: When ificident § updated b
Actions: Run playbook v

The Fusion analytics rule in Microsoft Sentinel automatically correlates alerts from multiple sources (including Microsoft Defender connectors) to detect multistage attacks . Because Fusion runs continuously and cannot be disabled
without losing multi-stage detection, the best practice for temporarily suppressing incidents from a specific connector (like Microsoft Defender) is to use automation rul es , not by disabling the Fusion rule itself.

An automation rule can be configured to trigger on specific conditions (such as "When incident is updated" or "When incident is created") and then perform an action like running a playbook that applies suppressi on logic.

Here's the reasoning:

* Trigger:

* Setting the trigger to "When incident is updated" ensures that the rule evaluates changes to existing incidents-such as enrichment or tagging from Fusion-and provides finer control over suppression, minimizing impac t on the
Fusion detection pipeline.

* Using "When incident is created" could interfere with Fusion's initial detection process.

* Action:

* The appropriate action is "Run playbook" , which allows automated handling (for example, tagging or closing certain inciden ts from a specific connector). This requires minimal administrative effort and avoids turning off the Fusion
rule.



This configuration ensures that Fusion continues to detect multistage attacks (so detection isn't impacted) while automation handles temporar y suppression for specific connectors efficiently.

NEW QUESTION: 121

You have a Microsoft Sentinel workspace named SW1.

In SW1. you enable User and Entity Behavior Analytics (UEBA).

You need to use KQL to perform the following tasks:

* View the entity data that has fields for each type of entity.

* Assess the quality of rules by analyzing how well a rule performs.

Which table should you use in KQL for each task? To answer, drag the appropriate tables to the correct tasks.

Each table may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

i Anomalies Wil entity data: |

Assess rule quality: |

H azureDiuagnostics

|
# Auditlogs I

|

.

i BehaviorBi) Hes

icrosoft

Tables | Answer Area

- View entity uata:l i BehaviorAnalytics

Assess rule l.'.]LIIE:lT.'_;' | - Anomalies

| i BehaviorAnalytics [ '

J Microsoft

i CommonSecuritylog

Explanation:
Tables i | RnAC Answer Ar
i Ancms[ﬁ:ﬁ ' ! IVIH I C ro S Oft View entity data: Feha-,-.-er,.‘u.nal-}rtms |
i Auditlogs

Assess rule quality: [anomalies |

i ArureDiagnostics

i Behavioranalytics

i CommonSecurityLog
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NEW QUESTION: 122
You purchase a Microsoft 365 subscription.

You plan to configure Microsoft Cloud App Security.
You need to create a custom template-based policy that detects connections to Microsoft 365 apps that originate from a botnet network.

What should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Policy template type: v
Access policy
Activity policy
Anomaly detection policy

Filter based on: v
IP address tag
Source
User agent string-
Answer:
Policy template type: v

Access policy
Activity policy

Filterbased'on: | v

User agent string

Explanation:


https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html

_ .
Policy template type: m Microsoft I v

Access policy
ACUWVRYPRREY

Filter based on:

Source
User agent string

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION: 123

You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parser1 that produces a schema named Schema1.
You need to validate Schemat.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Parserl | g\ foke” ¥ ASimSchesaTester( Schemal')
= R NP T evaluate

getschema

invoke
parse

Answer:

Answer Area

Parserl | Lgetschenu 5 | invoke ¥  ASimSchesmaTester( Schemal’)
evaluate evaluate

foctschema
nvoke =

parse 'Microsoft

Explanation:



Answer Areca

Parserl getschemd Sarill IMVOKE ¥ ASimSchesaTester( Schemal®

To validate a custom ASIM parser output, you test that the parser's resulting table structure complies with the intended ASIM schema. In KQL, the getschema operator produces a tabular representation of the current pipeline's
schema (column names, types, order). The invoke operator is then used to call a function on that tabular input. ASIM provides the helper function ASimSchemaTester(), which accepts the schema table and the target schema name
and validates that the input conforms (columns exist, types match, required fields are present).

Therefore, the correct construction is to run the parser (here, Parser1), pipe its output to getschema to obtain the schema of the produced table, and then invoke ASimSchemaTester('Schema1') to perform the validation. Other
options are not appropriate: evaluate is for plugins; parse extracts fields from strings rather than validate schema; and calling the tester without getschema would not pass the required schema table.

Hence, the correct command is:

Parser1 | getschema | invoke ASimSchemaTester('Schema1').

NEW QUESTION: 124

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

* Enable and disable Azure Defender.

* Apply security recommendations to resource.

The solution must use the principle of least privilege.

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used once, more than once, or not at all. You may need to drag the split
bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area

Security Admin

Enable and disable Azure Defender:
Resource Group Owner

Apply security recommendations to a resource:
Subscription Contributor

Subscription Owner

Answer:



Roles Answer Area

Enable and disable Azure Defender: ;Sacurity Admin |

___________ r -
—————————— i1 Apply security recormmendations to a resource:, Subscription Contributori
'Subscnphun Contributor, . 4
j =_=rres “‘_ﬂ_—-— _=
RN icr@5 oft

Explanation:

Enable and disable Azure Defender: ' Security Admin

Apply security recommendations{c a resource:  Subscription Contributor

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-permissions

NEW QUESTION: 125
You have an on-premises datacenter that contains a custom web app named Appl. App1 uses Active Directory Domain Services (AD DS) authentication and is accessible by using Microsoft Entra application proxy.

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.

You receive an alert that a user downloaded highly confidential documents.

You need to remediate the risk associated with the alert by requiring multi-factor authentication (MFA) when users use App1 to initiate the download of documents that have a Highly Confidential sensitivity label applied.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
AnSwer Ares

For App1 to require MFA, use; l_h u:rgggrfnfra D Protection
Capditional Access
_ (CMlierosaft Entra Domain Services
P Microsoft Entra ID Protection

P I

:-._; L
To implement a session pokicy, use: Microsoft Defender for Office 365 i
<\ Microsoft Defender for Cloud Apps
A = Microsoft Defender for Identity

4
| &
-

¥, Vicrocolt Dafender for Office 365

Answer:



Answer Area

For App7 to reguire MEA, use ! Microfcft Entra 1D Protection J,..‘:'_I'
Conditional Access R
JMitrosoft Entra Domain Services

Microsoft Entra 1D Protection
To implement a session policy, use: | Microsoft Defender for Office 365 i

Microsoft Defender for Cloud Apps

Explanation:

NEW QUESTION: 126
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct

solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have Linux virtual machines on Amazon Web Services (AWS).

You deploy Azure Defender and enable auto-provisioning.

You need to monitor the virtual machines by using Azure Defender.

Solution: You manually install the Log Analytics agent on the virtual machines.

Does this meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc

NEW QUESTION: 127

You have a Microsoft Sentinel workspace that contains a custom workbook named Workbook1.

You need to create a visual based on the SecuntyEvent table. The solution must meet the following requirements:
* |dentify the number of security events ingested during the past week.

* Display the count of events by day in a timechart

What should you add to Workbook1?

A. a query

B. a group

C. a metric

D. links or tabs

Answer: A (LEAVE A REPLY)
NEW QUESTION: 128
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You have a Microsoft 365 E5 subscription that uses Microsoft Copilot for Security. You plan to run the following code to create a custom Copilot for Security plugin.

crode segment
SkillGroups:

- Format: «<target>
Skills:
You need to specify a format and complete the code segment. Which format should you use for the <target> variable?
A. KQL
B. SQL
C. API
D. GPT
Answer: C (LEAVE A REPLY)

NEW QUESTION: 129

You have a Microsoft 365 subscription that uses Microsoft Defender XDR.

You need to create a custom detection rule that will identify devices that had more than five antivirus detections within the last 24 hours.
how should you complete the query? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.

Answer Area

DeviceEvents

| where ingestion_time() > apgolla)
| where ActionType == “AntivirusDetection™
L I . " 3 s MR | S
| susmarize (Timestamo, | peviceld - =arEmax(Timestams, Daviceld ] J» coumt() oy Deviceld

| where count_ > 5

::mﬁmlgftcwfﬂﬂbjﬁtd o !f"g" | InitiatingProcessAccountObjectid
naand V1 | CFO SON'L P s
Answer:
Answer Area : ° I =
. | G - = i
Microsort
| where ingestion_time() > ago(ld)

| where ActionType == “AntivirusDetection™

| summarize (Timestamo, | peviceld w | Ysarg mak(Timestamp,
| where count_ > 5

. ImtiatingProcessAccountObjectid
| Reportid
| TimeGenerated

¥, count() by Deviceld

IntiatingProcessAccountObjectid
Reportid
E 5 | TimeGenerated

NEW QUESTION: 130

You have a Microsoft Sentinel workspace.

You need to create a KQL query that will identify successful sign-ins from multiple countries during the last three hours.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
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let timeframe = ago(3h);

oy o Microsoft

imAuthentication

mtesseson ' 5‘_5 G 0'(“

| summarize StartTime = -l.m:‘lhtﬁe nﬂhﬂr = max(TimeGenerated), Vendors=make set({EventVendor), Productsemake_set(EventProduct),

| where TimeGenerated » timeframe

| where isnotespty{SrcGeolountry)

| where EventTypes=='Logon' and EventResultes’ Mcm “e

MumOfCountries = dcownt{ DstGeoCountry ¥ ) by TargetUserld, TargetUserfrincipalMame, TargetUserType

SrcGeoRegion

| where NumDfCountries >= threshold

Answer:
let timefrome = ago(3h);

et theeshald « 5 =. Microsoft

imAuthentication s

imMetworkSession
imProcessCreate m
JmWebSession _ 0

5\5 ©

| where TimeGenerated » timeframe

| where EventTypes="Logon’ and EventResult=s='Success’

| where finotespty(SreGeolountry)
| tummsrize StartTise = min(Timete = max(TimeGenerated), Vendori-make set(EventVendsr), Producti-make set(EventProduct), °

HumOfCountries = dc-uunt{

¥ ) by TargetUserld, TergetUserPrincipalMamss, TargetUserType

S{cﬁwﬂwron

| where WumOflountries »= threshold

Explanation:



let timeframe = ago(3h);

let threshold = 5;

Microsoft

.=

imAuthentication g

| where TimeGenerated > timeframe

| where EventTypess'Logon' and EventResult=s"Success’

| where lsnotempty(SrcGeclountry) '

| summarize StartTime = min(TimeGenerated), EndTime & miix(VimeGenerated), Vendors=make set(EventVendor), Productsesake set(EventProduct), '

NumOfCountries = dcount( Sn:GeoCountry_ h b g ) by TargetUserld, TargetUserPrincipalName, TargetUserType

NEW QUESTION: 131
You have the resources shown in the following table.

Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configured to forward Coﬁm .
(CEF) logs to SWA1 W?ﬁf&%ft
Server1 | A Linux server configured to send Common Event Format
(CEF) logs to CEF1
Server2 | A Linux server configuredto send Sysloglogs to CEF1

You need to prevent duplicate events from occurring in SWA1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE: Each correct selection is worth one point.

Resources Answer Area

SWi1

From the Syslog confi gurattorr. remove the facmt; es

CEF1 that send CEF messages

From tne._-_l.-pgﬁnalytl cs agent, disable Syslog
synchranization.

Server2 S ®Microsoft

Server1




Answer:

Resources Answer Area

From the Syslog configuration; remove the facilities
that send CEF messages.

From the Log Analytics agent, disable Syslog
'———" synchronization.,

|Server2, .

=
e J

‘Server1!

Explanation:

From the Svslbd configuratian, remmge._;ttﬁé:faciltttes

that send CEF messages. Server1

From the Log Analytics agent. disable Syslog e
synchronization. o ,

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-log-forwarder?tabs=rsyslog

NEW QUESTION: 132

You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.

You have a custom detection rule named Rule1 that generates an alert if more than five antivirus detections are identified on a device. Rule1 has a loopback period of 12 hours.

You need to change the loopback period to 48 hours.

What should you modify for Rule1?

A. the frequency

B. the summarize operator of the KQL query

C. the where operator of the KQL query

D. the scope

Answer: A (LEAVE A REPLY)

XDR Custom Detection Rules Documentation):

In Microsoft Defender XDR, custom detection rules are scheduled KQL queries that evaluate telemetry on a recurring schedule, using a lookback (loopback) period to determine how much historical data to analyze during each run.
The loopback period determines the time window over which data i s evaluated (e.g., 12 hours, 48 hours). To change this period, administrators modify the rule's schedule configuration - specifically the frequency or recurrence
settings in the custom detection rule editor. The KQL query (including summarize or where oper ators) defines the logic but not the temporal scope of data evaluation.

Therefore, extending the loopback from 12 hours to 48 hours requires adjusting the frequency (schedule) configuration of the rule, not the query itself.

# Correct Answer: A. the freque ncy

NEW QUESTION: 133
You have a Microsoft 365 E5 subscription that contains a device named Device1.
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From the Microsoft Defender portal, you discover that an alert was triggered for Device1.
From the Device inventory page, you isolate Device1.

You need to collect a list of installed programs on Device1.

What should you do?

A. Initiate a live response session and run the library command.

B. Run an advanced hunting query against the DeviceTvmSoftwarelnventory table.

C. Initiate a live response session and run the analyze command.

D. Initiate an automated investigation and view the results in the Action center.

Answer: B (LEAVE A REPLY)

Correct:

* Collect an investigation package and download the results from the Action center.
Collect investigation package from devices

As part of the investigation or response process, you can collect an investigation package from a device. By collecting the investigation package, you can identify the current state of the device and further understand the tools and
techniques used by the attacker.

Investigation package contents for Windows devices

For Windows devices, the package contains the folders described in the following table:

-> |nstalled programs

This .CSV file contains the list of installed programs that can help identify what is currently installed on the device.

Etc.

* Run an advanced hunting query against the DeviceTvmSoftwarelnventory table.

The DeviceTvmSoftwarelnventory is a table in the Microsoft Defender XDR advanced hunting schema that contains the inventory of all software installed on devices within your organization, as identified by Microsoft Defender
Vulnerability Management (MDVM). It provides details such as the software's vendor, name, version, and its end-of-support status, allowing organizations to hunt for specific software, track its lifecycle, and identify potential risks
associated with end-of-life applications.

Incorrect:

* Initiate an automated investigation and view the results in the Action center.

* Initiate a live response session and run the library command.

* Initiate a live response session and run the analyze command.

Analyze - just analyses the entity with various incrimination engines to reach a verdict.

* Initiate a live response session and run the processes command.

Processes - just shows all processes running on the device, not all installed programs.

* Run an advanced hunting query against the DeviceProcessEvents table.

The DeviceProcessEvents table in the advanced hunting schema contains information about process creation and related events.

* Run an advanced hunting query against the DeviceTvmInfoGathering table.

The DeviceTvminfoGathering table in the advanced hunting schema contains Microsoft Defender Vulnerability Management assessment events including the status of various configurations and attack surface area states of
devices.

Reference:

https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-devicetvmsoftwareinventory- table

https://learn.microsoft.com/en-us/defender-endpoint/respond-machine-alerts

NEW QUESTION: 134
You have a Microsoft Sentinel workspace named SW1.
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You need to identify which anomaly rules are enabled in SW1.
What should you review in Microsoft Sentine1?

A. Analytics

B. Content hub

C. Entity behavior

D. Settings

Answer: (SHOW ANSWER)

NEW QUESTION: 135

Hotspot Question

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender for Endpoint.

You need to ensure that you can initiate remote shell connections to Windows servers by using the Microsoft 365 Defender portal.
What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Advanced feature: v
Device discovery
Enable EDR in block mode
Live Response for Servers
For the device group: v

A device tag
A device value
The Automation level

Answer:
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Answer Area

Advanced feature: (“ l v

Dewce discovery
. |Enable EDR in block mode
Live Response for Servers

Fot.tjﬁ"ﬁéuice group: v
~ ' A device tag
A device value

Micros Oft The Automation level

NEW QUESTION: 136

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In the Cloud App Security portal:

fa
Add a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azq_re-pmalz | — Vhicro SF# |
7.\ Add a data connector

Add a workbook
Configure the Logs settings

Answer:

In the Cloud App Security portal:
Add a secugity extension_

¥ pp connectors

Microsoft & &ﬁe tog collediors

From Azure Sentinel in the | Ad

ﬁ
e*‘a Add a data connector

Add a workbook
Configure the Logs settings

Reference:



https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (5608 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 137

You have a Microsoft Sentinel playbook that is triggered by using the Azure Activity connector.
You need to create a new near-real-time (NRT) analytics rule that will use the playbook.

What should you configure for the rule?

A. the Alert automation settings

B. entity mapping

C. the Incident automation settings

D. the query rule

Answer: B (LEAVE A REPLY)

NEW QUESTION: 138
You have a Microsoft Sentinel workspace.
You have a query named Query1 as shown in the following exhibit.

& New Query 1°

You plan to create a custom parser named Parser 1. You need to use Query1 in Parser1. What should you do first?

A. Remove line 2.

B. In line 4. remove the TimeGenerated predicate.

C. Remove line 5.

D. In line 3, replace the 'contains operator with the 'has operator.

Answer: C (LEAVE A REPLY)

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which states that the "has" operator should not be used in the query, and that it is unnecessary. Reference:

https://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs

NEW QUESTION: 139
Hotspot Question
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You have an Azure subscription that uses Microsoft Sentinel and contains a user named User1.

You need to ensure that User1 can enable User and Entity Behavior Analytics (UEBA) for entity behavior in Azure AD. The solution must use the principle of least privilege.
Which roles should you assign to User1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

\nswer Area
\zure AD role: v
Global administrator
Identity Governance Administrator '
Security administrator
Security operator
Azure role: v
Microsoft Sentinel Automation Contributor
Microsoft Sentinel Contributor
Securnty Admin
Secunty Assessment Contributor
Answer:
\nswer Area
zure AD role; v
Global administrator |
|dentity Governance Administrator
' Security administrator
| Security operator
Azure role: ~

Microsoft Sentinel Automation Contributor
Microsaft Sentinel Contributor
Security Admin "V T
Security Assessmiént Contributor

NEW QUESTION: 140

You have a Microsoft Sentinel workspace.

You need to configure the Fusion analytics rule to temporarily supress incidents generated by a Microsoft Defender connector. The solution must meet the following requirements:
* Minimize impact on the ability to detect multistage attacks.

* Minimize administrative effort.
How should you configure the rule? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.
Answer Area

. Trigger: | Whentintident is updated -
5 ' M | C r 0 S O ft l When alert is created [

When incident is created

When incident is updated

Actions: I Run playbook > ]
Add task

Change status
Run playbook

Answer:

Trigger: E When incident is updated - |
When alert is created
—. Wheniipcidept is created _ _ _ _
il When incident is updated

Actions: I Run playbook
Add task

Explanation:
Answer Area ®
Trigger. rwm:ﬁﬁ}ﬁm 8 updated %
a1\ *Actions:  Run playbook x
m Microsoft

NEW QUESTION: 141

You have a Microsoft 365 subscription that uses Microsoft Copilot for Security.
You create a promptbook named Book1.

For Book1, you need to create a prompt that contains an input named IncidentID.
How should you format IncidentID?

A. < IncidentID >

B. SincidentID$

C. ##Incident|D##

D. [IncidentID]

Answer: A (LEAVE A REPLY)

In Copilot for Security promptbooks, inputs are referenced as placeholders wrapped in angle brackets (for example, < SENTINEL_INCIDENT_ID > ). To define an input named IncidentID in a prompt, format it as < IncidentID > .
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NEW QUESTION: 142

Drag and Drop Question

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named User1 and User2.
You plan to deploy Azure Defender.

You need to enable User1 and User2 to perform tasks at the subscription level as shown in the following table.

Task

Assign initiatives

&0
Edit security polities

Enable automatic provisioning

Microsof:

View alerts and recommendations
Apply security recommendations
Dismiss alerts

The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

Roles Answer Area
Contributor Userl: :
Owner : User2: i E
Security
administrator
Security EATcrosoft




Roles Answer Area

I
Userl: | Owner

User2: | Contributor

Security
administrator

Security reader

Explanation:

Box 1: Owner

At the Subscription Level, only Contributor and Owner can :

- Apply security recommendations

- Add/Assign initiatives

- Edit security policy

- Dismiss alerts

However, only the Owner can 'Enable auto provisioning'... to be the owner of the extension you're deploying. "For auto provisioning, the specific role required depends on the extension you're deploying." Box 2: Contributor Only the
Contributor or the Owner can apply security recommendations.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions
https://learn.microsoft.com/en-us/azure/defender-for-cloud/enable-data- collection?tabs=autoprovision-loganalytic#availability

NEW QUESTION: 143

You have an Azure Sentinel deployment.

You need to query for all suspicious credential access activities.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions M[Ci’é%f rea

From Azure Sentinel, select Hunting.

Select Run All Queries.

Select New Query. @

Filter by tactics.

©
O

From Azure Sentinel, select Notebooks.

Answer:

Actions Answer Area

i Select New Query.

Filter by tactics.

'| From Azure Sentinel, select Nohj:mk i Croso ft

Explanation
From AZire'Sentinél, select Hunting.

Filter by tactics.

Select Run &!l Queries.

NEW QUESTION: 144

You have an Azure subscription that has Azure Defender enabled for all supported resource types.

You need to configure the continuous export of high-severity alerts to enable their retrieval from a third-party security information and event management (SIEM) solution.
To which service should you export the alerts?

A. Azure Cosmos DB

B. Azure Event Grid

C. Azure Event Hubs

D. Azure Data Lake

Answer: C (LEAVE A REPLY)

Reference: https://docsmicrosoftcom/en-us/azure/security-center/continuous-export?tabs=azure-portal

NEW QUESTION: 145


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

You need to meet the Microsoft Sentinel requirements for collecting Windows Security event logs. What should you do? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.

-y

Deploy the ugmhn._-, agent )
“Rzure Monitor agent
Windows Azure VM Agent

Log Analytics agent

Query by using: | KOL

ViEcrosoft

Answer:
Answer Area
Deploy the: | Log Analytics agent rJ
. . tor agent
i
Y 5 rg VA4 Agent
; 5:5;?..-=:._I.:";f . __F_aj b
.._,, - = _-:'.I'.' -
_of AVN? Query by using: | KQL
wQOL
XPath
Explanation:

M i C rO S O ft Deploy the:  Log Analytics agent v

Query by using:  KQL -

NEW QUESTION: 146
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct

solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have Linux virtual machines on Amazon Web Services (AWS).

You deploy Azure Defender and enable auto-provisioning.

You need to monitor the virtual machines by using Azure Defender.

Solution: You enable Azure Arc and onboard the virtual machines to Azure Arc.



Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

A machine with Azure Arc-enabled servers becomes an Azure resource and - when you've installed the Log Analytics agent on it - appears in Defender for Cloud with recommendations like your other Azure resources.
Install Log Analytics manually or when you enable auto provisioning of Log Analytics in

"Autoprovisioning" tag, auto provisioning is already turned on.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard- machines?pivots=azure-arc
https://docs.microsoft.com/en-us/azure/defender-for-cloud/enable-data-
collection?tabs=autoprovision-feature

NEW QUESTION: 147

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

* Enable and disable advanced features of Microsoft Defender for Cloud.

* Apply security recommendations to a resource.

The solution must use the principle of least privilege.

Which Microsoft Defender for Cloud role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used once, mote than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles — i A t

Resource Group Cwniies Enable and disable advanced features of Microsoft Defender for Cloud

Security Admin
ApplySkcurity recommendations to a resource:

Subscription Contributor

Subscription Owner

Answer:

i B Mlcrosoﬁt 1\

Enable"and disable advanceg res rasoh Defender for Cloud: § Security Admin

D °

[ o -
‘@ |y EECunty recommendations to a resource: I Subscription Contributos
aﬁs ’?ﬂ

%‘ﬂ

Explanation:
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oles ) .. Answer Area

AL ErSNCAT

. EAPLA LY W, | | :
ResourBE rouolOWAd & o D : Enable and disable advancedfeatures'ot Microsoft Defender for Cloud: ' Security Admin

Security Admin
Apply security recommendations to a resource: | Subscription Contributor

Subscription Contributor

Subscription Owner

NEW QUESTION: 148

You deploy Azure Sentinel.
You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative effort.

Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Microsoft Teams: | v

Custom
Qffice 365
Security Events
Sysiog VITCrosoTY

Linux virtual machines. in Azure: v
Custom
Office 365
Security Events
Syslog

Answer:



Microsoft Teams: v

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom

Office 365
Security Events
Syslog

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION: 149

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to external sharing of confidential files.

Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for Azure Information Protection classification labels and content inspection warnings from this tenant.
B. Select Investigate files, and then filter App to Office 365.

C. Select Investigate files, and then select New policy from search.

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan new files for Azure Information Protection classification labels and content inspection warnings.
E. From Settings, select Information Protection, select Files, and then enable file monitoring.

F. Select Investigate files, and then filter File Type to Document.

Answer: D,E (LEAVE A REPLY)

In Defender for Cloud Apps, under the settings cog, select the Settings page under the System heading.

Under Microsoft Information Protection, select Automatically scan new files for Microsoft Information Protection sensitivity labels.

https://docs.microsoft.com/en-us/defender-cloud-apps/tutorial-dip

https://www.microsoft.com/en-us/videoplayer/embed/RE4CMY G?postJsliMsg=true

NEW QUESTION: 150

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. The number of alerts exceeded 10,000 within two minutes.

B. The rule query takes too long to run and times out.

C. There are connectivity issues between the data sources and Log Analytics.

D. Permissions to one of the data sources of the rule query were modified.
Answer: (SHOW ANSWER)
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NEW QUESTION: 151

You are investigating an incident in Azure Sentinel that contains more than 127 alerts.
You discover eight alerts in the incident that require further investigation.
You need to escalate the alerts to another Azure Sentinel administrator.
What should you do to provide the alerts to the administrator?

A. Create a Microsoft incident creation rule

B. Share the incident URL

C. Create a scheduled query rule

D. Assign the incident

Answer: D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 152

DRAG DROP

You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop, CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Select and Place:
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Values Answer Area

| project LogonFailures=count ()

| summarize LogonFailures=count ()
by DeviceName, LogonType

| where ActionType == FailureReason

| where DeviceName in (“CFOLaptop”,

“CEOCLaptop”, “COOLaptop”) .

ActionType == FailureReason

DeviceEvents

DevicelogonEvents

Answer:



Values ANSWEr Area

| project LogonFailures=count ()

| summarize LogonFailures=count ()
by DeviceName, LogonType

| where ActionType == FallureReason DeviceLogonEvents

| where DeviceName in (“CFOLaptop”,| || -where DeviceName in (“CFOLaptop”, abic
L.l L2 hbl - - i I-r. r () Y - *

CEOLaptop”, "COOLaptop™) ' L A"CEOLaptop”, “COOLaptop”)

ActionType == “LogonFalled” ActionType == FailureReascon

| summarize LogonFailures=count ()

ActionType == FallureReason : i
3 Iby DeviceName, LogonType

DeviceEvents

DevicelogonEvents

Section: [none]

NEW QUESTION: 153

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.

C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: (SHOW ANSWER)

Explanation (concise): To send a Microsoft Teams message when a suspicious sign-in is detected, create a playbook (Logic App) that posts to Teams ( A ) and associate the playbook so it runs when the corresponding alert/incident

is created ( B )-typically via an automation rule or by attaching the playbook to the analytics rule/incident. Entity behavior analytics, workbooks, or Fusion aren't required for sending Teams notifications.

NEW QUESTION: 154

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.

You need to use Microsoft Defender Security Center to request remediation from the team responsible for the affected systems if there is a documented active exploit available.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Microsdft™

From Device Inventory, search for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses and search for the CVE.

From Advanced hunting, search for cveIdinthe

DeviceTwmScoftwareInventoryVulnerabili
table.

Create the remediation request.

Select Security recommendations.

Answer:



Actions Answer Area

|
| From Device Inventory, search for the CVE.
|

From Threat & Vulnerability Management, select
Weaknesses, and rthe CVE.

|
| Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

From Advanced hunting, search for cveIdinthe
DeviceTvmSoftwareInventoryVulnerabil i

table. &

¢
Create the remediation request. +
L

. K. N ®
= Vi cro<o%

| Select Security recommendations.

Explanation



Actions il .. " B N P g _\-'..._answer Area

%/ . | 1 “ |
e i — i — — ——

| From Threat & Vulnerability Management, select

From Device Inventary, search for the CVE. Wealihsases. and sesich for he CVE.

Open the Threat Protection report. Select Security récommendations.

Weaknesses, and search for the CVE.

From Threat & Vulnerability Management, select Credte the remediation request
©

From Advanced hunting, search for cveIdinthe | @

DeviceTvmScoftwareInventoryVulnerabiditites I
table.

Create the remediation request.

Select Security recommendations.

Reference:
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/microsoft-defender-atp-remediate-apps

NEW QUESTION: 155

You have an Azure subscription that use Microsoft Defender for Cloud and contains a user named User1.

You need to ensure that User1 can modify Microsoft Defender for Cloud security policies. The solution must use the principle of least privilege.

Which role should you assign to User1?

A. Security operator

B. Security Admin

C. Owner

D. Contributor

Answer: (SHOW ANSWER)

In Microsoft Defender for Cloud's role-based access model, specific Azure built-in roles define what users can view and configure:

* Security Reader: View-only access to Defender for Cloud recommendations and alerts.

* Security Operator: Can view and dismiss alerts but cannot modify security policies.

* Security Admin: Can view everything a reader can and additionally edit security policies, manage recommendations, and configure settings across Defender for Cloud.

* Owner/Contributor: Have broader Azure resource management rights, exceeding what's required to manage Defender for Cloud policies-violating the principle of least privilege.
The principle of least privilege dictates assigning the narrowest role that allows performing the required tasks.

In this case, the Security Admin role is explicitly documented by Microsoft as granting permission to modify security policies and settings in Defender for Cloud, without granting full subscription ownership rights.
Therefore, to allow User1 to modify Defender for Cloud security policies while maintaining least privilege:

# Assign the Security Admin role.
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NEW QUESTION: 156

You receive a security bulletin about a potential attack that uses an image file.

You need to create an indicator of compromise (loC) in Microsoft Defender for Endpoint to prevent the attack.
Which indicator type should you use?

A. a URL/domain indicator that has Action set to

B. a URL/domain indicator that has Action set to

C. a file hash indicator that has Action set to Alert and block

D. a certificate indicator that has Action set to Alert and block

Answer: C (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-file?view=0365-worldwide

NEW QUESTION: 157

You need to configure the Microsoft Sentinel integration to meet the Microsoft Sentinel requirements. What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.
Answer Area

In the Microsoft Defender for Cloud APps portal | Add a secunty extension
Add a secunty extension
Configure app connectors

Configure log collectors

From Microsoft Sentinel in the Azure portat Add adataconnector ¥
| s Add a data connector h
M I Q rOS Qlft Add a workbook

Configure the Logs settings

Answer:
Answer Area

In the Microsoft Defender for Cloud Apps portat | Add a secunty extension

Add a secunty extension

Configure app connectors
Configure log collectors

From Microsoft Sentinel in the Azure portat | Add a data connector
Add a data connector

Microsoft

Explanation:

iy Ao BEn\icrosoft =000 (V)

In the Micrgsoft Deferdertor Clotd Apps portak  Add a secunty extension ¥

From Microsoft Sentinel in the Azure portat  Add a data connector v
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NEW QUESTION: 158

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have a virtual machine named Server! that runs Windows Server 2022 and is hosted in Amazon Web Services (AWS).

You need to collect logs and resolve vulnerabilities for Server1 by using Defender for Cloud.

What should you install first on Server1?

A. the Microsoft Monitoring Agent

B. the Azure Arc agent

C. the Azure Monitor agent

D. the Azure Pipelines agent

Answer: (SHOW ANSWER)

When a server is hosted outside of Azure (for example, in AWS , GCP , or on-premises ), it must first be connected to Azure via Azure Arc before Microsoft Defender for Cloud can onboard it for protection and monitoring.
The Azure Arc agent (also known as the Connected Machine agent ) establishes that connection between the non-Azure resource and Azure. Once connected, Defender for C loud can then deploy the necessary security extensions
and agents (such as the Defender for Endpoint sensor or vulnerability scanner) automatically.

Why not the other options:

* Microsoft Monitoring Agent (MMA): Legacy; replaced by the Azure Monitor Agent (A MA) and no longer required for new Defender deployments.

* Azure Monitor Agent (AMA): Used after Arc onboarding for data collection but cannot onboard non- Azure servers by itself.

* Azure Pipelines Agent: Used for Azure DevOps CI/CD, not for Defender for Cloud .

# Correct Answer: B. the Azure Arc agent

NEW QUESTION: 159

You have a Microsoft 365 E5 subscription that contains a database server named DB1. DB1 is onboarded to Microsoft Defender XDR.
You need to ensure that DB1 appears on the attack surface map.

What should you configure?

A. a sensitive entity tag

B. a honeytoken entity tag

C. an asset rule

D. a critical asset rule

Answer: D (LEAVE A REPLY)

NEW QUESTION: 160

You have a Microsoft 365 E5 subscription that uses Microsoft Purview and contains a user named User1.

User1 shares a Microsoft Power Bi report file from the Microsoft OneDrive folder of your company to an external user by using Microsoft Teams.
You need to identity which Power Bl report file was shared.

How should you configure the search? To answer, select the appropriate options in the answer area.
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NEW QUESTION: 161

\ Workload: | MicrosoftTeams

Activities: | Shared Power Bl report
Copied file

Downloaded filés to computer

Share file, fOkié, or site

Shared Power 8l report

CneDrive
PowerB|
SharePoint

Activities: = Shared Power Bl report
Copied file
Downloaded files to computer
Share file, folder, or site




You need to visualize Azure Sentinel data and enrich the data by using third-party data sources to identify indicators of compromise (10C).

What should you use?

A. notebooks in Azure Sentinel

B. Microsoft Cloud App Security

C. Azure Monitor

D. hunting queries in Azure Sentinel

Answer: A (LEAVE A REPLY)

According to Microsoft Sentinel documentation, notebooks integrate with Azure Machine Learning and Jupyter to allow advanced data visualization, enrichment, and correlation with third-party data sources.

Notebooks are used by security analysts and threat hunters to perform deep investigations by combining Sentinel data (such as logs, alerts, and incidents) with external threat intelligence feeds, indicators of compromise (loCs), and
custom datasets.

Microsoft describes notebooks as:

"A powerful tool built on Jupyter and Azure Machine Learning that allows you to use Python code to enrich Microsoft Sentinel data with external data sources, visualize data, and identify patterns and loCs." They allow analysts to
query, visualize, and correlate data interactively, going beyond the built-in dashboards and KQL-based analytics.

Thus, to visualize Sentinel data and enrich it with third-party loC data, Notebooks in Azure Sentinel is the correct solution

NEW QUESTION: 162

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

You need to identify all the interactive authentication attempts by the users in the finance department of your company.
How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

IdentityQuervEvents v

ll.‘-"‘" _'.h'.'-'.- :'...f"'

| where Department == ‘Fina

| project-rename obijid AccountObiectid

| join AuditLoqgs ¥ on $left.objid == $right.AccountObjectId

IdentityLogonEvents

SigninLoqs

Answer:
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Answer Area

IdentityQueryEvents v
BehaviorAnalytics

Identityinfo
| IdentityQueryEvents

| where Department == ‘Findneg™

| project-rename objid =*AccountObjectld

| join _;;g; tL_b% - ¥ on $left.objid == $right.AccountObjectld

BB icrosoft

Explanation:

IdentityQueryEvents - 0
¢
| where Department == 'Finance’ &6

| project-rename objid = A@
'

| join Auditloq ¥  on $left. == $right.AccountObiectld
Oﬂg',l\/l Icrosoft

NEW QUESTION: 163
You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vm2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)



Secure Score . i M IC r(}g@f{s status Resource health

5 complcted condrl
osﬁ% (~30 of 45 points) G m., | Heathy
| Not appbe able

Resource exemption (preview)

<% Now you can exempl imelevant resources so they do not affect your secure score. >

Learm made

Each securty control below reprebents 3 security nitk you should mitigate
Address the recommaendatons in each control fogusing on the controls worth the most peinis.
Tor get the max score. foo a8l recommendatsons for all resources in a control.  Leam more  »

| £ Search recommendatons

£ Seaech s Conirol stalus: 2 Selected Recommendation status: 2 Selected

Recommendation maturity. All, Resouce typé Al Cuick fix available: All
Cont s Al Reset “Growp by contels:

filtets o, o

Controks Potential woote Ncreate Unihwealthy resources

Restrict unauthoried retwork sooest +9% (4 points)

2 of 2 resources
Secure management parts +9% (4 points) 1 of 2 resources

Enabls encryption at rest +9% (4 points) 2 of 2 resources

Remedute tecunty configurations +4% (2 points) 1 of 2 resources

Apply adaptive apphcation control +3% (2 points) 1 of 2 resources

Apply Syttem updales @ Completed +0% (0 points) None
Enable endpount protecthon @ Completed +0% (0 points) Mone

Remedute vunerabdtes © Completed +0% (0 points) None

implemant securty best practices © Completed 3% (0 points) MNone
Enable MFA © Completed +0% (0 points) Mone

Manage access and permissions @ Compleied -+ [l.'l pﬂll‘ItS} Mone

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)



-l \iCrosoft

* C Assign policy > Aszign initiative f_} Refresh

. Scope Type ﬂnn'!;:lla-nce state Search
& Overview . | = , !~ |
Microsoft Azure [l | Aldefintion types v _TAllcompliance states v |
dl Getting started k:-._. |
. ; Overall resource compliance @ R @ Mon-compliant intiatives (O
¥ Compliance mp ( esources by compliance state (0 P
0 ha B 0 - Compliant .
# Remediation 1 00 /'l:.'l - G 0 =
B 0- Exemnpt
0 out of 0
Authoring 3 M 1 - Non-compliant
: @ B 0 - Conflicting
& Assignments : e
MNon-compliant polices )
Definitions 0 >
@ Exemptions w0
Name 2 . .
Related Services L Scope T Comphance T Resource compliance
&Y Blueprints (preview) No assignments to display within the given scope 1|, Non-Compliant Resources T Non-compliant policies

“s Resource Graph

& User privacy

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Both virtual machines have inbound rules that allow access o o
from either Any or Internet ranges.
Both virtual machines have management ports exposed o o
directly to the internet.

If you enable: n.wm w cess controls on all virtual
machines, ¥ gj @ ure score by four point. O O

Answer:



Answer Aream™ Microsoft

Statements

Both virtual machines have inbound rules that allow access o
from either Any or Internet ranges.

Both virtual machines have management ports exposed o
directly to the internet.

If you enable just-in-time network access controls on all virtual
machines, you will increase the secure score by four point.

Reference:
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-access/ba-p/1593833
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-management-ports/ba-p/1505770

NEW QUESTION: 164

You need to create the analytics rule to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area |\/licrosoft

Create the rule of type:

Fusio_n
Microsoft incident creation
Scheduled

Configure the playbook to include:

Diagnostics settings
A service principal
A trigger

Answer:



Answer Area

Create the rule of type:

[Fusion
Microsoft incident creation
Scheduled |

Configure the playbook to include:

Diagnostics settings

A service principal
“A trigger

NEW QUESTION: 165
You have a Microsoft 365 E5 subscription that uses Microsoft Copilot for Security. You plan to run the following code to create a custom Copilot for Security plugin.

¢ rode sempment »

You need to specify a format and complete the code segment. Which format should you use for the <target> variable?

A. API

B. GPT

C. KQL

D. SQL

Answer: C (LEAVE A REPLY)

When authoring a custom plugin for Copilot for Security that queries security telemetry and returns structured results, the expected query/target format is Kusto Query Language (KQL). Copilot for Security integrates with Microsoft
security data platforms (Microsoft Sentinel/Log Analytics and Defender tables) where investigative and hunting queries are expressed in KQL. Official plugin examples and guidance show the plugin invoking a KQL query against a
workspace or a Defender table and returning the results in the plugin response payload. KQL is the language used to interrogate event, alert, and entity tables (for example, DeviceProcessEvents, SecurityAlert,
MicrosoftGraphActivityLogs) and is the supported format when a plugin's purpose is to retrieve and return telemetry to Copilot for Security. Other formats listed (APIl, GPT, SQL) are not the standard query language for
Defender/Sentinel data: APls are endpoints for programmatic access, GPT is a model format, and SQL is not used for Azure Monitor / Sentinel tables. Therefore when the plugin's <target> must specify the query format against

security telemetry, KQL is the correct choice.

NEW QUESTION: 166

You recently deployed Azure Sentinel.

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled.
You need to ensure that the Fusion rule can generate alerts.

What should you do?

A. Disable, and then enable the rule.

B. Add data connectors

C. Create a new machine learning analytics rule.

D. Add a hunting bookmark.

Answer: (SHOW ANSWER)
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The built-in Fusion correlation rule in Microsoft Sentinel generates incidents only when it has sufficient telemetry from connected sources (e.g., Microsoft 365 Defender products, Azure AD sign-in logs, Cloud App, etc.). If no relevant
data connectors are connected or sending data, Fusion will remain silent even if the rule is enabled. Connecting and authorizing the required data connectors provides the multi-signal input Fusion needs to produce incidents.

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (5608 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 167

You need to visualize Azure Sentinel data and enrich the data by using third-party data sources to identify indicators of compromise (10C).
What should you use?

A. notebooks in Azure Sentinel

B. Microsoft Cloud App Security

C. Azure Monitor

D. hunting queries in Azure Sentinel

Answer: A (LEAVE A REPLY)

Section: [none]

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION: 168

You have a third-party security information and event management (SIEM) solution.

You need to ensure that the SIEM solution can generate alerts for Azure Active Directory (Azure AD) sign- events in near real time.
What should you do to route events to the SIEM solution?

A. Create an Azure Sentinel workspace that has a Security Events connector.

B. Configure the Diagnostics settings in Azure AD to stream to an event hub.

C. Create an Azure Sentinel workspace that has an Azure Active Directory connector.

D. Configure the Diagnostics settings in Azure AD to archive to a storage account.

Answer: (SHOW ANSWER)

According to Microsoft Entra (formerly Azure Active Directory) and Microsoft Security Operations documentation, when integrating Azure AD sign-in logs and audit logs with third-party SIEM systems, the supported and
recommended method is to stream the logs to Azure Event Hubs through Diagnostic Settings

Event Hubs act as a real-time data ingestion service that can integrate directly with external SIEM tools such as Splunk, QRadar, ArcSight, or Sumo Logic. This allows for near real-time alerting and analysis of Azure AD sign-in
events.

Official Microsoft guidance states:

"To integrate Azure AD logs with third-party SIEMs, configure Azure AD Diagnostic Settings to send sign-in and audit logs to Azure Event Hubs. Event Hubs can then stream the data to your SIEM for near real-time monitoring.'
Other options do not meet the scenario's requirement:

* (A) and (C) involve Azure Sentinel, Microsoft's native SIEM solution. Since the question specifies a third-party SIEM, Sentinel is not required.

* (D) Archiving to a Storage account provides long-term retention and offline analysis but does not support near real-time alerting.

Therefore, the correct approach to route Azure AD sign-in events for near real-time monitoring in a third- party SIEM is to configure Azure AD Diagnostic Settings to stream logs to an Azure Event Hub.
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# Correct answer: B. Configure the Diagnostics settings in Azure AD to stream to an event hub

NEW QUESTION: 169

Hotspot Question

You have a Microsoft Sentinel workspace named Workspace1 that contains a table named CommonSecuritylLog.
You ingest logs into CommonSecurityLog. CommonSecurityLog has an average log ingestion time of five minutes.

You need to create an analytics rule that has a lookback period of seven minutes and uses the data in the CommonSecurityLog table. The solution must meet the following requirements:
- Prevent the same event from being processed twice.

- Minimize the number of missed events due to log ingestion delays.

How should you complete the KQL query that defines the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
ATRDWEI AITa

et ingestion_delay= Sain;

et rule_look_back = 7min;

.cmmonSecuritylog
where TimeGenerated >= ago { 101 R
(ingestion_delay) W
| (rule_lodk_back) |
(ingestion_delay + rule_look_back) i
where ingestion.fime() > ago | 1V

(ingestion_delay)
(rule_look back)

(ingestion_delay + rule_look_back)

Answer:



Answer Area

let ingestion_delay= Sain;

let rule_look back = 7min;
CommonSecuritylog Ne A\ ®
| where TimeGenerated >= ago WV v

= Microsoft

| where ingestion_ t in(l,*:s ago
O, (ingestion_delay)

(rule_look_back)

(ingestion_delay + rule_look_back)

NEW QUESTION: 170
You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of an application.

You need to hide Azure Defender alerts for the storage account.
Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



IP address
Azure Resource
Host

User account

.

Name
Resource |d

Address
Command line

Answer:
Entity type: =
IP address
Azure Resource
Host
Miicrosoft | Yser.account
Field: b
Name
Resource Id
Address
Command line
Reference:

https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920

NEW QUESTION: 171
You are investigating an incident by using Microsoft 365 Defender.



You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point
vaues AITSWEI AICa

-EMEC(osoft

| project LogonFailure

| summarize LogonFailures=count()
by DeviceName, LogonType

| where ActionType == FailureReason

F_4 A B
i i " o | Lo~  LJIOW
| whersa DeviceName in (“CFOLaptop™: | | ~T e L - -
“CEOLaptop”, “COOLaptop”) _ 43 1K= :
— W A6 A
= e L0 -
ActionType == “IBgohPailed”

ActionType == FailureReason

DeviceEvents

DevicelogonEvents

Answer:

Values

el .__MLCJ‘DSO

| preject LogonFailures=count () !

f fnswar Area

| summarize LogonFailures=count()
by DeviceName, LogonType

| where ActionType == FailureReason!| Dﬂvicniug&unts

= 1 F‘.-\. e
| whera DeviceName in {“CFGLaptﬁp",i“ and
“CEOLaptop”, “COOLaptop”)

——

ActionType == “LogonFailed” L 4

ctionType == Failur .ﬁ 1 | summarize LogonFailures=count ()
_ by DeviceNames, LogonType

e T . S, —
— -

[%avicezvant:
o — L —— = —

B S —

DevicelogonEvents

— = =

Explanation



where DeviceMames 1 FOLasptop', QL ppi s . OLaptog and

NEW QUESTION: 172

Hotspot Question

You have a Microsoft 365 subscription that uses Microsoft Defender XDR and has automatic attack disruption enabled.

During an active ransomware incident, Microsoft Defender for Endpoint automatically contains a device to limit lateral movement.
You need to use advanced hunting to return the following information:

- Devices that are contained due to response actions

- The most recent isolation state per device

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer:

DeviceEvents

| where ActionType == "IsolateDevice"

-

order

project

sort

summarize

take

| extend IsolationStatus =

order

project
50

®#

take

Deviceld, DeviceName, Timestamp, AdditionalFields

x9*

AdditionalFields.IsolationStatus)

max(Timestamp, *) by Deviceld, DeviceName

| where IsolationStatus == Isolated

| project Devi

| sort by Tin;!M icrOSOft

, Deviceld, Timestamp, IsolationStatus



Answer Area

DeviceEvents

| where ActionType == "IsplateDevice"

| _ | Deviceld, DeviceName, Timestamp, AdditionalFields
order
E project
sort

summarize

take

| extend IsolationStatus = toString(AdditionalFiedds.IsolatidhStatus)

| s P arg_max{Timestamp, *) by Deviceld, DeviceName

order
project
‘sort

1
| summarize

take
| where IsolationStatus == Isolated
| project DeviceName, DevicelId, Timestamp, IsolationStatus

| sort by Timestamp desc

Explanation:

Box 1: project
The query needs to select specific columns (DevicelD, DeviceName, Timestamp, AdditionalFields) from the DeviceEvents table to pass to the next stage of the pipeline.

The project operator is used in KQL to select, rename, or extend columns in the result set.

Box 2: summarize
The query uses the aggregation function arg_max(Timestamp, *) grouped by unique identifiers (by Deviceld, DeviceName) to find the most recent isolation state record per device.

The summarize operator is the mandatory clause required to perform aggregations and group rows together in KQL.

Reference:
https://learn.microsoft.com/en-us/graph/api/resources/security-isolatedeviceresponseaction?view=graph-rest-beta

NEW QUESTION: 173

You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of an application.
You need to hide Azure Defender alerts for the storage account.

Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



IP address
Azure Resource
Host

User account

e T

Name
Resource |d

Address
Command line

Answer:
Entity type: v
IP address
IAzure Resource I
Host
s | User account
m  Microsoft — —-
Field: R v
24" | Name
Resource |d
Address
Command line
Reference:

https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920

NEW QUESTION: 174



You have an Azure subscription that contains a Log Analytics workspace named Workspace1.

You configure Azure activity logs and Microsoft Entra ID logs to be forwarded to Workspace1.

You need to identify which Azure resources have been queried or modified by risky users.

How should you complete the KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

— : =M Icrosoft

MicrosoftGraphActivitylogs
UserRiskEvents
| join AADRiskyUsers on Sleft.Userld == $right.ld

| extend reseurcePath = replace string(replace string(replaée regex(tostring (parse path(SourceSystem))
bk

{parse url{RequestUn) Path
parse_sxmliATContent))

| sumearire RequestCountsdcount(Reqllstld) by Userld, RiskState, rescurcePath, ReguestMethod, FesponseStatusCode

Answer:

Answer Ares @% &
Aruraﬁ.chw:i > I @

1 &
MicrosoftGraphActivitylogs @

UserRiskEvents i
join AADRiskylsers on Sleft.Userld == $right.ld @%
extend rescurcefath = replace_string(replace string(replace *rﬁrug _|parse path{SourceSystem)) PR AV P B TR P T
IC“F-'U@@' T
| sumearize ReguestCount=dcount[Reqistid) by th-er ate, resourcePath, ReguestMethod, HesponteitatusCode
Explanation:

Answer Area

Vuicrodoft

AzureActivity
| jein AADRiskyUsers on Sleft.Userld == Sright.ld

| extend resourcefath = replace string{replace string({replace reges(tost¥ingt (parse ;:thﬁ"_:.._':urcg":'r,.ﬂ._rm;-|

'
| summarize H-:-Ques:{ﬂu-.t-dc:uﬁ‘t[ﬁrqé‘t:tIL:J by Userld, RiskState, . pFs ﬁune[—*atr RegquestMethod, ResponseStatusCode

NEW QUESTION: 175

You have an Azure DevOps organization that uses Microsoft Defender for DevOps. The organization contains an Azure DevOps repository named Repo1 and an Azure Pipelines pipeline named Pipeline1.
Pipeline1 is used to build and deploy code stored in Repo1.

You need to ensure that when Pipeline1 runs, Microsoft Defender for Cloud can perform secret scanning of the code in Repo1.

What should you install in the organization, and what should you add to the YAML file of Pipeline"!? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

Install;

. FheMicBsoft SEf_ur'i'lj_.r Dwﬂps e:tensian

L NAdd: Steps
i Inputs
Jabs

Steps

Answer:
ANSWEr Area

Install; LIh_LMlgrg _-;rft_&g;urum_C_QMalvms (MSCA) extension 9
Secure DevOps Kit forzure (A

The Miciosafit Security Code Analysis (MSCA) extension
:theaﬁkfbsaﬂ Security DevOps extension

Add Steps »;

Explanation:
Answer Area

- MICI‘OSOfL

-~

'.!.

L

id

o Gy +
Install; Thqﬁ[w t Security Code Analysis (MSCA) extension

.-1._;...

a MICI’QSﬁﬁa" Steps k.

NEW QUESTION: 176

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces
required in the Azure subscription of Fabrikam:

Query element required to cerrelate data between
tenants:

ﬁ I Microsoft

v
0
1
2
3
v
extend
project
workspace

Answer:



Minimum number of Log Analytics workspaces
required in the Azure subscription of Fabrikam:

Query element required to correlate data between
tenants: extend
project
workspace

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

Topic 1, Contoso Ltd

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the scenario
that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot return to
this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such as
business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Overview

A company named Contoso Ltd. has a main office and five branch offices located throughout North America. The main office is in Seattle. The branch offices are in Toronto, Miami, Houston, Los Angeles, and Vancouver.

Contoso has a subsidiary named Fabrikam, Ltd. that has offices in New York and San Francisco.

Existing Environment

End-User Environment

All users at Contoso use Windows 10 devices. Each user is licensed for Microsoft 365. In addition, iOS devices are distributed to the members of the sales team at Contoso.

Cloud and Hybrid Infrastructure

All Contoso applications are deployed to Azure.

You enable Microsoft Cloud App Security.

Contoso and Fabrikam have different Azure Active Directory (Azure AD) tenants. Fabrikam recently purchased an Azure subscription and enabled Azure Defender for all supported resource types.

Current Problems

The security team at Contoso receives a large number of cybersecurity alerts. The security team spends too much time identifying which cybersecurity alerts are legitimate threats, and which are not.

The Contoso sales team uses only iOS devices. The sales team members exchange files with customers by using a variety of third-party tools. In the past, the sales team experienced various attacks on their devices.

The marketing team at Contoso has several Microsoft SharePoint Online sites for collaborating with external vendors. The marketing team has had several incidents in which vendors uploaded files that contain malware.



The executive team at Contoso suspects a security breach. The executive team requests that you identify which files had more than five activities during the past 48 hours, including data access, download, or deletion for Microsoft
Cloud App Security-protected applications.

Requirements

Planned Changes

Contoso plans to integrate the security operations of both companies and manage all security operations centrally.

Technical Requirements

Contoso identifies the following technical requirements:

Receive alerts if an Azure virtual machine is under brute force attack.

Use Azure Sentinel to reduce organizational risk by rapidly remediating active attacks on the environment.

Implement Azure Sentinel queries that correlate data across the Azure AD tenants of Contoso and Fabrikam.

Develop a procedure to remediate Azure Defender for Key Vault alerts for Fabrikam in case of external attackers and a potential compromise of its own Azure AD applications.

Identify all cases of users who failed to sign in to an Azure resource for the first time from a given country. A junior security administrator provides you with the following incomplete query.
BehaviorAnalytics

| where ActivityType == "FailedLogOn"

| where == True

NEW QUESTION: 177

You have an Azure subscription. The subscription contains 10 virtual machines that are onboarded to Microsoft Defender for Cloud.

You need to ensure that when Defender for Cloud detects digital currency mining behavior on a virtual machine, you receive an email notification. The solution must generate a test email.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

From Workflow automation in Defender for Cloud, change the status of the workflow automation.

From Logic App Designer, run a trigger. J

From Security alerts in Defender for Cloud, create a sample alert. | @
From Logic App Designer, create a logic app. ‘ @

From Workflow automation in Defender for Cloud, add a workflow automation.

N S U T a——— mecr Area " P

From Workflow automation in Defender for Cloud, change the status of the workflow automatic me Loglc App [}eggnf regtef a Ingic app

From Logic App Des.lgner run a trigqer. A N i i e . i
""""""""""""""""""" =4 Frem Logic App Designer, run a trigger.

From Security alerts in Defender for Cloud, create a sample elen | SR i " o -
----------------------------------------------------------- = M\~ m e e r e r e e, ————————-
me LDQ'C ‘h‘pp Demgner create a lnglc app. __From Werkﬂew automation in Defender for Cloud, add a workflow automation

From Workflow automation in Defender for Cloud, add a workflow autematmn |

T T T T I P T —



Explanation:

Step 1: From Logic App Designer, create a logic app.

Create a logic app and define when it should automatically run

1. From Defender for Cloud's sidebar, select Workflow automation.

2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.



Dashbeard > Microsoft Defender for Cloud

0 %6
U ¥
L) %6
O ¥
O %
O

¢ Diagnose and solve problems yoafrTes.. (3 Disabled

Cloud Security EnabeA.. (O Enabl

© Secure Score
KerenM... E

© Regulatory compliance

U Workload protections

D Enabled
B Firewall Manager kil

Auto (O Enabled

Management

NewDes... () Enabled

{I! Environment settings

B security solutions

s Workflow automation @

Microsoft Defender for Cloud | Workflow automat

Showing 73 subscriptions I
L2 Search (Ctrl+)) <@ T Add workflow automation O Refresh (L
General

Filter by name RSB

Q overview |
‘= Recommendations |:| {5 DuduTe-. (9 Disabled ASC DEN
U Ssecurity alerts D {a DuduTe- ) Disabled ASC DEN
rd 1“‘4"Eﬂtﬂr}’ D ‘rﬁ RUI'II'I}I’TESt _-' Disabled ASC DEN
& workbooks ] {.'5 rr_reg_c- (& Disabled ASC DEN
& Community D {& test U Disabled private-b

Encrypt.. O Enahl?

AS

Mu
ASC Mull
ASC DEN

ASC DENM

Add workflow automation

®

General

Name *

Description

Subscription O

ADF Test sub - App Model

Resource group *

T ongditions O
trigger conditions that will automatically trigger the configured action.

der for Cloud data type *

Security alert  fi
N

Alert name contains O

Alert severity *

All severities selected

ASC DEN
ASC DENM

ASCDEM |

=" Microsof

Actions

Configure the Logic App that will be triggered.
Choose an existing Logic App or visit the Logic Apps page to create a new one

Show Logic App instances from the following subscriptions *

73 selected

Logic App name ©

Select a logic app

Refresh

Cancel

Here you can enter:
A name and description for the automation.



The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.
The Logic App that will run when your trigger conditions are met.

3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

4. Etc.

Step 2: From Logic App Designer, run a trigger.

Manually trigger a Logic App

You can also run Logic Apps manually when viewing any security alert or recommendation.

Step 3: From Workflow automation in Defender for cloud, add a workflow automation.

Configure workflow automation at scale using the supplied policies

Automating your organization's monitoring and incident response processes can greatly improve the time it takes to investigate and mitigate security incidents.

Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

Policy definition

[> Assign : [[Y Duplicate definition - G Export definition

' Essentials

Definition Assignments (0} Parameters
1 f
2 "properties”: {
3 "displayName"”: "Deploy WorkflowiAutomation for Microsoft Defender for Cloud recommendations”,
4 “poldcyType" . "Builtln'™,
"made: TALL™: -‘q t‘
"description”: WEpable automation of Microsoft Defenderfor Cloud recommendations. This policy deploys
7 "metadata”: {
8 "versionT: "1.6.07,
9 "category”: "Security Center”
10 s

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation

NEW QUESTION: 178

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Minimum number of Log Ana!:'ﬁﬁs-'wﬁfl'is'pa'cﬁs_?' 2
required in the Azure subscription of Fabrikam:

Query element requiredto correlate data between
tenants: extend

project
workspace

Answer:

Minimum number of Log Anaitics ﬁanképaces ]

i
&

required in the Azure subscription of Fabrikam:

Query element required fo correlate data between |
tenants: extend
project

orkspace

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case.
However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the scenario
that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot return to
this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such as
business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Overview

Litware Inc. is a renewable company.

Litware has offices in Boston and Seattle. Litware also has remote users located across the United States. To access Litware resources, including cloud resources, the remote users establish a VPN connection to either office.

NEW QUESTION: 179
Hotspot Question



You have a Microsoft Sentinel workspace that is connected to the Microsoft Sentinel data lake.

Newly ingested data can take up to 15 minutes to become queryable in the data lake.

You need to schedule a KQL job that runs daily at 12:10 AM and populates a summary table used by threat hunters. The solution must meet the following requirements:
- Each run must query a fixed 24-hour window that ends 15 minutes

before the job runtime.

- Double-counting must be prevented across the daily runs.

- late-arriving records must be included in the summary.

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

let lookback = 1d;
let delay = 15m;

let endTime = .

now() + delay;

now() — delay;

now() — lookback;

let startTime = endTime - lookback >

ago(lookback);

endTime + lookback;

endTime — lookback;

SigninLogs
| where TimeGenerated between (startTime .. endTime)
| summarize SigninCount=count{) by UserPrincipalName

| projectiliserPirintipaliame, SigninCount

Answer:



Answer Area

let lookback = 1d;
let delay = 15m;

let endTime = .

now() + delay;

now() — delay;

: now() — lookback:

let startTime = 119”_@11“161 IOGRECEI# i
ago(lookback);

endTime + lookback;

endTime — lookback;

SigniInLogs
| where TimeGenerated between (startTime .. endTime)
| summarize SigninCount=count() by UserPrincipalName

| project UserPrincipalMName, SigninCount

NEW QUESTION: 180

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.
You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.
A. Add a tag to the machines.

B. Add the device users to the admin role.

C. Create a new device group that has a rank of 4.

D. Create a new admin role.

E. Create a new device group that has a rank of 1.

F. Add a tag to the device group.

Answer: (SHOW ANSWER)

NEW QUESTION: 181
Drag and Drop Question
You have the resources shown in the following table.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configured to forward Common Event Format
(CEF) logs to SW1
Server1 | A Linux server configured to send Common Event Format
(CEF)logsto CEF1

[ Server2 | A Linux server configuredto send _jSﬁ 2 i:@m)g@i |

You need to prevent duplicate events from occurring in SW1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE: Each correct selection is worth one point.

Resources Answer Area

SW1

From the Syslog configuration, remove the facilities
CEF1 that send CEF messages.

From the Log Analytics agent, disable Syslog
synchronization.

sever2 |V I&¥Osoft

Answer:

Server1




Resources Answer Area

SW1

From the Syslog configuration; remove the facilities
CEF1 that send CEF messages:

Server1

From the Log Analytics agent, disable Syslog

- Server
synchronization.

Server1

Server2

Explanation:

Box 1: Server1

On each source machine that sends logs to the forwarder in CEF format (SERVER1), you must edit the Syslog configuration file to remove the facilities that are being used to send CEF messages. This way, the facilities that are
sent in CEF won't also be sent in Syslog.

Box 2: Server1

You must run the following command on those machines (the ones you ran it previously, i.e SERVER1) to disable the synchronization of the agent with the Syslog configuration in Microsoft Sentinel. This ensures that the
configuration change you made in the previous step does not get overwritten Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-log-forwarder?tabs=rsyslog#run-the- deployment-script

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 182
You have a Microsoft subscription that has Microsoft Defender for Cloud enabled You configure the Azure logic apps shown in the following table.


https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html

N SMicrosigm O [ Acn
LogicApp1 Defender for Clo Send an email

recommendation is rﬁ CH tnggefed
LogicApp2 When a Def or Chnud alert is created | Send an email

of tng%r*

You need to configure an automatic action that will run if a Suspicious process executed alert is triggered.
The solution must minimize administrative effort.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions
Configure the Suppress similar alerts settings

Configure the Mitigate the threat settings.

Filter by alert title.

'Select'l'mlction

Configure the Prevent future attacks settings

Configure the Tngger automated response settings. _. . M ® ft

——
|

C ' \ afat _
Filter by alert title. : ( :) h____- -.-..._ T‘"i" el g e T o B o B ot B e i B T B o
o e e _ mmm

e e e e e e e e e e G e mem e s e e e s me  wew  wem wd

I
T — - -

Explanation:

A. Configure the Trigger automated response settings in the Azure Security Center or Azure Logic App,
B. Filter by alert title (e.g. "Suspicious process executed").

C. Select "Take action" (e.g. "Mitigate the threat").

NEW QUESTION: 183

You have a Microsoft 365 E5 subscription that contains Windows 11 and Linux CentOS devices.
In Microsoft Defender XDR, Deception is set to On.

You plan to create a deception rule that will use a custom lure.



You need to specify the type of file, and the planting path for for the custom lure, What should you specify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Fite type, S Bin

-
W

EXE
LME

Planting path;  {HOME] b

Viserverlishare
Jusrftmp

Answer:
Answer Area

File type BN vl
I
EXE
LMK

Planting path:  [HOME) bk

Yserverlisharel
Microcsoft Jusr/tmp

Explanation:
Answer Area Fa bl

NEW QUESTION: 184

You need to add notes to the events to meet the Azure Sentinel requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the correct order.



Actions Answer Area

Add a bookmark and map an entity.

FFtarm Agliré (Wbritbf fuh & Log
Anaiytics query.

Add the query to favontes.

©

Select a query result

From the Azure Sentinel workspace,
run a Log Analytics query
Answer:

Answer Area

From the Azur eSentinel workspace, run a Log
Aralythics quert:

Select a query result

Add a bookimark and map an entity

1 - From the Azur eSentinel workspace, run a Log Analytics quert.
2 - Select a query result.

3 - Add a bookmark and map an entity

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

NEW QUESTION: 185

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.

Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.

C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: A,B (LEAVE A REPLY)

Explanation (concise): To send a Microsoft Teams message when a suspicious sign-in is detected, create a playbook (Logic App) that posts to Teams ( A ) and associate the playbook so it runs when the corresponding alert/incident
is created ( B )-typically via an automation rule or by attaching the playbook to the analytics rule/incident. Entity behavior analytics, workbooks, or Fusion aren't required for sending Teams notifications.

NEW QUESTION: 186
You have a playbook in Azure Sentinel.
When you trigger the playbook, it sends an email to a distribution group.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group.
What should you do?

A. Add a parameter and modify the trigger.

B. Add a custom data connector and modify the trigger.

C. Add a condition and modify the action.

D. Add a parameter and modify the action.

Answer: D (LEAVE A REPLY)

You need to add a new parameter in Send email action. That parameter specifies who you want to send to.

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook#run-a-playbook-on-demand

NEW QUESTION: 187

You have a Microsoft Sentinel workspace that uses the Microsoft 365 Defender data connector.
From Microsoft Sentinel, you investigate a Microsoft 365 incident.

You need to update the incident to include an alert generated by Microsoft Defender for Cloud Apps.
What should you use?

A. the investigation graph on the Incidents page of Microsoft Sentinel

B. the entity side panel of the Timeline card in Microsoft Sentinel

C. the Timeline tab on the Incidents page of Microsoft Sentinel

D. the Alerts page in the Microsoft 365 Defender portal

Answer: B (LEAVE A REPLY)

NEW QUESTION: 188

You have an Azure subscription named Sub1 and a Microsoft 365 subscription. Sub1 is linked to an Azure Active Directory (Azure AD) tenant named contoso.com.

You create an Azure Sentinel workspace named workspace1. In workspace1, you activate an Azure AD connector for contoso.com and an Office 365 connector for the Microsoft 365 subscription.
You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity.

Which two actions should you perform? Each correct answer present part of the solution. create a KQL query that will i create a KQL query that will i NOTE: Each correct selection is worth one point.
A. Create custom rule based on the Office 365 connector templates.

B. Create a Microsoft incident creation rule based on Azure Security Center.

C. Create a Microsoft Cloud App Security connector.

D. Create an Azure AD ldentity Protection connector.

Answer: (SHOW ANSWER)

Explanation

To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity, you should perform the following two actions:
Create an Azure AD Identity Protection connector. This will allow you to monitor suspicious activities in your Azure AD tenant and detect malicious sign-ins.

Create a custom rule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in the Microsoft 365 subscription.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/fusion-rules

NEW QUESTION: 189

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html
https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html
https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center

LA1

Windows security events to collect: v
All Events
Common
Minimal

Answer:

Log Analytics workspace to use: v
A new Log Analytics workspace:in the East US Azure region
Default workspace created by Azure Security Center
AT 1 ~ X%

Windows security events to collect: v
All'Events
£ [Commen
Mirimal -

NEW QUESTION: 190

You have the following advanced hunting query in Microsoft 365 Defender.

DeviceProcessEvents

| where Timestamp > ago (24h)

and InitiatingProcessFileName =~ ‘runsll32.exe’

and InitiatingProcessCommandLine !contains ™ ™ @hd ThitiatingProcessCommandLine !=

and FileMame in~ (‘schtasks.exe’)
and ProcessCommandLine has Chafnge” ‘and ProcessCommandLine has 'SystemRestore’

and ProcessCommandLine hass ‘disable’
| project Timestamp, AccountName, ProcessCommandLine

You need to receive an alert when any process disables System Restore on a device managed by Microsoft Defender during the last 24 hours.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a detection rule.

B. Create a suppression rule.

C. Add | order by Timestamp to the query.

D. Block DeviceProcessEvents with DeviceNetworkEvents.

E. Add Deviceld and Reportld to the output of the query.

Answer: A,E (LEAVE A REPLY)
In Microsoft 365 Defender advanced hunting, if you want to automatically receive alerts based on a KQL query-such as detecting when a process disables System Restore-you must convert that query into a custom detection rule .

According to Microsoft's official documentation, custom detection rules "run hunting queries on a schedule and create alerts and incidents when results are found." In order for the detection rule to function properly and correlate
results across devices and incidents, the query must output Deviceld and Reportld . These fields are mandatory for any advanced hunting query that you want to convert into a detection rule be cause they uniquely identify the

device and event instance. Without them, the rule cannot properly generate correlated alerts.

LI TS

Therefore:
* Create a detection rule (A) - ensures the query runs automatically and alerts are generated.
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* Add Deviceld and Reportld (E) - required for detection rule creation and accurate device/event correlation.
Other options are incorrect:

* Suppression rule (B) filters alerts, not generate them.

* Order by Timestamp (C) is optional for display, not alerting.

* DeviceNetworkEvents (D) is unrelated to this process query.

NEW QUESTION: 191

You need to monitor the password resets. The solution must meet the Microsoft Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

L -
Ml erase
In the identity enviroriiieRt implerent! [t SHDPEsTold Brotection
Azure AD Password Protection

Microsoft Defender for Identity
' Smart lockout

In Microsoft Sentinel, configure: [ The Windows Securitv Events via AMA connector b
A Microsoft security rule

The Windows Security Events via AMA connector
'User and Entity Behavior Analytics (UEBA)

Answer:

Answer Area

- In the identity environment, implement: 1 Azyre AD Password-Protection
._l " N Azure AD Passward Prolection
.'_ M Ic rOSOft | Microsoft Defender for Identity

'I Smart lockout

In Microsoft Sentinel, configure: [ The Windows Securitv Events via AMA connector Y
LA Microsoft securityrule _ _ _ _ _ _ _ _ _ _

The Windows Security Events via AMA connector
'User and Entity Behavior Analytics (UEBA)

Explanation:

Answer Area | TVWE
m M |crosofht_

In the identity environment, implement: _Hﬁ_@réﬁh[) Password Protection i

In Microsoft Sentinel, configure: The Windows Security Events via AMA connector



NEW QUESTION: 192

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

* Enable and disable advanced features of Microsoft Defender for Cloud.

* Apply security recommendations to a resource.

The solution must use the principle of least privilege.

Which Microsoft Defender for Cloud role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used once, mote than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles

Resource Group ’D\.-.'r. Enable and disable advanced features fo-ﬂtrmuﬂ D'tlé';'nde.r for Cloud:

Security Admin i u e Lo’
e = : F=" ApplySecurity recommendations to a resource:

Sub SEHDIIGI'I"CQHTHbl.Iiﬂ!

Subscription Owner

Answer:

'Microso

Enab d disable advanc cs rosoft Defender for Cloud: | Security Admin

ealy security recommendations to a resource: i 5ubscnpt|ﬂn Contributor |

Explanation:
Roles Answer Area

S — e i— R—

Resource Gmup Owner

Eecu-ri_t'y Admin

Subscription Contributor

RN n' ér
NEW QUESTION: 18
You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.
You have a Microsoft Sentinel workspace.

B \icrosoft



Microsoft Sentinel connectors are configured as shown in the following table.

Microsoft SharePolnt

Online

Microsoft Teams

You use Microsoft Sentinel to investigate suspicious Microsoft Graph API activity related to Conditional Access policies. You need to search for the following activities:
* Downloads of the Conditional Access policies by using PowerShell
* Updates to the Conditional Access policies by using the Microsoft Entra admin center Which tables should you query for each activity? lo answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

= ol

oy do

wnloads

v updales

MicrosoftGraphactivityl oas b

Auditlogs :
Officefctivity

Audillogs and MicrosoftGraphActivitylogs
AuditLogs and MicrosoftGraphActivitylogs

AuditLogs and OfficeActivity

OfficeActivity and MicrosoftGraphActivitylogs

Answer:

FARISWWET MArea

onditional Access policy downl

sads: _MigrasoRGraphActivityLogs

i o m— w— m—

Conditional Acgess,policy updates: _Auditlogs aad MiciosaltGaaphActivitylags . . . ¥
J Auditiogs and MicrosoftGraphActivitylogs
AuditLogs and OHficeActivity
= B &, 5 ¥
1§ ‘f | OfficeActivity and MicrosoftGraphActivityLogs
Explanation:
Answer Area
Conditional Access policy ClE"'.‘.l'i"'IlClﬂ% MicrosoftGraphActivityLogs b

Conditional Access policy updates:

AuditLogs and MicrosoftGraphActivityLogs

-

For Conditional Access investigations in Microsoft Sentinel, the data source depends on the control plane used. When policies are downloaded via PowerShell , the cmdlets call the Microsoft Graph (e.g., Get-
MgldentityConditionalAccessPol icy ). Those Graph requests are captured by the Microsoft Graph Activity Logs connector and land in the MicrosoftGraphActivityLogs table. This table records the app identity (such as

PowerShell/Graph SDK), the API path (like /identity/conditionalAccess/policies ), verb (GET), and result, which is ideal for spotting bulk reads/exports of policy definitions.
When policies are updated in the Microsoft Entra admin center , two streams provide visibility. First, directory auditing writes change events (create/update/delete of Conditional Access policies) to Microsoft Entra Audit logs ,

surfaced in Sentinel as the AuditLogs table, including the actor, target policy, operation (Update policy), and result. Second, the Entra admin center itself is a first-party application that performs the update by invoking Microsoft
Graph ; those API calls are also recorded in MicrosoftGraphActivityLogs (with verb PATCH/POST and the policy resource path).
Therefore, to cover both perspectives- the authoritative audit record and the underlying API activity - you should query AuditLogs and MicrosoftGraphActivityLogs for updates, and MicrosoftGraphActivityLogs for downloads executed

through PowerShell.



NEW QUESTION: 194
You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

a Microsoft 365 E5
AcCTiOns ANswer Area

Create a rule by using the Ch_a" Jes o
Amazon VPC settings rule tempiaie

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

Add the Amazon Web Services
connector

Set the alert logic

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

Answer:



Actions E

|Greatea-ru%£1-tu Mﬁﬁ@éﬂft
Amazon VP ings rule template '

From Analyilcs in Azura Santma[ create 1,
a Microsoft incident creation rule i

| O, ' ®
.:—#:-.—':---::—_-; HHHHH D _.I """""""""""""""""
. R
Add the Amazon Web Services {
|L connector ! | @
o 4 I_ —————————————————

Set the alert logic l,
i
e e e e 'ﬁ.;.}

e e e e e e e e e e e e e S =t

.From Analytics in Azure Sentinel, create !
|a custom analytics rule that uses a |
|scheduled query l

rl_________ =T S =T

Explanation:

Add the Amazon Web Services

connector

From Analytics in Azure: Sentmel create
a custom analytics rule that uses a
scheduled query

Set the alert logic

Answer Area

| Add the Amazon Web Services
| connector

o
' From Analytics in Azure Sentinel, create
, @ custom analytics rule that uses a I
| Scheduled query - :

— o o s e e e e e e e e e e s s



Comprehensive and Detailed Explanation with all Microsoft Security Operations (SecOps) documents :

To search for specific criteria in Amazon Web Services (AWS) logs and generate incidents using Microsoft Sentinel , the configuration process follows a structured sequence according to Microsoft Sentin el documentation and the
Azure Sentinel playbook for AWS integration.

* Add the Amazon Web Services (AWS) connector

* Before Sentinel can analyze AWS data, you must integrate AWS logs using the Amazon Web Services data connector . This connector streams AWS Clo udTrail and other AWS log data into your Sentinel workspace. Microsoft's
documentation states: "Use the Amazon Web Services (AWS) connector to stream CloudTrail events and security logs into Microsoft Sentinel for analysis and alerting."

* Without this conne ctor, Sentinel cannot query or detect AWS-specific activities.

* Create a custom analytics rule that uses a scheduled query

* Once data ingestion is established, you create an analytics rule in Sentinel using a scheduled query to continuously search for specif ic conditions (e.g., unauthorized access attempts, changes to VPC settings, etc.).

* Microsoft specifies: "Custom analytics rules run KQL queries on a schedule to detect specific patterns or anomalies across ingested data sources."

* Set the alert logic

* After defining your rule, you configure the alert logic to determine when Sentinel should trigger an alert or incident. This includes setting thresholds, event frequency, severity levels, and entity mappings.

* Microsoft Sentinel's official guidance notes: "Alert logic defines the conditions under which an alert is generated from the query results."

NEW QUESTION: 195
You have the resources shown in the following table.

Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configured to forward Common\Event Format
(CEF) logs to SW1
Server1 | A Linux server configuredto send Common Event Format
(CEF)logs to CEF1
Server2 | A Linux server configuredto send Sysloglogs to CEF1

You need to prevent duplicate events from occurring in SWA1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE: Each correct selection is worth one point.



Resources Answer Area

SW1
- From the Syslog configuration, remiove the facilities

' CEF1 | that send CEF messages.
From the Log Analytics agent, disable Syslog

Server1 .
—wmm_Synchronization.
Senk )|

Answer: |

Resources Answer Area
T SW1 |

———— Fromthe Syslog configuration;remove the facilities .| CEEf?
TCEF1 3 . that send CEF messages: i |

a1 Fromthe Lo@Analytics agent, disable Syslog 'Server2
~~~~~~ synchromization. ,_55:‘3['@"2

Explanation:

| From the Syslog configuration, remove the facilities that send CEF messages. | CEF1 | | From the Log Analytics agent, disable Syslog synchronization. | Server2 | The goal is to eliminate duplicate events in the Azure Sentinel
workspace (SW1). Duplication typically occurs when the same log source is sending data to Azure Sentinel via multiple collection methods.

Analysis of the Environment

* SW1 is the Azure Sentinel (now Microsoft Sentinel) workspace, which is the final destination for all logs.

* CEF1 is a Linux server configured as a log forwarder (often called a CEF collector) for Microsoft Sentinel. It uses the Log Analytics agent (or the newer Azure Monitor Agent) to ingest logs and is specifically configured to forward
Common Event Format (CEF) logs to SW1.

* Server1 sends CEF logs to CEF1. This is the intended, single collection path for Server1's CEF logs:

Server1t CEF1 SW1. No duplication is inherent here.

* Server2 sends Syslog logs to CEF1. This path is: Server2 CEF1 SWA1.

* Since CEF1 is running the Log Analytics agent (required to forward logs to SW1) and is configured to collect Syslog data (to receive Server2's logs), the Log Analytics agent on CEF1 will also attempt to ingest the Syslog messages
it receives into SW1.

* However, the Log Analytics agent itself can also be used to collect Syslog/CEF logs directly from the source server.

Addressing Duplication

Duplication is most likely to occur if a server is sending the same logs to a forwarder AND also has the Log Analytics agent configured to send the same logs directly to SW1.

Action 1: From the Syslog configuration, remove the facilities that send CEF messages.



* Resource: CEF1

* Reasoning: CEF1 is a Linux server running the Log Analytics agent and is acting as the collector.

Server1 sends CEF logs to CEF1. These CEF logs are transmitted using Syslog (specifically, a custom Syslog format). If the Log Analytics agent on CEF1 is configured to collect all Syslog facilities, it will ingest the raw CEF Syslog
messages it receives from Server1 AND also ingest the parsed CEF messages via its custom forwarding logic. To prevent the Syslog collector on CEF1 from ingesting the raw CEF messages that it is supposed to be forwarding,
you must modify its Syslog configuration (e.g., in /etc/rsyslog.conf or equivalent) to ignore the facilities/log files used by the incoming CEF messages from Server1. The primary purpose of CEF1 is to receive and forward CEF, not to
have its Log Analytics agent ingest the raw Syslog that transports the CEF payload.

Action 2: From the Log Analytics agent, disable Syslog synchronization.

* Resource: Server2

* Reasoning: Server2 is configured to send Syslog logs to CEF1 (Server2 CEF1 SW1). Since Server2 is a Linux server, it may also have the Log Analytics agent installed for other monitoring purposes. If the Log Analytics agent on
Server?2 is installed, it is configured by default to collect Syslog logs directly and send them to SW1 (Server2 SW1). This creates a duplicate path for the Syslog data:

* Path A (Intended): Server2 Syslog CEF1 SW1

* Path B (Duplication): Server2 Log Analytics Agent Syslog SW1

* According to Microsoft Sentinel documentation on log ingestion, when using a dedicated forwarder (like CEF1) for Syslog/CEF, you must disable the Syslog collection on the Log Analytics agent of the source machine (Server2) to
prevent this duplication. This is typically done by disabling Syslog synchronization in the Log Analytics agent configuration or removing the Syslog entry from the agent's data sources.

References: Microsoft Sentinel documentation on data connectors for Syslog and CEF, specifically the sections discussing the deployment of the Log Analytics agent and forwarders, which repeatedly warn about the need to prevent
dual-ingestion of the same log type (Syslog or CEF) from both the source server's agent and a dedicated collector/forwarder.

NEW QUESTION: 196

You have a Microsoft Sentinel workspace that contains a custom workbook.

You need to query for a summary of security events. The solution must meet the following requirements:
* |dentify the number of security events ingested during the past week.

* Display the count of events by day in a chart.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Answer:
Answer Area

Explanation:



Answer Area

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 197

You have a Microsoft Sentinel workspace named Workspace1 that contains the AzureActivity table.

You need to configure the retention period for the AzureActivity table. The solution must meet the following requirements:

- Maximize the period during which you can run interactive queries.

- Minimize retention costs.

To what should you set the retention period? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

A. 30 days

B. 90 days

C. 180 days

D. 2 years

Answer: B (LEAVE A REPLY)

You should set the interactive (Analytics) retention period for the AzureActivity table to 90 days.

Maximizes Free Interactive Queries: Microsoft Sentinel includes up to 90 days of interactive (Analytics tier) retention at no extra cost for workspaces and solution tables.

Minimizes Costs: Data retained in the interactive state for up to 90 days does not incur a retention charge. Any interactive retention period set beyond 90 days (up to 2 years) will incur extra standard Azure Monitor storage fees High-
Performance KQL: Setting it to 90 days allows security analysts to perform immediate, real- time Kusto Query Language (KQL) searches, threat hunting, and dashboard visualizations across
3 months of historical data without query or restoration penalties.

Reference:

https://practical365.com/choosing-an-appropriate-retention-period-for-microsoft-sentinel-workspaces/

NEW QUESTION: 198

Hotspot Question

You have on-premises servers that run Windows Server.

You have a Microsoft Sentinel workspace named SW1. SW1 is configured to collect Windows Security log entries from the servers by using the Azure Monitor Agent data connector.
You plan to limit the scope of collected events to events 4624 and 4625 only.

You need to use a PowerShell script to validate the syntax of the filter applied to the connector.

How should you complete the script? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html
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Answer Area

—_ -

- M Fg.r uf«t pe="System":EventiD="4624" EventlD =4635"
:S entlD>4624 </EventlD> < E\renﬂD #4625 </EventiD> </System> </Security>

Securltyl [System|[(EventiD=4624 or EventlD-dSES}”

Get-WinEvent -LogName 'Security'’ ¥ $events
FllterHashtabIE
-F‘her}{ml
-Fllterx Path
Answer:

Answer Area

Microsoft

@{Log="Security";EventType="System"; E\:miD ="4624" ;_Evg_jntl I_I}z “4625"
| <Security> <System> <EventlD>4624 </EventiD> <EventlD>4625 </EventiD> </System> </Security >
| Security!*[System[(EventiD=4624 or EventID=4625)]]

Sevents

Get-WinEvent -LogName 'Security’ - $events

—FnlterHashtable
-FilterXml

~FilterXPath |

NEW QUESTION: 199

You have an Azure subscription that contains 100 Linux virtual machines.

You need to configure Microsoft Sentinel to collect event logs from the virtual machines.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Actions Answer Area
Add a Syslog connector to the workspace

Add an Microsoft Sentinel workbook

Add Microsoft Sentinel to a workspace

Install the Log Analytics agent for Linux on the virtual machines. ) )

Add a Security Events connector 10 the workspace. : <)
I

o
®

Answer:



ﬁ’@@@@@@::::::'%c ros@_fgé‘éywﬁ,f:;m;,_ ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ _:

L e e I e = e e

Explanation:

Add a Syslog connector to Mgﬂ\
:Addanmmﬂknﬁndwm mmmhtmmmmm

3% B "j_',_ dd a Secunry y Events connector 1o the wmum-ct

NEW QUESTION: 200
You need to meet the Microsoft Sentinel requirements for collecting Windows Security event logs. What should you do? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.

{m onitor agent
7 Windows Azure VM Agent

| - ~, ___.'-.___-'T_:._ e Log Analytics agent
o o= e
L. \\ % Query by using: Il KQL i ||
' WQL
XPath

Answer:



Answer Area

L] s - b
|
LN []
» e ¥ r1| L-'."Hr] 1 " .. X 1
|
| Wik g .
X Py

Explanation:
To collect Windows Security event logs in Microsoft Sentinel , each monitored server or virtual machine must send its logs to a Log Analytics workspace , which Sentinel uses as its data foundation. This requires deploying the Log

Analytics agent (formerly OMS agent) to the Windows systems.

The Log Analytics agent collects data such as event lo gs (including Security, Application, and System logs) and forwards them to the connected Log Analytics workspace. Once the agent is installed and configured, the data
becomes available for analysis and correlation in Microsoft Sentinel.

Why not the other a gents:

* The Azure Monitor agent (AMA) is newer but, at this time, some Sentinel connectors and data collection rules still rely on the Log Analytics agent for Windows event collection.

* The Windows Azure VM Agent is only responsible for enabling Azure manage ment extensions, not log collection.

Once the data is ingested into Sentinel, analysts use KQL (Kusto Query Language) to query, investigate, and create analytics rules or workbooks. KQL is the native query language for both Azure Monitor Logs and Microsoft
Sentinel .

Therefore, the correct configuration is:

# Deploy the Log Analytics agent

# Query by using KQL

Answer Area

Query by using: KQ v

NEW QUESTION: 201
Hotspot Question
Your on-premises network contains a Hyper-V cluster. The cluster contains the virtual machines shown in the following table.



Name

Operating system

Azure Connected

Azure Monitoring

Machine agent Agent
Server1 Windows Server 2019 Not.installed Installed
Seryer2. | Windows Server 2016 Installed Not installed
Seryer ! LinbioUbantu 20.04 Not installed Installed

You have a Microsoft Sentinel workspace named SW1.
You have a data collection rule (DCR) that has the following configurations:

- Name: DCR1

- Destination: SW1
- Platform type: All

- Data collection endpoint: None
- Data source: Windows event logs, Linux syslog
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

Server1 can be added to DCR1 as a resource and all the Windows event logs can be

gathered.

Server2 can be added to DCR1 as a resource and:specific Windows event log events can be

gathered.

Server3 can be added to DCR1 asfa :rgsoak‘;e-‘and all'the Linux syslog data can be gathered.

Answer:

Yes

O

O

O

No



Answer Area

= icrosoft ™ -

Serverl can be added to DCR1 as a resource and all the Windows évent logs can be O C
gathered.
Server2 can be added to DCR1 as a resource and specific Windows event log events canbe O O
gathered.
Server3 can be added to DCR1 as a resource and all the Linux syslog data can be gathered. O O

NEW QUESTION: 202
You have an Azure subscription that contains the users shown in the following table.

{\VIiName Ot Role -
| User1 Security admmistrator

User?2 Security Teader
User3 Contributor

You need to delegate the following tasks:

* Enable Microsoft Defender for Servers on virtual machines.

* Review security recommendations and enable server vulnerability scans.

The solution must use the principle of least privilege.

Which user should perform each task? To answer, drag the appropriate users to the correct tasks. Each user may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.

P ‘“""T\ﬂ‘it rosoft

User1 ' EnEBIMicrosoft Defender for Servers on virtual machines: |
User? Wy T : -

_ Revie security recommendations and enable server vulnerability scans:
User3

Answer:



Users Answer Area

iiUSEr'_ !

Enable Microsoft Defender for Servers on virtual machines: '| User1
|

User2 |
1 ol i 2 Reviet security recommendations and enable server vuinerability scans: | User1

[UE-E-."B [
o ]
Explanation:
Task

User
Enable Microsoft Defender for Servers on virtual machines:

User1

Review security recommendations and enable server vulnerability scans:

User1

* Query successful

This is a role-based access control (RBAC) question using the principle of least privilege.

The table of users and roles is:

Name

Role

User1

Security administrator

User2

Security reader

User3

Contributor

Export to Sheets

* Action: This is a management/configuration task at the subscription level, often related to enabling Defender plans and installing extensions on VMs.

* Required Permissions: The ability to modify security policies and settings in Microsoft Defender for Cloud and the permission to install extensions on VMs.

* The Security Administrator role is explicitly designed for this, granting permissions to manage the security features, policies, and program enrollment (like enabling Defender plans).

* The Contributor role can also perform this by installing the necessary agents and extensions, but it grants broad access to manage all resources, violating the principle of least privilege for a purely security-focused task.
* Least Privilege User: User1 (Security administrator)

* Action: This task has two parts:

* Review security recommendations: This is a read-only action. The Security Reader role is sufficient.

* Enable server vulnerability scans: This means configuring a security feature (Vulnerability Assessment), which requires write access to the security configuration or the resource itself.
* The Security Reader role cannot perform the "enable" action.

* The Security Administrator role has the permissions required to modify security policy and configuration to enable scanning features.

* The Contributor role can also do this, but again, the Security Administrator role is the least privileged for a security-specific configuration change.

* Least Privilege User: Since the entire task includes an "enable" (write) action, we must use the role that can perform both read and write security actions. User1 (Security administrator) is the appropriate choice.

Task
User



Enable Microsoft Defender for Servers on virtual machines:
User1

Review security recommendations and enable server vulnerability scans:
User1

NEW QUESTION: 203
You need to create an advanced hunting query to i nvestigate the executive team issue.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v

CloudAppEvents
DeviceFileEvents
DeviceProcesskvents

| where TimeStamp > ago(2d)

| summarize activatylCount?®= W by FolderPath, FileName
avg()

ActionType, AccountDisplayName |Count()
sum()

| where activityCount > 5
Answer:

v,
CloudAppEventS  _ |
DeviceFileEvents _

DeviceProcessEvents

| where TimeStamp > ago(2d)

| summarize activityCount = W by FolderPath, FileName,
avg)

ActionType, AccountDisplayName |count)
sumi()

-

| where activityCount./> 5

Explanation:

Table: DeviceFileEvents

Aggregation function: count()

In Microsoft Defender XDR advanced hunting, data tables such as DeviceFileEvents , DeviceProcessEvents

, and CloudAppEvents are used to investigate various types of activities. Since this query aims to investigate an issue related to file activity-specifically identifying when files have been accessed, modified, or created repeatedly-the
correct data source table is DeviceFileEvents . This table contains information about file- level activities recorded by Defender for Endpoint sensors, including file path, file name, action type, and user account involved.

The KQL structure shown in the image follows standard hunting query syntax:

DeviceFileEvents

| where Timestamp > ago(2d)
| summarize activityCount = count() by FolderPath, FileName, ActionType, AccountDisplayName

| where activityCount > 5



Here's why:

* The where Timestamp > ago(2d) clause filters results from the last 2 days, a typi cal timeframe for immediate investigations.

* The summarize operator groups events by FolderPath, FileName, ActionType, and AccountDisplayName, then uses count() to determine how many times each file was acted upon.

* Finally, where activityCount > 5 filters t o show only unusually high-frequency activity, which might indicate suspicious or automated file manipulation.

Microsoft Defender XDR documentation highlights that DeviceFileEvents is the correct schema for file activity investigations, while DeviceProcess Events focuses on process creation and execution, and CloudAppEvents targets
cloud application usage.

Thus, the verified and documented correct completions are:

Table: DeviceFileEvents

Aggregation function: count()

NEW QUESTION: 204

You have a Microsoft Sentinel workspace that has Microsoft Sentinel data lake enabled for long- term retention.

You have a Microsoft Security Operations Center (SOC) that uses Jupyter notebooks for advanced investigations.

You run a weekly, hypothesis-driven hunting query to detect potential lateral movement. The query looks for multiple failed sign-ins followed by a successful sign-in.
You need to offload heavy computation for the query and persist the processed results to the data lake.

What should you do?

A. Create an analytics rule.

B. Create a scheduled notebook job.

C. Use livestream to continuously append the results of a second hunting query.

D. Every hour, create a watchlist from raw events.

Answer: (SHOW ANSWER)

The best action is to create a scheduled notebook job. This approach uses the underlying Apache Spark compute in your Jupyter notebook environment to offload heavy computations from the SOC, and it automatically persists the
processed results directly back to the Microsoft Sentinel data lake for long-term retention and future review.

Jupyter notebooks integrated with Microsoft Sentinel allow you to offload heavy, complex computation (like the multi-stage logic of correlating weekly failed-to-successful sign-ins) outside of the main Log Analytics engine.
Furthermore, notebooks can natively write and persist processed results directly back to your long-term data lake using Azure Storage APIs or Synapse integration.

Reference:

https://strategic-cyber.co.uk/2024/06/19/microsoft-sentinel-part-2-deploying-a-sentinel-workspace-and-onboarding-free-data-sources/

NEW QUESTION: 205

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.

You need to identify all the changes made to sensitivity labels during the past seven days.
What should you use?

A. the Incidents blade of the Microsoft 365 Defender portal

B. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center
C. Activity explorer in the Microsoft 365 compliance center

D. the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal
Answer: C (LEAVE A REPLY)

Explanation

Labeling activities are available in Activity explorer.
For example:

Sensitivity label applied



https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html
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This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.
It is captured at the time of save in Office native applications and web applications.

It is captured at the time of occurrence in Azure Information protection add-ins.

Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-activity-explorer-available-events

NEW QUESTION: 206

You implement Safe Attachments policies in Microsoft Defender for Office 365.

Users report that email messages containing attachment s take longer than expected to be received.

You need to reduce the amount of time it takes to deliver messages that contain attachments without compromising security. The attachments must be scanned for malware, and any messages that contain malware must be
blocked.

What should you configure in the Safe Attachments policies?

A. Dynamic Delivery

B. Replace

C. Block and Enable redirect

D. Monitor and Enable redirect

Answer: (SHOW ANSWER)

In Microsoft Defender for Office 365 Safe Attachments, Dynamic Delivery is specifically designed to shorten perceived delivery time while keeping full detonation scanning in place. Microsoft explains that with Dynamic Delivery, the
service "delivers the message body right away and replaces attachments with a placeholder while scanning" ; once the sandbox verdict is clean, the original file is reinserted automatically

. If malware is found, the attachment is blocked/removed and the message is handled per policy (for example, quarantined) . This option meets both requirements in the question: (1) users get messages quickly (no long wait for full
message delivery) and (2) security isn't reduced because attachments are still detonated before users can open them.

By contrast, Block delays or stops delivery when malicious; Replace swaps detected-malicious attachments with a .txt summary but doesn't reduce the initial delivery time for clean items; Monitor only logs without enforcing
protection. Therefore, to reduce delivery latency without compromising protection and still block malware , configure Dynamic Delivery in your Safe Attachments policy.

NEW QUESTION: 207

You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in activity and present the activity as a time chart aggregated by day.

You need to create a query that will be used to display the time chart. What should you include in the query?

A. extend

B. bin

C. makeset

D. workspace

Answer: B (LEAVE A REPLY)

Explanation (concise): In Azure Sentinel (Microsoft Sentinel) KQL, to display a time chart aggregated by day, you bucket timestamps using bin(TimeGenerated, 1d) (often after a summarize), which is what the timechart visual

expects. extend adds columns, makeset aggregates values into a set, and workspace is for cross-workspace queries-not for time bucketing.

NEW QUESTION: 208
You need to create a query to investigate DNS-related activity. The solution must meet the Microsoft Sentinel requirements. How should you complete the Query? To answer, select the appropriate options in the answer area NOTE:

Each correct selection is worth one point.
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Answer:

— ‘Microsoft

MASHH Dns # | where 1'!t&_"‘"-""ﬂcllmi > ago(7d) | 'g responsecodenames  MDOMAIN )

(staritpe=0g0{/dL y
Im_Dns Y whcre TimeGenerated > agoza

imDns [wineré TimeGenerated < ago(7d) |
o

Explanation
Answer Area

_ASim_Dns ¥ | (where Tlmeﬁw@ ¥ ago(7d) | ¥ | responsecodename="NXDOMAIN® )

| sumsarize count() by Se€lpAddr, bin(TimeGenerated,15a)

%- Microsoft

NEW QUESTION: 209
You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

A P-:*I--,_._-. s-*.' W |_|_.|_;:-':i! =,
B DR R | pamda
Devigmd (T

Deiced | macDS

You initiate a live response session on each device.

You need to collect a Defender for Endpoint investigation package from each device.

On which devices can you collect the package by running advanced live response commands from the command-line interface (CLI)?
A. Device1, Device2, and Device3 only

B. Device1 and Device2 only

C. Device1, Devke2, Device3, and Device4

D. Device3 and Device4 only

Answer: A (LEAVE A REPLY)

NEW QUESTION: 210
You have an Azure subscription named Sub1 that contains the resources shown in the following table.
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Resource :
Name T
e group P ﬁﬁ'ﬂ‘mﬂ
W1 Microsoft Sentinel RGi tE"  Lantaite a scheduled query rule
workspace @ : named Rulel
. ol ' ContaifSiiMicrasoft Sentinel incjdent
1
LApp Azure logic app RG2 trigger B MI Cros O’-F-}:
-

You plan to configure Rule1 to trigger Lapp1 when an incident is generated.

You need to recommend the role-based access control (RBAC) role that you should assign to WS1, and the scope at which should you assign the role. The solution must follow the principle of least privilege.
What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

m Mi f
L K@Q _%ictoso ttﬂnlinelﬂummation Contributor

Logic Agp' Operator

MItTosoM™Sentine]l Automation Contnbutor

Mierdsoft Sentinel Playbook Operator

SeaPe: RG2 w
LApp1

Answer:
Answer Area -

fill] M ICIroS Gftt M-.n:.rqs;g'tﬁ:éh‘-ﬁh:l Automation Contributor

A

rosoft Septmel Avtomation Coninbutor

5"'“1'5" LR T

I_Lﬁ“ﬂj i _|
| RG1
(- —

NEW QUESTION: 211

Drag and Drop Question

You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



T Vlic revsvrhes

Create a rule by using t nanges to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

connector

Add the Amazon Web Services @

Set the alert logic

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

Answer:



.Create a rule by using the Changeé to

Amazon VPC settings rule template ARG e AMAZOI UYeD Sutvicas

connector

From Analytics in Azure Sentinel, create .me Analytics in Azure Sentinel, create |
a Microsoft incident creation rule a custom analytics rule that uses a

scheduled query

@ Set the alert logic

Select a Microsoft securily sarvice

Add the Syslog connector

Explanation:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,
40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 212

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html

Log Analytics workspace to use: ' v
A new Log Analytics @%pace in the East US Azure region

Default works@ﬁeat'ed by Azure Security Center

LA1
Windows security events to collect: ??’?7
vents

P

Answer:

Log Analytics workspace to use: 2\ 3 v
A new Log Analytics workspaces East US Azure region

E;tm!u workspace created by SPoliyCemen ¢ 0 F

Windows security events to collect: v

AlLEvents
C.omimon

Minimal

Explanation:

g raiicBR R 10

£+ A\ v
"Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center

Nindows security events to collect:

NEW QUESTION: 213
You use Azure Sentinel to monitor irregular Azure activity.
You create custom analytics rules to detect threats as shown in the following exhibit.

Home > Azure Sentinel workspaces > Azure Sentinel

Analytics rule wizard - Edit existing rule
DeployWim

General Set rule logic Incident settings Automated response Rewview and create

Define the logic for your new analytics rule.

Rule guery
Any time details set here will be within the scope defined below in the Query scheduling fields.

AzureActivity

| where OperationName == “Create or Update Virtual Machine®

or OperationName == "“Create Daployment®

| wherae ActivityStatus == "Succeaded”

| make-series dcount (Resourceld) default=0

on EventSubmissionTimestamp in range {(ago(7d), now(), 1d) by caller




View query results »
Map entities

Map the entities recognized by Azure Sentinel to the appropriate columns available in your query
results. This enables Azure Senlinel to recognize the entities that are part of the alerts iur furlhﬁ'
analysis. Entity type must be a string.

Entity Type Column

Account Choose column Agid

Host TP Rad

IP thgﬁecolq‘!m Add

URL 'Bhuqse.ﬁihmm et Add

FileHash Sy, Wolbosecomn v | Add
Query schedulinggs,
Run query@isl * _

Feo YW o 2 | [Minutes ~
-_ctnﬂl.::ﬁ an from the last ™ 0

5 | | Hours o

Alert threshold

GEF‘-E'I'a e alert when number of q..:er'. results = : M I C rO S Of

Isgreaterthan IE2RE |

Event grouping

Configure how rule guery results are grouped into alerts
(@) Group all events into a single alert

O Trigger an alert for each event

Suppression

Stop running query after alert s generated (2

@ of
Stop nenning query for™
| 5 Hours |

Previous Mext : Incident settings >

You do NOT define any incident settings as part of the rule definition.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.



If a user deploys three Azuré Vi Mﬁrﬁﬁﬁd u usly, how many | v

times will you receive [answer ch urs. 0 alerts
1 alert
2 alerts
3 alerts
if three separate users deploy one Azure virtual machine each within five [ w
minutes of each other, you wiil receive [answer choice]. 0 alerts
1 alert
2 alerts
3 alerts
Answer:
fa user deploys re virtual maghines simultaneously, how many ‘ v
imes will yomew Q&Bﬁ the next five hours. 0 alerts
| 2 alerts
_ A" 3 alerts
fthree separate users deploy one. Awﬁe wﬂ’ual machine each within five | v
ninutes of each other, you 'mﬂ tel:&we [answer choice]. 0 alerts
< 1 alert |
2 alerts
3 alerts

If a user deploys three Azure virtual machines simultaneously, how many | v
times will you receive [answer choice] in the next five hours. 0 alerts

1 alert
2 alerts
3 alerts

If three separate users deploy.one/Azure virtual machine each within five
minutes of each other, you willreceive [answer choice]. 0 alerts
1 alert
2 alerts

Microsoft [5ice




Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION: 214

You have a suppression rule in Azure Security Center for 10 virtual machines that are used for testing. The virtual machines run Windows Server.
You are troubleshooting an issue on the virtual machines.

In Security Center, you need to view the alerts generated by the virtual machines during the last five days.

What should you do?

A. Change the rule expiration date of the suppression rule.

B. Change the state of the suppression rule to Disabled.

C. Modify the filter for the Security alerts page.

D. View the Windows event logs on the virtual machines.

Answer: (SHOW ANSWER)

A suppression rule in Azure Security Center (Defender for Cloud) prevents specific alerts from appearing in the portal or triggering notifications. When a suppression rule is active, alerts that match its conditions are hidden from

view, even though they still occur in the background.

If you need to temporarily view alerts from the suppressed virtual machines - for example, while troubleshooting or verifying detections - you can disable the suppression rule. Microsoft documentation states: "To temporarily resume
visibility of alerts suppressed by a rule, change the rule state to Disabled.

When disabled, the rule no longer hides alerts that meet its conditions." Changing the expiration date (Option A) only controls when the rule automatically stops; it does not immediately restore visibility.

Modifying filters (Option C) won't reveal suppressed alerts, as those are already hidden from query results.

Viewing Windows event logs (Option D) provides raw OS data but not Security Center alert context.

Thus, to see the suppressed alerts for the last five days, you must disable the suppression rule, making B the correct answer.

NEW QUESTION: 215

You have a Microsoft Sentinel workspace named sws1.

You need to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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eﬁmntlags "ﬂi"-‘i

Answer:

=.Microsof

AzureActivity ol
ﬁnudltl.ui S
BehaviorAnalytics s "True®
SecurityEvent

| where ActionType == “Add user” m
| where Mtivitﬂnsiﬂ-ltts Tﬂe 0

| join(

= $right._Itemld
AzureActivity sht..

,5 .L! ..:"m...}E'f..e.nf.m.,...._ — wwaring(UsersInsights.AccountDisplayName) ,

] sort by TimeGenerated desc

m&ert Userlame, UserPrincipalName, UsersInsights,

ActivitvTvoe. ActionTvpe

AzureActivity st

I .ﬂuditi.uis o

' BehaviorAnalyfics s "True
Securitytvent

| where ActionType ==

| where Act:l.ntyl'nnlht‘has l"-com

| join

exaditmgs “""""5

reActivity

“Add user”

= $right._Ttemld

.E ._...“.L vfﬂtp.-.,m ~ wwaring(UsersInsights.AccountDisplayName),

| sort by TimeGenerated desc
| project TimeGenerated, UserName, UserPrincipalName, UsersInsights,
ActivityType, ActionType



Explanation:

— Microsoft

AzureActivity
| where ActionType == “Add user”
| where ActivityInsights has "True® _
| join(
BehaviorAnalytics o= T!-"l
) on $left SoupedRetrdld == $right._Itemld
| mlluplnﬂ f-ilrgetﬂemurces
..I'exte.-nd DisplayName = tostring(UsersInsights.AccountDisplayName),
| sort by TimeGenerated desc

| project TimeGenerated, UserName, UserPrincipalName, UserslInsights,
AitlvltrTYpe A(tlﬂﬂT?E?‘;”:'”r"':"h"

e ”r-n T mw o

NEW QUESTION: 216

Hotspot Question

You have 100 on-premises servers that run Windows Server and do NOT have internet connectivity.
You have an Azure subscription that contains a dedicated monitoring server.

You have a Microsoft Sentinel workspace named Workspace1.

You need to ingest Windows event logs from the on-premises servers into Workspace1.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A3: Syslog via AMA data connector
A1: Windows Funwarded Events data connector
A2: Windows Secunty Events via AMA data connector

On the servers, implement: v

B1: Windows Event Forwarding
BE The Azure Monltcr Agent
| B3: The Azure m

Answer:



Answer S Microsoft

Use the: ¥
A3: Syslog via AMA data connector

Al: Wrndows Fnrwarded Events data connector
A2: Windows Secunty Events via AMA data connector

On the servers, implement: v
B1: Windows Event Forwarding

B2: The Azure Monitor Agent

B3: The Azure Arc agent

NEW QUESTION: 217

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

Enable and disable Azure Defender.

Apply security recommendations to resource.

The solution must use the principle of least privilege.

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used once, more than once, or not at all. You may need to drag the split
bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area

'Secunt‘y Admin

| [_ResoM &ﬁf@r&@ft

Enable and disable Azure Defender: [

, Apply security recommendations to a resource:
' Subscﬁpﬁon Contributor

|
' Subscription Owner

Answer:



Roles Answer Area — W M i Croso t

™~

Security Admin

Enable and disable Azure Defender: | Security Admin

Resource Group Owner

Apply security recommendations to a resource; | Subscription Contributor

Subscription Contributor

Subscription Owner

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-permissions

NEW QUESTION: 218

You have an on-premises datacenter that contains a custom web app named Appl. App1 uses Active Directory Domain Services (AD DS) authentication and is accessible by using Microsoft Entra application proxy.
You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.

You receive an alert that a user downloaded highly confidential documents.

You need to remediate the risk associated with the alert by requiring multi-factor authentication (MFA) when users use App1 to initiate the download of documents that have a Highly Confidential sensitivity label applied.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

For App1 to require MFA, use: | Microsoft EnigaD Protection
Conditiqnal Aceess
MicrasoftEntra Domain Services
:'. sMicrosoft Entra 1D Protection

To implement a s___essfgn"i:r?f:llscf. use: Microsoft Defender for Office 365 [ ¥
AN Microsoft Defender for Cloud Apps

Microsoft Defender for Identity

= M i Croso f (il i<rosoft Defender for Office 365

Answer:
Answer Area

For App1 to require MFA, use: | Miergseift Entra ID Protection __5
, Conditional Access
"Microsoft Entra Domain Services
Microsoft Entra 1D Protection

To implement a session BBICY, use:  Microsoft Defender for Office 365 o
Microsaoft Defender for Cloud Apps
IL ft Defender for (dentity_
I

Explanation:



For App1 to reguire MFA, use: "_I_:*ll_'r_D'SDf'[ Entra ID Protection el

8

To implement a session policwu®e: | Microsoft Defender for Offi R B
|§E‘I‘U1_C'I’25| soft

NEW QUESTION: 219

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In the Cloud App Security portal:

Add a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal:

Add a data connector
a workbook

 IVE
- Micros figure the Logs settings

Answer:

In the Cloud App Security portal:

dd a secunty extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal:

Add a data connector
Add a m:mk
Configure the Logs:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel

NEW QUESTION: 220
You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
a Microsoft 365 E5



MLeuvis

Create a rule by using the Changes to
Amazon VPC settings rule template

From Amalyti¢s.in Azure-Senfingl, create
a Microsoftiincident-creation'rule

Add the Amazon Web Services
connector

Set the alert logic
|

—

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

Answer:

MIISWEI Amica

®
®

O



Actions Answer Area

;7 Create arule-byusing the-Changesto- —
Amazon VPC settings rule template | i g i .

_________________ i Add the Amazon Web Services

|

|
|From Analytics in Azure Sentinel, create | | connector :
|a Microsoft incident creation rule ! l

oo s e et ®
________________ |

|Add the Amazon Web Services i

|connector 1 @

L d T e B Ve i i e e e i - -

7 |

Set the alert logic | I From Analytics ip Azure Sentinel, create |
L W ——— ) | a custom analytics rule that uses a |
rh,g;d;ﬂw!ﬂ- p—— , Scheduled query |

|

,Frnm Analytics in Azure Sentinel, create | SIS I S
ja custom analytics rule that uses a '
| scheduled query '

e e e e s e s s el

Explanation
Graphical user interface, text, application Description automatically generated

Add the Amazon Web Services
connector

From Analytics in Azure-Sentinel, create
a custom analytics rule that uses a
' scheduled query

— -

Set the alert logic

f’||IL=LJC~ I-.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom
NEW QUESTION: 221



Drag and Drop Question

You have a Microsoft Sentinel workspace named Workspace1 that has a retention period of 12 years. Workspace1 contains two custom auxiliary tables named Table1 and Table2.
You need to correlate the data between Table1 and Table2 from the past six months by using a JOIN operation. The solution must minimize administrative effort and costs.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

N i e o |
Actions IVIICFOSOTLT  AnswerArea

B N B ¥ V¥ e

Run a query against the Log Analytics tables.

Run a query against the Auxiliary log tables.

Delete tables that have the _ SRCH suffix.

Run two search jobs.
Run a single search job
Answer:
Actions Answer Area

Run a query against the Log Analytics tables. Run a query against the Auxiliary log tables.

Run a query against the Auxiliary log tables. | Run a single Eearéﬁ iﬂb

Delete tables that have !hg_ __SRCH sﬁmx. A [ié;éte tables that have the SRCH suffix
Run two search jobs.
: Run a single search job — __ * Crosort

NEW QUESTION: 222
You have an Azure subscription that contains a user named User1 and a Microsoft Sentinel workspace named WS1. WS1 uses Microsoft Defender for Cloud.

You have the Microsoft security analytics rules shown in the following table.

Name Service

Rule1 Defender for Cloud y
Rule2 | Defender for Cloud, Create incident
Rule3 Defender for ':-I‘:-_I:_)C'J-- Craate incident
Ruled | Defender for Giowd Create incident

User1 performs an action that matches Rule1, Rule2, Rule3, and Rule4. How many incidents will be created in WS1?

A.1
B.2

C.3



D.4

Answer: (SHOW ANSWER)
Microsoft Sentinel "Microsoft security" analytics rules (for products like Defender for Cloud) create incidents from alerts generated by that product. Even if multiple identical Microsoft security rules exist for the same product, a single

incoming alert will result in one incident in the workspace, not one per rule.

NEW QUESTION: 223

You open the Cloud App Security portal as shown in the following exhibit.

¥ Cloud Discovery - CloudppiSe = | #
= MM-’-"M“&W 5 g : I-lhl-f..ii ore=eg(i 0 ISstreamid = SeMEMMbe 2 BSIELT 4008 ab-sennces s & &

»Snapshot report Timerame

1

Sample repon Lastadcag
G Db -
O O Dashboard Discovered apps  IP addresses Users Created on Apr 21, 2020
Chdtumeyddeesd  Queries APPS APPTAG “RISKSCORE Saveas Advanced
| o vt P— - o & ; — —
i e e - : R 3 10
A COMPLIANCE RISKFACTOR SECURITY RISK FACTOR
s a st et by i ;] @ bopw poksy bom warth = R
¥ Copate et smp
Aro Score - Trafe Upload Transac  Users 1P addr . Last se Actons
L L
Cloaud sicrage 5
- = Apphad Innovateons _ 1 g 0
B Com Mowting Denices A\ g serices 0 = 2 Age 20
e IT seraces 3 =% Siat
uiCake H¥KB - 1 1 T O
Content managemant . 1 (#wm. mantonng 0 : ’ Age 30
Data analytics 2
Ussrunap _ o
Webste monkiing 2 Pty B 1V BB 0 Axd,
Advting Fs
CopperEin 5 o
Marksting 2 _‘th_mmﬂ 866 KB 12 2 8 Axd
Customes suppon F BN s
hoad o
Collaboration 2 !"IMMN © e - N N7 A

You need to remediate the risk for the Launchpad app.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions | Vi EC E’@mf't”ea

Tag the app as Unsanctioned.

Run the script on the source appliance.

Run the scriptin Azure Cloud Shell @

Select the app.

Tag the app as Sanctioned.

Generate a block script.

Answer:


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area

Select the app.

Tag the app as Unsanctioned

Generate a block script

Run the script on the source appliance.
- rosol

1 - Select the app.

2 - Tag the app as Unsanctioned.

3 - Generate a block script.

4 - Run the script on the source appliance.

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/governance-discovery

NEW QUESTION: 224
From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.

=

£ Timeline

[vm1

New processes ob...

Halo
o |

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.



If you hover over the virtual machine named vim1,
you can view [answer choice].

f you select [answer choice], you can navigate
0 the bookmarks related to the incident.

Answer:

If you hover over the virtual machine named vm1,
you can view [answer choice].

fyou select [answer choice], you cannavigate
o0 the bookmarks related to the incident.

Reference:

v

the inbound rietwork security group (NSG) rules
the last five: Windows secuniyvlleg Events, ()11
the opert ports on the host .

the running processes

v
Entities
Info
Insights
Timeline
B 4

the inbound network security group (NSG) rules
the last five Windows security log events

the open ports on the host
[fhe fuUnNing processes

Entities

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-graph-to-deep-dive

NEW QUESTION: 225

You have the following environment:

Azure Sentinel

A Microsoft 365 subscription

Microsoft Defender for Identity

An Azure Active Directory (Azure AD) tenant

You configure Azure Sentinel to collect security logs from all the Active Directory member servers and domain controllers.

You deploy Microsoft Defender for Identity by using standalone sensors.

You need to ensure that you can detect when sensitive groups are modified in Active Directory.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Configure the Advanced Audit Policy Configuration settings for the domain controllers.
B. Modify the permissions of the Domain Controllers organizational unit (OU).




C. Configure auditing in the Microsoft 365 compliance center.

D. Configure Windows Event Forwarding on the domain controllers.
Answer: A,D (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/defender-for-identity/configure-windows-event-collection
https://docs.microsoft.com/en-us/defender-for-identity/configure-event-collection

NEW QUESTION: 226

Case Study 3 - Litware Inc

Overview

Fabrikam, Inc. is a financial services company.

The company has branch offices in New York, London, and Singapore. Fabrikam has remote users located across the globe. The remote users access company resources, including cloud resources, by using a VPN connection to a
branch office.

Existing Environment

Identity Environment

The network contains an Active Directory Domain Services (AD DS) forest named fabrikam.com that syncs with an Azure AD tenant named fabrikam.com. To sync the forest, Fabrikam uses Azure AD Connect with pass-through
authentication enabled and password hash synchronization disabled.

The fabrikam.com forest contains two global groups named Group1 and Group2.

Microsoft 365 Environment

All the users at Fabrikam are assigned a Microsoft 365 ES license and an Azure Active Directory Premium Plan 2 license.

Fabrikam implements Microsoft Defender for Identity and Microsoft Defender for Cloud Apps and enables log collectors.

Azure Environment

Fabrikam has an Azure subscription that contains the resources shown in the following table.

Name Type — IVI 1C f@&ﬁﬁiﬁn

Appl Azure logic app To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes Appl by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.
Analytics
workspace

LAWkspcl Log Analytics LAWkspcl will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) Environment

Fabrikam has an Amazon Web Services (AWS) account named Account1. Account1 contains

100 Amazon Elastic Compute Cloud (EC2) instances that run a custom Windows Server 2022.

The image includes Microsoft SQL Server 2019 and does NOT have any agents installed.

Current Issues

When the users use the VPN connections, Microsoft 365 Defender raises a high volume of impossible travel alerts that are false positives.

Defender for Identity raises a high volume of Suspected DCSync attack alerts that are false positives.
Requirements
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Planned changes

Fabrikam plans to implement the following services:

- Microsoft Defender for Cloud

- Microsoft Sentinel

Business Requirements

Fabrikam identifies the following business requirements:

- Use the principle of least privilege, whenever possible.

- Minimize administrative effort.

Microsoft Defender for Cloud Apps Requirements

Fabrikam identifies the following Microsoft Defender for Cloud Apps requirements:

- Ensure that impossible travel alert policies are based on the previous activities of each user.

- Reduce the amount of impossible travel alerts that are false positives.

Microsoft Defender for Identity Requirements

Minimize the administrative effort required to investigate the false positive alerts.

Microsoft Defender for Cloud Requirements

Fabrikam identifies the following Microsoft Defender for Cloud requirements:

- Ensure that the members of Group2 can modify security policies.

- Ensure that the members of Group1 can assign regulatory compliance policy initiatives at the Azure subscription level.
- Automate the deployment of the Azure Connected Machine agent for Azure Arc-enabled servers to the existing and future resources of Account1.
- Minimize the administrative effort required to investigate the false positive alerts.

Microsoft Sentinel Requirements

Fabrikam identifies the following Microsoft Sentinel requirements:

- Query for NXDOMAIN DNS requests from the last seven days by using built-in Advanced Security Information Model (ASIM) unifying parsers.
- From AWS EC2 instances, collect Windows Security event log entries that include local group membership changes.
- Identify anomalous activities of Azure AD users by using User and Entity Behavior Analytics (UEBA).

- Evaluate the potential impact of compromised Azure AD user credentials by using UEBA.

- Ensure that App1 is available for use in Microsoft Sentinel automation rules.

- Identify the mean time to triage for incidents generated during the last 30 days.

- Identify the mean time to close incidents generated during the last 30 days.

- Ensure that the members of Group1 can create and run playbooks.

- Ensure that the members of Group1 can manage analytics rules.

- Run hunting queries on Pool1 by using Jupyter notebooks.

- Ensure that the members of Group2 can manage incidents.

- Maximize the performance of data queries.

- Minimize the amount of collected data.

You need to correlate data from the SecurityEvent Log Analytics table to meet the Microsoft Sentinel requirements for using UEBA.
Which Log Analytics table should you use?

A. SentinelAudit

B. AADRiskyUsers

C. IdentityDirectoryEvents
D. IdentityInfo



Answer: (SHOW ANSWER)

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (5608 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 227

DRAG DROP
You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.

You need to deploy the log forwarder.
Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
directly to Azure Sentinel.

daemon and the Log Analytics agent.

O

Configure the syslog daemon. Restart the syslog @

Download and install the Log Analytics agent.

Set the Log AnalyticS\agerit to.listen op-port 25226
and forwart the CEF messages to.Azube.Sentinel.

Answer:
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Answer Area

Actions

Deploy an OMS Gateway on the network. Download and install the Log Analytics agent.

Set the syslog daemon to forward the events Set the LogAnalytics agent to listen on port 25226
directly to Azure Sentinel. and farward the CEF messages to Azure Sentinel.
Configure the syslog daemon. Restart the syslog @ Configure the syslog daemon. Restart the syslog @
daemon and the Log Analytics agent. @ daemon and the Log Analytics agent. @
Download and install the Log Analytics agent.

and forward the CEF messages to Azure Sentinel.

Section: [none]
Explanation/Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog

Set the Log Analytics agent to listen nniiml ﬁ?ﬂl | Cros Oft

NEW QUESTION: 228
You have an Azure Sentinel deployment.

You need to query for all suspicious credential access activities.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

From Azure Sentinel, select Hunting.

Select Run All Queries.

Filter by tactics.

Select New Query. ©:

From Azure Sentinel, select Notebooks. ; M ] Croso ft

Answer:



Actions Answer Area

From Azure Sentinel, select Hunting. " From Azure Sentinel, select Hunting.

Select Run All Queries. Filter by tactics. n
a)

- ]
|

L

Select New Query. 8 Select Run Aﬁm 2

Filter by tactics.

From Azure Sentinel, select Notebooks.

NEW QUESTION: 229

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains a Windows device named Device1. You need to investigate a suspicious executable file detected on Device1.
The solution must meet the following requirements:

* Identify the image file path of the file.

* Identify when the file was first detected on Device1.

What should you review from the timeline of the detection event? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
MRINSWET Arca

To dentify the imagg e path: o000 v
i |“ Action type
To identify when the file was first detected Event entities graph o
Action type
Entities

Event entities graph

Answer:

To wdentify &@m&!h Entities

Action type

@%i% ‘ “Event entities graph

m;ﬁi.'ﬂy when the file was Tirst detected Event entities araph
% Action type

|:| Entities

] C rOSOft Event entithes graph

Explanation:
Answer Area

o Ldt"l"rﬁl'y tReimage file path:  Entities bk

H‘ (VA ft-r‘os.mﬂthr file was first detected:  Event entities graph W




NEW QUESTION: 230

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use: X v
: A new Log Analytics workspace in the East US Azure region
I " Default workspace created by Azure Security Center

= Microsoft R y

| LA1

Windows security events to collect: ‘ : - [V
All Events
Common
Minimal

Answer:

Log Analytics workspace fo use: B ﬁ-"%“ I v
A new Log Analytics workspace in the East US Azure region
Default workspace-created by Azure Security Center
LA1 '

Windows security events to collect: XY |vw

All-Events
L ommon

Minimal I __1 M iCl’OSOft

NEW QUESTION: 231

You have a Microsoft Sentinel workspace named sws1.

You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts. The solution must exclude users that list storage keys for a single storage account.
How should you complete the query? To answer, select the appropriate options in the answer area.



iIcrosoft

| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == "Succeeded”

| join kind= inner ( oo

AzureActivity

e
| where OperationNamevValue == " %asturnguccwntsf1istk:3rs!act:[un'

| where ActivityStatusvalue == "
| project Expectedlplddress-[a&}f dress, Caller

| evaluate v

nt()

) on Caller
| where CallerIpAddress != ExpectedIlpAddress
| summarize Resourcelds = make set(Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

Answer:



AzureActivity
BehaviorAnalytics
SecuntyEvent

| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == "Succeeded”
| join kind= inner (
AzureActivity
| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusvalue == "Succesded”
| project ExpectedIpAddress=CallerlpiAddress, Caller

| TevBlupte ~ ¢ . v

autocluster()
bin()
count(

) on Caller

| where CallerlpAddress != ExpectedIpAddress
| summarize Rezourcelds = make czet(Recourceld), ResourceldCount = deount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

NEW QUESTION: 232

Case Study 3 - Litware Inc

Overview

Fabrikam, Inc. is a financial services company.

The company has branch offices in New York, London, and Singapore. Fabrikam has remote users located across the globe. The remote users access company resources, including cloud resources, by using a VPN connection to a
branch office.

Existing Environment

Identity Environment

The network contains an Active Directory Domain Services (AD DS) forest named fabrikam.com that syncs with an Azure AD tenant named fabrikam.com. To sync the forest, Fabrikam uses Azure AD Connect with pass-through
authentication enabled and password hash synchronization disabled.

The fabrikam.com forest contains two global groups named Group1 and Group2.

Microsoft 365 Environment

All the users at Fabrikam are assigned a Microsoft 365 ES license and an Azure Active Directory Premium Plan 2 license.

Fabrikam implements Microsoft Defender for Identity and Microsoft Defender for Cloud Apps and enables log collectors.

Azure Environment
Fabrikam has an Azure subscription that contains the resources shown in the following table.



Name Type Description .

Appl Azure logic app | To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes App1 by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.

Analytics
workspace

LAWkspcl Log Analytics LAWkspcl will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) Environment

Fabrikam has an Amazon Web Services (AWS) account named Account1. Account1 contains

100 Amazon Elastic Compute Cloud (EC2) instances that run a custom Windows Server 2022.

The image includes Microsoft SQL Server 2019 and does NOT have any agents installed.

Current Issues

When the users use the VPN connections, Microsoft 365 Defender raises a high volume of impossible travel alerts that are false positives.
Defender for Identity raises a high volume of Suspected DCSync attack alerts that are false positives.

Requirements

Planned changes

Fabrikam plans to implement the following services:

- Microsoft Defender for Cloud

- Microsoft Sentinel

Business Requirements

Fabrikam identifies the following business requirements:

- Use the principle of least privilege, whenever possible.

- Minimize administrative effort.

Microsoft Defender for Cloud Apps Requirements

Fabrikam identifies the following Microsoft Defender for Cloud Apps requirements:

- Ensure that impossible travel alert policies are based on the previous activities of each user.

- Reduce the amount of impossible travel alerts that are false positives.

Microsoft Defender for Identity Requirements

Minimize the administrative effort required to investigate the false positive alerts.

Microsoft Defender for Cloud Requirements

Fabrikam identifies the following Microsoft Defender for Cloud requirements:

- Ensure that the members of Group2 can modify security policies.

- Ensure that the members of Group1 can assign regulatory compliance policy initiatives at the Azure subscription level.
- Automate the deployment of the Azure Connected Machine agent for Azure Arc-enabled servers to the existing and future resources of Account1.
- Minimize the administrative effort required to investigate the false positive alerts.

Microsoft Sentinel Requirements

Fabrikam identifies the following Microsoft Sentinel requirements:
- Query for NXDOMAIN DNS requests from the last seven days by using built-in Advanced Security Information Model (ASIM) unifying parsers.



- From AWS EC2 instances, collect Windows Security event log entries that include local group membership changes.
- Identify anomalous activities of Azure AD users by using User and Entity Behavior Analytics (UEBA).
- Evaluate the potential impact of compromised Azure AD user credentials by using UEBA.

- Ensure that App1 is available for use in Microsoft Sentinel automation rules.

- Identify the mean time to triage for incidents generated during the last 30 days.

- Identify the mean time to close incidents generated during the last 30 days.

- Ensure that the members of Group1 can create and run playbooks.

- Ensure that the members of Group1 can manage analytics rules.

- Run hunting queries on Pool1 by using Jupyter notebooks.

- Ensure that the members of Group2 can manage incidents.

- Maximize the performance of data queries.

- Minimize the amount of collected data.

Hotspot Question

You need to meet the Microsoft Defender for Cloud Apps requirements.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Set the sensitivity level of the impossible travel alert policies to:

Low
Medium
High

To reduce the amount of false positive alerts:

Add IP address ranges.
Enable leaked credential detection.

Q%Wﬁféﬁﬁed credential detection.

Answer:



Answer Area

Set the sensitivity level of the impossible travel alert policies to: v
c; ow
&6 ¢ Medium
&66 High
-\
To reclu dunt of false positive alerts: IIV

Add IP address ranges.

M I c % S Oft Enable leaked credential detection.
Disable leaked credential detection.

NEW QUESTION: 233
You have a Microsoft subscription that has Microsoft Defender for Cloud enabled You configure the Azure logic apps shown in the following table.

Name Trigger Action
LogicAppl When a Defender for Cloud Send an email
recommendation 1§ Crealed or tniggered
LogicApp2 Whena Defender for Clqud alert is created Send an email
or triggered = Microsofit

You need to configure an automatic action that will run if a Suspicious process executed alert is triggered. The solution must minimize administrative effort.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

RCUIONS RNsSWer Area
Configure the Suppress similar alerts settings. @

Configure the Mitigate the threat settings. |

Filter by alert title. | @

‘Select Take action |

Configure the Prevent future attacks settings.

E: - =

Configure the Tngger automated response “‘ﬂ'“giw— - Ml c r O S Oft

Answer:



Answer A -a

Configure teh Trigger autormated respnse
settings.

Filter by alert title

Select Take Action

1 - Configure teh Trigger automated respnse settings.
2 - Filter by alert title.
3 - Select Take Action

NEW QUESTION: 234

You have an Azure subscription that uses resource type for Cloud. You need to filter the security alerts view to show the following alerts:

* Unusual user accessed a key vault

* Log on from an unusual location

* Impossible travel activity

Which severity should you use?

A. Informational

B. Low

C. Medium

D. High

Answer: C (LEAVE A REPLY)

In Microsoft Defender for Cloud (and by extension Microsoft Defender XDR), each security alert is assigned a severity level based on the assessed risk, confidence, and potential impact. The severity levels are:
* High - Indicates a confirmed or severe threat (e.g., active malware, data exfiltration, privilege escalation).

* Medium - Indicates suspicious or anomalous activity that may require investigation but is not confirmed malicious.

* Low - Indicates be nign or informational activity with minimal risk.

* Informational - Alerts that provide context or enrichment but are not threats.

The alerts listed in the question -

* Unusual user accessed a key vault

* Log on from an unusual location

* Impossible travel activity -

are all behavioral anomaly detections generated by Defender for Cloud and Defender for Cloud Apps using machine learning and user behavior analytics (UEBA) . Microsoft classifies such anomaly-based detections as Medium
severity by default, becaus e they represent potentially risky activity that might indicate compromise but are not confirmed attacks.

According to Microsoft's official documentation for Defender for Cloud alert severity classification:

"Medium severity alerts indicate suspicious acti vities that might represent legitimate anomalies or early stages of a potential attack, such as impossible travel, unusual sign-in location, or abnormal resource access." Thus, when
filtering the Security Alerts view to include those specific anomaly-based alerts, the correct severity filter to use is:

# Medium

NEW QUESTION: 235
You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named User1.
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You are notified that the account of User1 is compromised.
You need to review the alerts triggered on the devices to which User1 signed in.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

DevicelInfo
| where LoggedOnUsers contains "userl®

| distinct Deviceld

| ¥ kind=inner AlertEvidence on Deviceld

extend
join
roject

| project Alertld

| jeim AlertInfo on Alertid % MlcrOSOf

| ¥ Alertld, Timestamp, Title, Severity, Category

project
summarize
take

nswer:
Devicelnfo

| where LoggedOnUsers contains ‘userl’

| distinct Deviceld

| ¥ kind=inner AlertEvidence on Devichd

,N icrosoft
G%

| project Alertld

| join Alertln%% lertld

| ¥ Alertld, Timestamp, Title, Severity, Category

roject !

summarize

take




Explanation

Box 1: join

An inner join.

This query uses kind=inner to specify an inner-join, which prevents deduplication of left side values for Deviceld.
This query uses the Devicelnfo table to check if a potentially compromised user (<account-name>) has logged on to any devices and then lists the alerts that have been triggered on those devices.
Devicelnfo

//Query for devices that the potentially compromised account has logged onto

| where LoggedOnUsers contains '<account-name>'

| distinct Deviceld

//ICrosscheck devices against alert records in AlertEvidence and Alertinfo tables

| join kind=inner AlertEvidence on Deviceld

| project Alertld

//List all alerts on devices that user has logged on to

| join Alertinfo on Alertld

| project Alertld, Timestamp, Title, Severity, Category

Devicelnfo LoggedOnUsers AlertEvidence "project AlertID"

Box 2: project

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view=

NEW QUESTION: 236
Hotspot Question

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to use an Azure Resource Manager (ARM) template to create a workflow automation that will trigger a logic app when specific alerts are received by Microsoft Defender for Cloud.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



"resources”: [

{

"type": ¥ /automations",

. o Microsoft AlertsManagement
Micrasot

M'tcrosoft.Secuﬁty
“apiVersion”: "2019-01-01-preview”,
"name"”: "[parameters('automationName')]"
“location": “[parameters('location')]",

“properties™: {

"description”: “[fornat{uariahles{'ggpggg¢iqnn§s§riﬁ§égﬁh];?fﬂ}', parameters(’'subscriptionId’))]”,

"isEnabled": true,

"actions": [
{

“"actionType": "LogicApp",

"logicAppResourceld”: "[resourceld(’ ¥ Jworkflows', parameters('logicAppName’'))]",
' Microsoft.AlertsManagement 1
‘Microsoft.Automation
| Microsoft.Logic
Microsoft.Security

"uri®: "[listCallbackURL(resourceld{parameters('subscriptionld'), parameters('logicAppResourceGroupName'),

Answer:



L L RS s TR

"resources™: [

{

“type™: ¥ [automations”,
Microsoft.AlertsManagement |
Microsoft.Automation ‘

Microsoft.Logic |

WIICTIOS0] -l i

"apiVersion": "2819-81-@l-previewn”,
"name": "[parameters('automationName')]",

“location": "[parameters(’'location')]",

a
S- M ft
“pruperties": { s . I C ro SO
"description™: “[furut(wriables{maw ),'{0}', parameters('subscriptionId'))]",

"isEnabled": true,
"actions": [ e a

{

“"actionType": "LogicApp",

“logicAppResourceld”: "[resourceld(’ ¥ Jworkflows', parameters('logicAppName’'))]"
Microsoft.AlertsManagement _
Microsoft. Automation |

Microsoft Security

"uri": "[listCallbackURL(resourceld{parameters('subscriptionld'), parameters('logicAppResourceGroupName'),

NEW QUESTION: 237
You have an Azure subscription named Sub1 that contains the resources shown in the following table.

Name | i S ON Cy* Description
Microsoft Sentinel &4 Cantains a scheduled query rule
s workspace RG iLe" named Rule1
i B § 2 r
Contains a Microsoft Sentinel incident
" !
LApp Azure logic app @ trigger




You plan to configure Rule1 to trigger Lapp1 when an incident is generated.

You need to recommend the role-based access control (RBAC) role that you should assign to WS1, and the scope at which should you assign the role. The solution must follow the principle of least privilege.
What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

. Mi
E ' C L.OQ %ipm;ttemmelﬁummatmn Contributor

Logic Agp Operator

MICTOsoMSentine] Automation Contnbutor

MierOsoft Sentinel Playbook Operator

Séafe: RG2 w
LApp1
RG1

Answer:

Role. Microsoft Sefffinél Automation Contributor
ic App Cperator

wentinel Automation Contnbutor

Explanation:

NEW QUESTION: 238
You have a Microsoft Sentinel workspace that contains the following Advanced Security Information Model (ASIM) parsers:

*

_Im_ProcessCreate
* InProceessCreate

You create a new source-specific parser named vimProcessCreate.
You need to modify the parsers to meet the following requirements:
* Call all the ProcessCreate parsers.

* Standardize fields to the Process schema.



Which parser should you modify to meet each requirement? To answer, drag the appropriate parsers to the correct requirements. tach parser may be used once, more than once, or not at all You may need to drag the split bar
between panes or scroll to view content.
NOTE Each correct selection is worth one point.

Pareny

Answer:

Lall all the ProcessCreate parsers| =

Standardize fields to the Proces

Explanation:

Parsers Answer Area

Standardize fields to the Pracess schema: imProcsssCreate

Microsoft Sentinel uses the Advanced Security Information Model (ASIM) to normalize logs into a consistent schema, enabling unified queries, analytics rules, and hunting queries across multiple data sources.
Each ASIM function has a structured parser hierarchy, typically consisting of:

* A master (or orchestrator) parser, which aggregates and calls all source-specific parsers.

* Source-specific parsers, which map raw data from each data source (like Windows SecurityEvents, Sysmon, or custom logs) to the ASIM schema fields.

In the case of ProcessCreate events:

* _Im_ProcessCreate is the master parser. Its role is to call all ProcessCreate parsers, including both built- in and custom ones (for example, imProcessCreate, vimProcessCreate, or other vendor-specific parsers).
* Parsers like imProcessCreate (for native sources) and vimProcessCreate (for custom or vendor-specific sources) are source-specific parsers. They are responsible for standardizing and mapping raw fields into the ASIM Process
schema, ensuring consistent naming such as ActorProcessName, TargetProcessName, and TargetProcessCommandLine.

"The _Im_ functions are orchestrators that call all source-specific parsers. Each im or vim parser converts native data into the ASIM schema for its respective source." Therefore:

* To call all ProcessCreate parsers, modify _Im_ProcessCreate.

* To standardize fields to the Process schema, modify vimProcessCreate (the new source-specific parser you created).

# Final Answers:
* Call all the ProcessCreate parsers: _Im_ProcessCreate

* Standardize fields to the Process schema: vimProcessCreate

NEW QUESTION: 239
You have an Azure subscription that has Azure Defender enabled for all supported resource types.



You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.
You need to test LA1 in Security Center.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ARSIt M n]f: FOSO I t <X\

Set the LA1 trigger to: CJ\J v
When an Azure Se%?mﬁemmmmnon is created or triggered
When an Azure sty'Center Alert is created or triggered
When a Lesﬁ;%_n_iﬁ:ﬁn”én Azure Security Center alert is triggered
" :::.
Trigger the execution of LA1 from. \ I v
(> [Recommendations
= |Workflow automation
Answer:
Answer Area
Set the LA1 trigger to: 1ML v
When an Azure Secunty Center Recommendation is created or triggered
When an Azure Secunty Center Alert s created of tnggered
When aresponseto an Azure Security Center alert is triggered
Trigger the execution of LA1 from' = R v
Recommendai [ ' < ’Bf 1
| Workflow automation Cl {:‘} . {j L
Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-when-it-should-automatically-run

NEW QUESTION: 240

You are informed of an increase in malicious email being received by users.

You need to create an advanced hunting query in Microsoft 365 Defender to identify whether the accounts of the email recipients were compromised. The query must return the most recent 20 sign-ins performed by the recipients
within an hour of receiving the known malicious email.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



let MaliciousEmails = | ]v
EmailAttachementinfo
EmailEvents
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware”
| project TimeEmail = Timestamp, Subject, Send&rFrchs, AccountMame =

tostring(split (RecipientEmailAddress, “@") [0])

Hali-::iousEmails

e - 9‘9

MEEDT

project LogonTi * tamp, AccountName, DeviceName
on AccountName
where (LogonTime — TimeEmail) between (Omin.. 60min)

v

select 20
take 20
top 20

Answer:

let MaliciousEmails = |

mailAttachementinfo
mailEvents
IdentityLogonEvents =
| where MalwareFilterVerdict == “Malware” e\

| project TimeEmail = Timestamp, Subject, Senderm&dress, AccountName =
tostring(split (RecipientEmailAddress, “@”) [&T}”

MaliciousEmails
| Join (] [v
-mailAttachementinfo
EmailEvents s ¥
dentityLogonEvents Ve N

\F‘\
| project LogonTime = Tlﬁﬁﬁl’ﬂp, AccountName, DeviceName
) on AccountName 5 o

| where (LogonTime | —ﬂﬁneEmall} between (Omin.. 60min)

lect 20
er—] B

o570 | M\ 1icrosoft

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view=0365-worldwide




NEW QUESTION: 241

You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parser1 that produces a schema named Schema1.
You need to validate Schema.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

-] ' [
_I M IEFOSQ{‘t Parserl | E{*TM‘!R‘HH . - E ’_'l 'iﬁ]‘ln:'l'i:q_ ¥ ASimSchemaTester( Schemal’)
) gvaluate - evaluate

lni,-ake invoke
parse parse

Answer:
Answer Area
Parserl | Lgfrarrherm @ l INVoke ¥  ASimSchesmaTester (' Schemal')
evaluate evaluate
getschema Bgetschema
invoke ~ iNVOke gum
parse e = Microsoft
Explanation:

Parserl | gﬂs::hema__ " invoke  ASimSchesaTester( Schemal”)

To validate a custom ASIM parser output, you test that the parser's resulting table structure complies with the intended ASIM schema . In KQL, the getschema operator produces a tabular representation of the current pipeline's
schema (column names, types, order). The invoke operator is then used to call a function on that tabular input. ASIM provides the helper function ASimSchemaTester() , which accepts the schema table and the target schema name
and validates that the input conforms (columns exist, types match, required fields are present).

Therefore, the correct construction is to run the parser (here, Parser1 ), pipe its output to getschema to obtain the schema of the produced table, and then invoke ASimSchemaTester(' Schema1 ') to perform the validation. Other
options are not appropriate: evaluate is for plugins; parse extracts fields from strings rather than validate schema; and calling the tester without getschema would not pass the required schema table.

Hence, the correct command is:

Parser1 | getschema | invoke ASimSchemaTester(' Schemal').
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NEW QUESTION: 242

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.
View the window

You need to test LA1 in Security Center.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

e i |
A B F

Setthe LA1 trigger to QU ; -

When an Azure Securily Ceénter Recommendation is created or triggered
When an Azure Setunity'Center Alert is created or triggered

When a respanSeto an Azure Security Center alert is triggered

Trigger the execution of LA1 from_ g ﬁ% = v

‘Recommendations
Workflow automation

Answer:
Answer Area

Set the LA1 trigger to:

When an Azure Security Center Recommendation is created or triggered

nan Azuie Secunty Center Alert is created or inggered
When a response to an Azure Secunty Center alert is triggered

Trigger the execution of LA1 from: v

Recommendations
[ Workflow automation|

Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-when-it-should-automatically-run

NEW QUESTION: 243
You have 100 Azure subscriptions that have enhanced security features m Microsoft Defender for Cloud enabled. All the subscriptions are linked to a single Azure AD tenant. You need to stream the Defender for Cloud togs to a
syslog server. The solution must minimize administrative effort What should you do? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point
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Export logs to an: | Log Analytics workspace 5_]
Azure event hut

Azure Storie @ccount

Configure streaming by: | Canliguring continuous export in Defender for Cloud for each subscnption
Lonhgunng continuous expol ' der for Cloud for each wtrh.np* on
'Creating an Azure Policy assieRTaT
Modifying the diagnostic settm

Export logs to an: | Log Analytics works
Azure event hub

Azure Stmﬁ account

Configuning continuous export in Defender for Cloud for each subscnption

Configure streaming by
1 - Cunhqunnq contir wous export in Defender for Cloud for each subscniption
7 M I y assignment at the root management group

Modrfymg the t:!ugnnc settings of the tenant

NEW QUESTION: 244

You have an Azure subscription that uses Microsoft Defender for Cloud and contains 100 virtual machines that run Windows Server.
You need to configure Defender for Cloud to collect event data from the virtual machines. The solution must minimize administrative effort and costs.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From the workspace created by Defender for Cloud, set the data collection level to All Events

B. From the Microsoft Endpoint Manager admin center, enable automatic enroliment.

C. From the workspace created by Defender for Cloud, set the data collection level to Common

D. From the Azure portal, create an Azure Event Grid subscription.

E. From Defender for Cloud in the Azure portal, enable automatic provisioning for the virtual machines.

Answer: A,E (LEAVE A REPLY)

NEW QUESTION: 245

You have a Microsoft 365 E5 subscription.

You have 1,000 Windows devices that have a third-party antivirus product installed and Microsoft Defender Antivirus in passive mode.
All Windows devices are on boarded to Microsoft Defender for Endpoint.

You need to ensure that the devices are protected from malicious artifacts that were undetected by the third- party antivirus product.
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Solution: You enable Live Response.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

Live Response in Microsoft Defender for Endpoint is a powerful investigative and remediation capability that lets responders interactively run commands on an endpoint, collect files, and perform remediation steps (collect
investigation packages, pull files, run scripts, or take forensic artifacts). However, Live Response is an on-demand tool invoked during or after an investigation; it does not by itself provide continuous detection coverage or automatic
blocking of artifacts that a third-party AV missed. The requirement is to ensure devices are protected from malicious artifacts that were undetected by the third-party antivirus. To meet that objective you need capabilities that detect
and block artifacts automatically (for example, EDR in block mode which actively blocks/remediates post-breach artifacts even when Defender AV is passive). Live Response helps respond to an identified artifact but does not create
the detection and automatic blocking coverage that prevents or remediate undetected malicious artifacts at scale. Therefore enabling Live Response alone does not meet the stated protection goal.

NEW QUESTION: 246

You need to configure DC1 to meet the business requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Actions : . Answer Area

S W S 5 Teesi 8 0 Thell sk Sl 5 e

| Provide ﬁo?a... administrator credentials
to the 1itui.rarg.cr.:-_m ﬁc_t_ive D_l_rgcml_‘y_damain. _

| Create an instance of Microsoft Defender

for Identity
Provide global administrator credentials @ @
to the litware.com Azure AD tenant AN @ @

Install the sensor on DC1.

Install the standalone sensor on DC1

Answer:

Actions .- __Answer Area
e LR r-l il | il il Gl e i e b e -  — " -
| Provide domain administrator credentials | | Prowide global administrator credentials |
 to the litware.com Active Directory domain.j | to the litware.com Azure AD tenant |
P e e e e e e P e e T e R L T
| Fr?;te an instance of Microsoft Defender | Create an instance of Microsoft Defender |
O Y e i e i | |foridentity.
rPr-::Mde global administrator credentials | e = = -
 to the litware.com Azure AD tenant. { | Provide domain administrator credentials
i_ e R T e A, BB | to the litware.com Active Directory domain
| Install the sensor on DC1. ' !: el el il e s B S

I |

X B e P 5.5 s B B Install the sensor on DC1 I
: Install the standalone sensor on DC1 i e T R T T il

_______________ 1

Explanation
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Text Description automatically generated with medium confidence
Provide giobal agminstralor credentials
to the litware com Azure AD tenant

Create an instance of Mlcmsoﬁ Defend_er
for Identity

Provide domain administrator credentials
to the litware.com Active Directory domain.

Install the sensor on DC1

Step 1: log in to https://portal.atp.azure.com as a global admin
Step 2: Create the instance

Step 3. Connect the instance to Active Directory

Step 4. Download and install the sensor.

Reference:
https://docs.microsoft.com/en-us/defender-for-identity/install-step
https://docs.microsoft.com/en-us/defender-for-identity/install-step4

NEW QUESTION: 247

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces v

required in the Azure subscription of Fabrikam: 0
by
2
3
Query element required f0-correlate data between v
tenants: 3 extend
-- project
workspace

Answer:



Minimum number of Log Analytics workspaces
required in the Azure subscription of Fabrikam:

Query element required to-correlate data between

tenants: extend
project

Explanation:
Minimum number of Log Analytic§-Workspaces v
required in the Azure subscription of Fabrikam: 0
1 |
2
3
Query element required to correlate data between v
tenants: extend
project
workspace

In Microsoft Sentinel (built on Azure Monitor Logs), analytics and hunting queries are executed within a Log Analytics workspace. To run Sentinel queries for Fabrikam, the tenant must have at least one workspace (with Sentinel
enabled) in its subscription to host rules, incidents, hunting queries, and workbooks. Sentinel's cross-workspace/tenant capability is provided by cross-resource queries in Kusto Query Language (KQL).

The key construct for reaching outside the current workspace is the workspace() function, which lets you reference another Log Analytics workspace by name or resource ID-even across subscriptions or tenants when proper
permissions (often via Azure Lighthouse or guest access) are in place.

Typical correlation looks like:

union workspace('Fabrikam-WS').SecurityEvent, workspace('Contoso-WS').SecurityEvent | ...

Here, workspace() is the required element to bring together data sets from multiple tenants; operators like extend and project only shape columns and do not establish cross-tenant scope. Therefore, to meet the requirements with
minimal overhead: Fabrikam needs one workspace to host its Sentinel content, and you use workspace() in your KQL to correlate Contoso and Fabrikam data.

NEW QUESTION: 248

You have a Microsoft 365 E5 subscription that contains a device named Device1.

From the Microsoft Defender portal, you discover that an alert was triggered for Device1.
From the Device inventory page, you isolate Device1.

You need to collect a list of installed programs on Device1.

What should you do?

A. Collect an investigation package and download the results from the Action center.



B. Initiate a live response session and run the analyze command.

C. Run an advanced hunting query against the DeviceTvmInfoGathering table.
D. Run an advanced hunting query against the DeviceProcessEvents table.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 249

You need to create an advanced hunting query to investigate the executive team issue.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

4

CloudAppEvents
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago (2d)

| summarize activityCount = W by FolderPath, FileName
avg()
ActionType, AccountDisplayName |count()
sumy)

| where activityCount > 5
Answer:

v

Clo Events
DeviceFileEvents
DewviceProcessbEvents

| where TimeStamp > ago(2d)

| summarize activityCount = W by FolderPath, FileName,
avg(}

ActionType, AccountDisplayName [count()
sum

| where activityCount > 5

NEW QUESTION: 250

You have an Azure subscription named Sub1 and a Microsoft 365 subscription. Sub1 is linked to an Azure Active Directory (Azure AD) tenant named contoso.com.

You create an Azure Sentinel workspace named workspace1. In workspace1, you activate an Azure AD connector for contoso.com and an Office 365 connector for the Microsoft 365 subscription.
You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity.

Which two actions should you perform? Each correct answer present part of the solution NOTE: Each correct selection is worth one point.

A. Create custom rule based on the Office 365 connector templates.

B. Create a Microsoft incident creation rule based on Microsoft Defender for Cloud.

C. Create a Microsoft Cloud App Security connector.

D. Create an Azure AD ldentity Protection connector.

Answer: A,B (LEAVE A REPLY)

To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous Microsoft Office 365 activity, you should perform the following two actions:
Create an Azure AD Identity Protection connector. This will allow you to monitor suspicious activities in your Azure AD tenant and detect malicious sign-ins.
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Create a custom rule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in the Microsoft 365 subscription. Reference: https://docs.microsoft.com/en-us/azure/sentinel/fusion-
rules

NEW QUESTION: 251

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.
You have a Microsoft Sentinel workspace named Sentinel1.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel1 and collect security events from the AD DS domain.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Actions Answer Area

ggl\/l Icrosoft 0
© ®

From Sentinell, collect the AD DS security events by using the Lega
Agent connector.

For the AD DS domain, configure Windows Event Forwarding.
For Sentinel1, configure the Windows Forwarded Events connector
To the AD DS domain, deploy Microsott Detender for Identity.
For Sentinel, J}uiiqure the Microsoft Defender tor Identity connector,

For Sentinel1, enable UEBA

Answer:

: : = i
| From Sentinel, collect the AD DS security events by using the Legacy =
| Agent connector. | in, Mi ity.
! : N, _ : ®

:-.'""-.-,._-......-—--‘-'--l-,

- v—-Mreroso

Explanation:



Actions Answer Area

From Sentinelli€ollact 't Jé[ﬁf'ﬁ'& Sec 1%%3[9&5 by using the Legacy 1 4lodne AD D5 domain, deploy Microsoft Detender for |dentity
Agent connector
27 For Sentinel, :{}ﬂiqule the Microsoft Defender for Identity connector.

-

For the AD DS domain, configure Windows Event Forwarding
1 For Sentinel1, enable UEBA

For Sentinel1, configure the Windows Forwarded Events connector

NEW QUESTION: 252

Your company uses Microsoft Defender for Endpoint.

The company has Microsoft Word documents that contain macros. The documents are used frequently on the devices of the company's accounting team.
You need to hide false positive in the Alerts queue, while maintaining the existing security posture. Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Resolve the alert automatically.

B. Hide the alert.

C. Create a suppression rule scoped to any device.

D. Create a suppression rule scoped to a device group.

E. Generate the alert.

Answer: B,C,E (LEAVE A REPLY)

Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-alerts

NEW QUESTION: 253
You have multiple Azure subscriptions that contain multiple Microsoft Sentinel workspaces.
You are creating a Microsoft Sentinel workbook that will include references to the AzureActivity table.
You need to create a KQL query that will perform the following actions:
. Check whether the AzureActivity table exists in each workspace.
. If the table exists, return a single row that has the isMissing column set to 0.
. If the table does NOT exist, return a single row that has the isMissing column set to 1.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
a
N A PN Lﬁﬂ

i -T: E.a-:_ :‘FQ"\. s prlas

.. 1] I' e B W L I“"—q:»#:'r L .~
let mTable = Imat_ef_ﬂ,____.:.f_-_-f_f (isMissing:int) [1]; &-{
LA Tw] mrable, (AzureActivity | getsc jre cwcount() | project istiss-iegpeiffic > @, & 11)
isfuzzy=true

]
i.

| top 1 | ind=outer @
L 4

withsource=isMissing

AN



https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer:

Explanation:
let mTable = makelist(isMissing:int) [1];
The union kind=outer statement combines results from both branches.

NEW QUESTION: 254
You have the following KQL query.

let IPList = _GetWatchlist({'Bad_IPs');

Event i
where Source == 'Hicrusﬂft-uiﬂdw:-sj'sm'.
where EventlD == 3
extend EvDats = parse_xml(EventData)
extend EventDetail « EvData.Dataltem.EventData
extend SourcelP = EventDetail.[9].[ #text”ju, D tionlP = EventDetail.[14].[ "stext™]
where SourcelIP in (IPList) or Dutl.n%’ (IPList)

extend IPMatch = case( SourcelP ( ), “SourcelP”, DestinationIP in (IPList), "DestinationIP”, "None™)

extend timestamp = TimeGenerage: ountCustomEntity = UserName, MostCustomEntity = Computer,

The watchlist cannot be updated a eated.

The 1PList vanable is e?‘@ll’ address entity.

Answer:




— -
Seatements ﬁ Mlcrosoftcp“@ -

T
The usernane field is set as the account enmyh& . IO,

5

The watchlist cannot be updated after &mated

) ——

The 1pList vanable is set as L@addrﬁﬁ entity. I :
[0 N

Explanation:

Statements

The usertiase field is set as the account entity.

The watchiist cannot be updated after it iS-Created

The 1PList vanable is sgbasthe (P ess entity

'Microsoft

NEW QUESTION: 255
Hotspot Question
You have a Microsoft 365 E5 subscription that contains the hosts shown in the following table.

Windows 11
Windows 11 s
macOS _ DGR Microsoft

You have indicators in Microsoft Defender for Endpoint as shown in the following table.



Organization

Name Value Type date Action
(UTC) l
ID1 b94d27b9934d3e08aS52e52d7da7dabfaca84efe37a5380ee9088f7ace2efcde9 SHA- | Sep 15, Block ‘?”d DG2
256 | 2026 remediate
ID2 b9ad27b9934d3e08as52e52d7da7dabfaca84efe37a5380ee9088f7ace2efcde9 2?: None Allow DG1
SHA- | Jan 1 Block
| Afcf f ' . DG1, DG
D3 2aae6¢35¢94fc bﬁbegs wabggesleeueed 1 2026 saitian G1, DG2
ID4 88d4266fdae6338d13baas 987a9¢ 17d33e161936f031589 i None Block . DG1
| P 256 execution
ID1 and ID2 reference the same file as ID3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area
Statements Yes No
Host1 will block the execution of a file that has the SHA-1 hash value of O O
2aaebc35c94fcfba15dbe95f408b9ce91ee846ed.
Host2 will block and remediate a file that has the SHA-256 hash value of O O
88d4266fd4e6338d13b8ASfcf289579d209¢c897823b9217da3e161936f031589.
that has the SHA-256 hash value of @, O

Answer:

i nAE L)

€897823b9217da3e161936f031589.



Statements Yes No

Host1 will block the execution of a file that has thé SHA-1.hash value of O )
2aaebc35c94fcfba15dbe95f408b9ce91ee8dbed.

Host2 will block and remediate a file that has the SHA-256 hash value of Q QO
88d4266fd4e6338d13bBASfcF2B9579d209¢c897823b9217da3e161936f031589.

Host3 will block thé execution of a file that has the SHA-256 hash value of O O
88d4266fd4e6338d13b845ff289579d209c897823b9217da3e161936f031589.

NEW QUESTION: 256

You have a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online.

You delete users from the subscription.

You need to be notified if the deleted users downloaded numerous documents from SharePoint Online sites during the month before their accounts were deleted.
What should you use?

A. an alert policy in Microsoft Defender for Office 365

B. a file policy in Microsoft Defender for Cloud Apps

C. an insider risk policy

D. an access review policy

Answer: (SHOW ANSWER)

Alert policies let you categorize the alerts that are triggered by a policy, apply the policy to all users in your organization, set a threshold level for when an alert is triggered, and decide whether to receive email notifications when
alerts are triggered.

Default alert policies include:

Unusual external user file activity - Generates an alert when an unusually large number of activities are performed on files in SharePoint or OneDrive by users outside of your organization. This includes activities such as accessing
files, downloading files, and deleting files. This policy has a High severity setting.

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
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NEW QUESTION: 257
You have the following advanced hunting query in Microsoft 365 Defender.
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DeviceProcessEvents

| where Timestamp > ago (24h)

and InitiatingProcessFileName =~ ‘runsll3?.eaxal

and InitiatingProcessCommandLine !contains{l. " and InitiatingProcessCommandLine !=

A

and FileName in~ (‘schtasks.exa’) !
and ProcessCommandLine has ‘Change’ and*ProcessCommandLine has ‘SystemRestore’

Tnz::;:::sgfﬁﬂfmtmwsf&cesstmndLine
You need to receive an alert when any process disables System Restore on a device managed by Microsoft Defender during the last 24 hours.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.
A. Create a detection rule.
B. Create a suppression rule.
C. Add | order by Timestamp to the query.
D. Block DeviceProcessEvents with DeviceNetworkEvents.
E. Add Deviceld and Reportld to the output of the query.
Answer: AE (LEAVE A REPLY)
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/custom-detection- rules

NEW QUESTION: 258

You have an Azure subscription that is linked to a hybrid Azure AD tenant and contains a Microsoft Sentinel workspace named Sentinel1.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel 1 and configure UEBA to use data collected from Active Directory Domain Services (AD OS).
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area M . ’%
Dﬂlg E@ é'gﬁ f{i‘“‘ﬂ“ﬂi deploy. I The AzureConnected Machine agent v l

Nicrosoft Defender for Identity sensors

The Azure Connected Machine agent

The Azure Monitor agent

For SentiftelT, configure: | The Audit Logs data source
The Audit Logs data source
The Secunty Events data source

The Signin Logs data source

Answer:
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To the AD DS domain controllers, deploy: | The AzureConhetted Machine agent
Microsoft Defender for Identity sensors

he Azure Connected Machine agent
" The Azure Momitor agent

For Séntinel 1, configure: | The Audit
= |

. _cunt)r Events data source
M ' c ro S t;run Logs data source

%
R

Explanation:

NEW QUESTION: 259

You have an Azure subscription that contains a user named User1 and a Microsoft Sentinel workspace named WS1.

You need to ensure that User1 can enable User and Entity Behavior Analytics (UEBA) for WS1. The solution must follow the principle of least privilege.
Which roles should you assign to User1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Microsoft Entra role:

= [Secunty Administrator
. _-.'-_-'li,s.écuri:y Crperator

.T-EA » Mic Sentinel Automation Contributor
o 1 B
. -'_'fj M I C ro S t Sentinel Contributor

Answer:



Answer Area

Explanation:

= Microsoft ™

Microsoft Entra role; Gj_pﬁal Administrator 3 ¥

R_u_lg mwm Microsoft Sentinel Contributor

NEW QUESTION: 260

You have an Azure subscription that uses Microsoft Defender for Cloud.

You create a Google Cloud Platform (GCP) organization named GCP1.

You need to onboard GCP1 to Defender for Cloud by using the native cloud connector. The solution must ensure that all future GCP projects are onboarded automatically.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ceste: . A management project and a custom role o
A management group and an Azure APsSrwce principal
A management project and a custom roee

U M Te rog\bﬂfte AD admnmsté ".."" a managed dentity

By: RLHHII‘IQ a Cloud Shell v

p template
i xllpl in Azure Cloud Shell
Running a script in GCP Cloud Shell

Answer:



rvice principal
JETONN rf,)‘k:

' An Azure AD adrmntst fand a rﬂﬂl:l dnw

Running a scn ru& Cloud Shell v

ng,a template
e Scnpt in Azure Cloud Shell

1

Runuiing 2 script in GCP Cloud Shell

Explanation
_ ~ (e Microsoft
Create: A management project ar@l "!-gtit?hm?b_lpel v
By~ Rnifigha'script in GCP Cloud Shell -

NEW QUESTION: 261
You have a Microsoft Sentinel workbook that contains the following KQL query.

nanlnteractive = AdDNonlnteract i?!‘UiE“‘!icﬂ[HlaEi
B crosofite et

gon SigninlLogs,nonlnteractive

ewtend Errorfode = tostring{Statds.errorCode)
extend FailureReason - tospeing(Status.failureReason)
summarize errCount = cowfg(y by ErrorCode, FallureReason, Category

You need to create a visual that will change the color of the errCount column based on the value returned.
How should you configure the visual? To answer, select the appropriate options in the answer area. NOTE:

Each correct selection is worth one point.
Answer Area

 WMulllization:  Grid v
()" Graph

_{;F:? , W
. L W |
| T - n 4
P Text -
oy, T, -
B ot

Thresholds

Answer:



Answer Area

lumn renderer | Heatmar "'P
¥

Big number

] Heatmap

Jeor |

Text L
Thresholds

Explanation:

Answer Area

In Microsoft Sentinel workbooks, when you want to display query results in a tabular format and visually emphasize numeric values through color intensity (such as counts or frequencies), you use the Grid visualization type
combined with the Heatmap column renderer.

In this scenario, the query aggregates failed sign-in events from SigninLogs and AADNonInteractiveUserSigninLogs, summarizing them by ErrorCode, FailureReason, and Category with a calculated count (errCount). The errCount
column holds numeric data that indicates how many times each unique failure pattern occurred.

To visually represent the severity or frequency of these counts, you configure:

* Visualization = Grid - Displays tabular data in a workbook. It's the standard view type for showing multiple columns of query output (such as error codes and counts).

* Column renderer = Heatmap - Applies a gradient color scheme to the selected numeric column (errCount) so that higher values are highlighted with darker or more intense colors, making patterns or anomalies easier to spot.
Microsoft Sentinel workbook documentation explains:

"Heatmap rendering can be applied to numerical columns in Grid visualizations to provide color-coded representation of value ranges." Alternative renderers like Text or Big number do not provide dynamic color intensity, and
Thresholds are used for conditional formatting rather than continuous color gradients.

# Final configuration:

* Visualization: Grid

* Column renderer: Heatmap

NEW QUESTION: 262

You deploy Azure Sentinel.

You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative effort.
Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Microsoft Teams: | v

Custom
Qffice 365
Security Events
Sysleg!VITCrOSOTY

Linux virtual machines, in Azure: v

Custom

Office 365
Security Events
Syslog

Answer:

Microsoft Teams:

Custom
Office 365
Security<Events

Linux virtuzl thachines in Azure:

Custom

Office 365
Security Events
R yslog

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION: 263

Drag and Drop Question

You have an Azure subscription. The subscription contains 10 virtual machines that are onboarded to Microsoft Defender for Cloud.

You need to ensure that when Defender for Cloud detects digital currency mining behavior on a virtual machine, you receive an email notification. The solution must generate a test email.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions

From Workflow automation in Defender for Cloud, change the status of the workflow automation.

From Logic App Designer, run a tngger.

From Security alerts in Defender for Cloud, create a sample alert.

From Logic App Designer, create a logic app.

0

From Workflow automation in Defender for Cloud, add a workflow automation.

Answer:
Actions

From Workflow automation in Defender for Cloud, change the status of the workflow automation.

From Logic App Designer, run a trigger.

From Security alerts in Defender for Cloud, create a sample alert. @
From Logic App Designer, create a logic app. @

From Workflow automation in Defender for Cloud, add a workflow automation.

Explanation:

Step 1: From Logic App Designer, create a logic app.

Create a logic app and define when it should automatically run

1. From Defender for Cloud's sidebar, select Workflow automation.

2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.

Answer Area

Answer Area

From Logic App Designer, create a logic app.

From Logic App Designer, run a trigger.

From Workflow automation in Defender for Cloud, add a workflow automation.

O

O



Bashiaand> MiqosoR DOy '“d :I : f: t Add workflow automation
g Microsoft D de Gleull (Workflow butomat el
Showing 73 subscriptio
Name *
R Search (Ctrl+/) {@ - Add workflow autemarisnl O Refresh {1,
General Description
| Filter by name | L5, E.
Q Overview
@ Getting started Name Ty Status ™4 Scope ™| Subscription ©
ADF Test sub - App Model V2 W
= Recommendations D {5 DuduTe-. (J Disabled ASC DEN oe
) Resource group * (O
O security alerts [J €8 DuduTe.. © Disabled ASC DEN ik
; v
s Inventory D fa RonnyTest () Disabled ASC DENV] 4% % B Y !
& workbooks ] i’& rr_reg_c« (& Disabled ASC DEN|  Trigger conditions O
: ] Choosé'the trigger conditions that will automatically trigger the configured action.
& Community O] £ test ‘) Disabled private-b 9 Y9 9
D r( = S e v D; Defender for Cloud data type *
i oafrTes.. ( Disable . .
ﬁ Diagnose and solve problems o VY 4 S v sty lert ..ﬂ'm 7
. (] 4§ Enabes- O Enabled Asc Mulf
Cloud Security D f‘ i al B = Alert name contains &
Encrypt+. (O Enabled ASC Mult
© Secure Score . G W
KerenNs. Enabled ASC DEN .
© Regulatory compliance E “_ B © Ena | Alert severity *
KerensSh-. (O Enabled ASC DEN All severities selected v
U Workload protections |;’ o
, [J 4§ Kerente.. O Enabled ASC DEN|
% Firewall Manager 2
[J €8 Morauto (9 Enabled ASCpER] “Fesons
= ey i Configure the Logic App that will be triggered.
anag men u - " - m N
D ﬁ NewDes:x © Enabiled ASCDEM Choose an existing Logic App or visit the Logic Apps page to create a new one
' Environment settings Show Logic App instances from the following subscriptions *

73 selected " ‘

# Security solutions

15 Workfl i Logic App name ()
orkflow automation gic App
Select a logic app v |

Refresh




Here you can enter:

A name and description for the automation.

The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.
The Logic App that will run when your trigger conditions are met.

3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

4. Etc.

Step 2: From Logic App Designer, run a trigger.

Manually trigger a Logic App

You can also run Logic Apps manually when viewing any security alert or recommendation.

Step 3: From Workflow automation in Defender for cloud, add a workflow automation. Configure workflow automation at scale using the supplied policies Automating your organization's monitoring and incident response processes
can greatly improve the time it takes to investigate and mitigate security incidents.

Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

Palicy definition

[ As ign f { H:] Duplicate defintion i G5 Export definition

' Essentials
Definition  Assignments (0) Parameters

]
"properties”: {
"displayName": "Deploy WorkflowlAutomation for Microsoft Defender for Cloud recommendations”,
"policyType”: "Builtd@n®,
"mode"™: "AlLl",
"description”: W EMable automation of Microsoft Defenderfor Cloud recommendations. This policy deploys
"metadata”: {
“version”: "1.0.0",
"category”: "Security Center”

}s

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation

1
2
3
4
5
G
7
a8
9
a

s

NEW QUESTION: 264

You have an Microsoft Sentinel workspace named SW1.

You plan to create a custom workbook that will include a time chart.

You need to create a query that will identify the number of security alerts per day for each provider.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

SecurityAlert

| where TimeGenerated >= ago(3ed)

| summarize count() by ProviderName, ﬁi | ii (TimeGenerated, 1d)
¥ ] timechart

series_add !

O f t series_fill linear |

take

Answer:

Answer Area

SecurityAlert

| where TimeGenerated >= ago(3ed)

| summarize count() by ProviderNamej . : (TimeGenerated, 1d)
o timechart H

render series_add ‘

| Tp“;" ro S 0 f .E:::sﬁfill_‘linear

Explanation:

Aol 1
mYlicrosoft

| where TimeGenerated >= ago(3ed)

| summarize count() by Prnviderw:}--'”;bin ¥ (TimeGenerated, 1d)

| render ¥ | tisethart

R

L -

NEW QUESTION: 265
Hotspot Question



You have a Microsoft 365 E5 subscription.

You need to create a hunting query that will return every email that contains an attachment named Document.pdf. The query must meet the following requirements:
- Only show emails sent during the last hour.

- Optimize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

EmailAttachmentInfo

7~ @ - | v
| join DeviceFileEvents on SHA256 s
| join kind=inner (DeviceFileEvents | where Timestamp>ago(1h)) on SHA256
| where Timestamp = ago(1h)
| where Timestamp < ago(1h)

| where Subject == “DocumentsAttachment” and FileName == “Document.pdf”
7.\ v

| join DeviceFileEvents on SHA266

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256

| where Timestamp > ago(1h) B o A q

| where Timestamp < ago(1h) =i h'ﬁ; ITCTOSOTTI

"'-u'§ ;‘:} %:':"

5

Answer:

Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp = ago(1h) ;

| where Timestamp < ago(1h)

| where Subject == “Document Attachment” and FileName == “Document.pdf”

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > aggﬁ h)) on SHA256
| where Timestamp > ago(1h) [ \icroncnti
| where Timestamp < ago(1h) ﬂ\‘f ' ! w *f{_} > O

Explanation:
https://learn.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-best- practices?view=0365-worldwide Apply filters early - so start with the timestamp > ago(1h) then the join with an inner-join



NEW QUESTION: 266

Case Study 3 - Litware Inc

Overview

Fabrikam, Inc. is a financial services company.

The company has branch offices in New York, London, and Singapore. Fabrikam has remote users located across the globe. The remote users access company resources, including cloud resources, by using a VPN connection to a
branch office.

Existing Environment

Identity Environment

The network contains an Active Directory Domain Services (AD DS) forest named fabrikam.com that syncs with an Azure AD tenant named fabrikam.com. To sync the forest, Fabrikam uses Azure AD Connect with pass-through
authentication enabled and password hash synchronization disabled.

The fabrikam.com forest contains two global groups named Group1 and Group2.

Microsoft 365 Environment

All the users at Fabrikam are assigned a Microsoft 365 E5 license and an Azure Active Directory Premium Plan 2 license.

Fabrikam implements Microsoft Defender for Identity and Microsoft Defender for Cloud Apps and enables log collectors.

Azure Environment

Fabrikam has an Azure subscription that contains the resources shown in the following table.

Name Type Desgription. ..

Appl Azure logic app | To automate incidciit generation in an internal
ticketing system, the security operations (SecOps)
team invokes App1l by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.

Analytics
workspace

LAWkspcl Log Analytics LAWkspcl will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) Environment

Fabrikam has an Amazon Web Services (AWS) account named Account1. Account1 contains

100 Amazon Elastic Compute Cloud (EC2) instances that run a custom Windows Server 2022.

The image includes Microsoft SQL Server 2019 and does NOT have any agents installed.

Current Issues

When the users use the VPN connections, Microsoft 365 Defender raises a high volume of impossible travel alerts that are false positives.
Defender for Identity raises a high volume of Suspected DCSync attack alerts that are false positives.
Requirements

Planned changes

Fabrikam plans to implement the following services:

- Microsoft Defender for Cloud

- Microsoft Sentinel

Business Requirements

Fhisahs RIGHRISAhE A5 R 88 sHBSEFUGLRERNIR:

- Minimize administrative effort.



Microsoft Defender for Cloud Apps Requirements

Fabrikam identifies the following Microsoft Defender for Cloud Apps requirements:

- Ensure that impossible travel alert policies are based on the previous activities of each user.

- Reduce the amount of impossible travel alerts that are false positives.

Microsoft Defender for Identity Requirements

Minimize the administrative effort required to investigate the false positive alerts.

Microsoft Defender for Cloud Requirements

Fabrikam identifies the following Microsoft Defender for Cloud requirements:

- Ensure that the members of Group2 can modify security policies.

- Ensure that the members of Group1 can assign regulatory compliance policy initiatives at the Azure subscription level.
- Automate the deployment of the Azure Connected Machine agent for Azure Arc-enabled servers to the existing and future resources of Account1.
- Minimize the administrative effort required to investigate the false positive alerts.

Microsoft Sentinel Requirements

Fabrikam identifies the following Microsoft Sentinel requirements:

- Query for NXDOMAIN DNS requests from the last seven days by using built-in Advanced Security Information Model (ASIM) unifying parsers.
- From AWS EC2 instances, collect Windows Security event log entries that include local group membership changes.
- Identify anomalous activities of Azure AD users by using User and Entity Behavior Analytics (UEBA).

- Evaluate the potential impact of compromised Azure AD user credentials by using UEBA.

- Ensure that App1 is available for use in Microsoft Sentinel automation rules.

- Identify the mean time to triage for incidents generated during the last 30 days.

- Identify the mean time to close incidents generated during the last 30 days.

- Ensure that the members of Group1 can create and run playbooks.

- Ensure that the members of Group1 can manage analytics rules.

- Run hunting queries on Pool1 by using Jupyter notebooks.

- Ensure that the members of Group2 can manage incidents.

- Maximize the performance of data queries.

- Minimize the amount of collected data.

You need to identify which mean time metrics to use to meet the Microsoft Sentinel requirements.

Which workbook should you use?

A. Event Analyzer

B. Investigation Insights

C. Security Operations Efficiency

D. Analytics Efficiency

Answer: (SHOW ANSWER)

https://learn.microsoft.com/en-us/azure/sentinel/manage-soc-with-incident-metrics

NEW QUESTION: 267
You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender for Endpoint.

You need to ensure that you can initiate remote shell connections to Windows servers by using the Microsoft
365 Defender portal.

What should you configure? To answer, select the appropriate options in the answer area.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

NOTE: Each correct selection is worth one point.

i

Answer:

Explanation:

NEW QUESTION: 268

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



In the Cloud App Secu _

§podv] [crasort

Add a security-extension
Configuré app connectors
_|Cenfigure log collectors

From Azure Sentinel in the Azyfe‘portal:

Add a data connector
Add a workbook
Configure the Logs settings

Answer:

In the Cloud App Security portal:

Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v

Add a data connector |

Add a workbook
Ccnﬁgure the an___:s settings

Explanation:

nthe CoudBiiBentEnIELft [ T . 2

-~

2
| By,
. - 3

From Azure Sentine[ﬁi%p.ﬂya%fﬁ*ﬁ/?e”b*bﬁél?" v
Add a workbook
Cnnﬂgure the Logs settings

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel

NEW QUESTION: 269

You need to configure the Microsoft Sentinel integration to meet the Microsoft Sentinel requirements. What should you do? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection is worth one
point.



Wicrosoft Sentinel in the Azure portat

Add a secunty extension

Configure app connectors

Configure log collectors

1 Add a data connector E" f
Add a workbook

Configure the Logs settings

In the Microsoft Defender for Cloud Apps portal | Add a secunty extension
| Add a secunty extension

| Configure app connectors

Configure log collectors

NEW QUESTION: 270

You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.

What should you recommend for each threat? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area L IVF
m Microsoft

-

Internal threat: | . O ® v
IA_:]G resource locks to the key vauit.

Modify the access policy seftings for the key vault. |

Modify the role-based access control (RBAC) settings for the key vault.
\° v

implement A},U,z?%rewa"

Modify the iKey Vault firewall settings.

Modify the rietwork security groups (NSGs).

External threat: |

Answer:




Answer Area

Internal threat: v
Add resource locks to the key vault.

Modify the access policy settings for the key vault.
odify the role-based access control (RBAC) settings for the key vault.

External threat: v
Implement Azure Firewall.

Modify the'Key Vault firewall settings.
Modify the network security groups (NSGs).

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault

NEW QUESTION: 271
You have a Microsoft Sentinel workspace named Workspace1 that is connected to the Microsoft Sentinel data lake. Workspace1 retains 12 years of historical data in the data lake tier.
You plan to run an advanced hunting query that uses join across multiple tables and directly accesses the data in the data lake.

You need to ensure that you can run the query on demand during investigations and on a schedule. The solution must ensure that the query can run asynchronously.
What should you use?

A. a summary rule

B. a scheduled analytics rule that queries the analytics tier only

C. a search job

D. a KQL job

Answer: D (LEAVE A REPLY)

To meet your exact investigative requirements, you should use KQL jobs in the Microsoft Sentinel data lake.

Direct Data Lake Access: KQL jobs run natively against the long-term data lake tier to process massive historical datasets spanning up to 12 years.

Advanced Multi-Table Joins: Unlike standard Search jobs (which typically prioritize single-table lookups or strict hydration scenarios), KQL jobs allow you to execute complex Kusto Query Language (KQL) scripts involving multi-table
joins and data aggregations.

Asynchronous Execution: Jobs naturally decouple compute from your real-time session. They run entirely in the background, preventing timeout limits commonly found in interactive queries.

On-Demand & Scheduled Support: You can execute a KQL job explicitly on-demand when conducting a live investigation, or configure it on a recurring schedule to promote findings continuously into a target table.
Reference:

https://learn.microsoft.com/en-us/azure/sentinel/datalake/kql-jobs

Valid SC-200 Dumps shared by BraindumpsPass.com for Helping Passing SC-200 Exam! BraindumpsPass.com now offer the newest SC-200 exam dumps, the BraindumpsPass.com SC-200 exam questions have been
updated and answers have been corrected get the newest BraindumpsPass.com SC-200 dumps with Test Engine here: https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html (508 Q&As Dumps,

40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 272
You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html
https://www.braindumpspass.com/Microsoft/SC-200-practice-exam-dumps.html

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
a Microsoft 365 ES

Actions Answer Area

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

@

Add the Amazon Web Services
connector @

' Set the alert logic

Microsoff

From Analytics in Azure Sentinel, create
'a custom analytics rule that uses a
| scheduled query

Select a Microsoft security service

Add the Syslog connector

Answer:

Answer Area

Add the Amazon Web Services connector

From Analytics in Azure Sentinel, create. .

Set the alert logic

1 - Add the Amazon Web Services connector

% - Ere%%ég?é%ifggiljg Azure Sentinel, create...

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION: 273

Hotspot Question

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint Plan 2 and contains a Windows device named Device1.
You initiate a live response session on Device1 and launch an executable file named File1.exe in the background.



You need to perform the following actions:

- Identify the command ID of File1.exe.

- Interact with File1.exe.

Which live response command should you run for each action? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area Microcoft
Identify the command 1D of File1.exe: v
fileinfo
jobs
processes
Interact with File1.exe: v
connect
fg
undo
Answer:

Answer Area

Identify the command ID of File1.exe:

filginfo
j6bs

processes
==Micros QJ
connect

fg
undo

iateratt with File1.exe:

Explanation:
https://learn.microsoft.com/en-us/defender-endpoint/live-response

NEW QUESTION: 274
You have a Microsoft 365 subscription that contains 1,000 Windows 10 devices. The devices have Microsoft Office 365 installed.

You need to mitigate the following device threats:

Microsoft Excel macros that download scripts from untrusted websites
Users that open executable attachments in Microsoft Outlook

Outlook rules and forms exploits

What should you use?

A. Microsoft Defender Antivirus

B. attack surface reduction rules in Microsoft Defender for Endpoint
C. Windows Defender Firewall



D. adaptive application control in Azure Defender

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/overview-attack-surface-reduction?v

NEW QUESTION: 275

Hotspot Question

Your on-premises network contains 100 servers that run Windows Server.

You have an Azure subscription that uses Microsoft Sentinel.

You need to upload custom logs from the on-premises servers to Microsoft Sentinel.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area . E\“ﬂ i%’: oS

On the servers, install the: )* |v
Azure Connected Machine agent
Log Anaiytics agent

Microsoft Dependency agent

Configure custom log settings by using the: | v

Data connectors page of Microsoft Sentinel
Log Analytics workspace settings of Microsoft Sentinel
Logs blade of Microsoft Sentinel

Answer Area IVIICrosoTt

On the servers, install the: s 4
Azure Connected Machine agent

Log Analytics agent
Miciosoft Dependency agent

Configure custom log settings by using [he: v
Data connectors page of Microsoft Sentinel

Log Analvtics workspace settings of Microsoft Sentinel
Logs blade of Microsoft Sentinel

Explanation:
https://learn.microsoft.com/en-us/azure/sentinel/connect-custom-logs?tabs=DCG

NEW QUESTION: 276

Hotspot Question

You have a Microsoft Sentinel workspace that has User and Entity Behavior Analytics (UEBA) enabled.

You need to identify all the log entries that relate to security-sensitive user actions performed on a server named Server1. The solution must meet the following requirements:
- Only include security-sensitive actions by users that are NOT members of the IT department.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

- Minimize the number of false positives.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
RNSWEr Arca

SecurityEvent

| where EventID in (“4624","2672") ®
| where Computer == "SERVER1" o

 BehaviorAnalytics
Identitylnfo *@

' SecurityE

| summarize arg_max(TimeGenerated, *) by AccountObjectId) on $left.SubjectUserSid == $right.AccountSII

| where Department != “IT™
Answer:



Answer Area

SecurityEvent
| where EventlID in (“4624","4672")
| where Computer == "SERVER1"
M
| Join kind =fullouter (
| join kind=inner ( |
| join kind=innerunique ( B

'
BehaviorAnalytics l

'I'Ei'entity_lnfo ) a‘

SecurityEvent

| mumgprize 1‘-’ -axETimﬁEFfted, *) by AccountObjectId) on $left.SubjectUserSid == $right.AccountSID
1[ HHEMJ‘C O
Explanation:

https://learn.microsoft.com/en-us/azure/sentinel/investigate-with-ueba#embed-identityinfo-data-in- your-analytics-rules-public-preview

NEW QUESTION: 277

Hotspot Question

You have an Azure subscription named Sub1 that contains a resource group named RG1. RG1 contains two Azure key vaults named KV1 and KV2 that use Azure role-based access control (Azure RBAC).
The subscription contains the users shown in the following table.

Role ™.
Kev Vault Administratgr .~

e Uy ™
- R

B 'Siti

Key Vault Reader
Key Vault Secréts User

KV1 contains a secret named Secret1. KV2 contains a secret named Secret2.

Which users can read the values of each secret? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Secret 1: X
User1 only

User2 only

User3 only O\

User1 and User3. nﬁl;

User2 ang Userﬁjorllﬂ!f:l 0soft
User"} User2, and User3

Secret2:(,* v
| User1 only

User2 only

User3 only

User1 and User3 only

User2 and User3 only

User1, User2, and User3

Answer:

Answer Area

Secret 1: ¥
User1 only

User2 only N

User3 only \d
User1 and Umm}f
User2 a%ﬂseﬂ only
Uieaz-f't; U‘ser2 and User3

Secret}! e v
. serionly
* " | User2 only Microsofi

User3 only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

NEW QUESTION: 278



You have a Microsoft Sentinel workspace.
You have a query named Query1 as shown in the following exhibit.

= New Query 1*

You plan to create a custom parser named Parser 1. You need to use Query1 in Parser1. What should you do first?
A. Remove line 2.

B. In line 4. remove the TimeGenerated predicate.

C. Remove line 5.

D. In line 3, replace the 'contains operator with the 'has operator.

Answer: (SHOW ANSWER)

This can be confirmed by referring to the official Microsoft documentation on creating custom log queries in Azure Sentinel, which states that the "has" operator should not be used in the query, and that it is unnecessary.
Reference: https://docs.microsoft.com/en-us/azure/sentinel/query-custom-logs

NEW QUESTION: 279

Hotspot Question

You have a Microsoft Sentinel workspace that contains a table named Table1. Table1 has the Analytics plan configured.
You need to configure the retention period for Table1. The solution must maximize the retention of data stored in Table1.
How should you configure the Data retention settings? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
answer Area

Interactive retention: v
180 Days
270 Days
1 year
2 years
Total retention period v

d years
7 years
10 years
12 years
Answer:


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area

Interactive retention: v

180 Days
270-Days
1 year

2 years

Total retention period: v

5 years

[/ years
10 years
12 years

NEW QUESTION: 280

Your on-premises network contains an Active Directory Domain Services (AD DS) forest.

You have a Microsoft Entra tenant that uses Microsoft Defender for Identity. The AD DS forest syncs with the tenant You need to create a hunting query that will identify LDAP simple binds to the AD DS domain controllers.
Which table should you query?

A. AADServicePrincipalRiskEventi

B. IdentityLOgonEvents

C. AADDomainServicesAccountLogon

D. Signinlogs

Answer: B (LEAVE A REPLY)

In Microsoft Defender for Identity (MDI) , data collected from Active Directory Domain Serv ices (AD DS) is stored in Microsoft 365 Defender advanced hunting tables under the Identity schema.

When investigating LDAP or authentication activities related to domain controllers, the correct table is IdentityLogonEvents .

The IdentityLogonEvents table contains information about all logons detected by Defender for Identity sensors on domain controllers - including LDAP binds , Kerberos , NTLM , and other authentication types.
You can identify LDAP simple binds using a query such as:

IdentityLogonEvents

| wh ere Protocol ==" LDAP "

| where AuthenticationPackage == " SimpleBind "

Other options explained:

* AADServicePrincipalRiskEvents - Contains Entra (Azure AD) service principal risk detections, not AD DS activity.

* AADDomainServicesAccountLogon - Used for Azure AD Domain Services (AAD DS), not traditional on-prem AD DS.
* SigninLogs - Contains Entra (Azure AD) sign-in data, not LDAP or on-prem authentication.

# Correct table: IdentityLogonEvents

NEW QUESTION: 281
You need to create the analytics rule to meet the Azure Sentinel requirements.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.exam-tests.com/SC-200-exam/Microsoft.SC-200.v2026-06-19.q282.html

Answer Area

Create the rule of type:

Configure the playbook to include:

v
neiclent Wrgdibh) S O

Fusion
Microsoft i

Scheduled

v

Diagnostics settings

A service principal
A trigger
Answer:
\NSWer Area
>reate the rule of type: | v
Fusion SESN7v--ocoft
Microsoft incident creation
Scheduled |
-onfigure the playbook to include: | v
Diagnostics settings
\ service principal
1A triaaer |

Explanation:



Answer Area

Create the rule of type: ' ' v |

AcCj Jgﬂi@@ei@ﬁiﬁﬁ __
ﬁam Scheduled

Configure the playbook to include: | | | i [v
Diagnostics settings

service principal

=" Mic

NEW QUESTION: 282
Drag and Drop Question
A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.
Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected experience may be used once, more than once, or not at all. You may need to

drag the split between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:
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