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NEW QUESTION: 1

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1.

You need to deploy a Microsoft Purview insider risk management solution that will generate an alert when users share sensitive information on Site1 with external recipients.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct answer is worth one point.

A. Turn on analytics.

B. Turn on indicators.

C. Configure adaptive protection.

D. Create an insider risk policy.

E. Create a data loss prevention (DLP) policy.

Answer: (SHOW ANSWER)

Turning on indicators is required to enable the monitoring of user activities, such as file sharing and access to sensitive data, which are used by insider risk policies to evaluate risk.

Creating an insider risk policy allows you to define risk scenarios, such as data leaks to external users, and trigger alerts when the policy conditions are met, including sensitive info sharing
from SharePoint Online (Site1).

Reference:

https://learn.microsoft.com/en-us/purview/insider-risk-management-settings-policy-indicators

NEW QUESTION: 2

SIMULATION

Username and password

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and select the username below.

To enter your password, place your cursor in the Enter password box and select the password below.
Microsoft 365 Username:

admin@WWLx971455.onmicrosoft.com

Microsoft 365 Password: XXXXXXXXX
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If the Microsoft Edge browser or Microsoft 365 portal does not load successfully, select the Microsoft Edge browser icon from the task bar, type the URL "https://admin microsoft.com", and
press Enter.

The following information is for technical support purposes only:

Lab Instance: XXXXXXXX.

Task 2

You discover that all users can apply the Confidential - Finance label.

You need to ensure that the Confidential - Finance label is available only to the members of the Leadership group.

Answer:

Assign sensitivity labels to Microsoft 365 groups in Microsoft Entra ID Microsoft Entra ID supports applying sensitivity labels published by the Microsoft Purview compliance portal to
Microsoft 365 groups. Sensitivity labels apply to groups across services like Outlook, Microsoft Teams, and SharePoint.

Assign a label to an existing group in the Microsoft Entra admin center Step 1: Sign in to the Microsoft Entra admin center as at least a Global Administrator.

Step 2: Select Microsoft Entra ID.

Step 3: Select Groups

Step 4: From the All groups page, select the group that you want to label.

Step 5: On the selected group's page, select Properties and select a sensitivity label from the list.

Select the Confidential - Finance label
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Step 6: Select Save to save your changes.
Reference:
https://learn.microsoft.com/en-us/entra/identity/users/groups-assign-sensitivity-labels

NEW QUESTION: 3
You have a Microsoft 365 subscription.
You identify the following data loss prevention (DLP) requirements:



* Send notifications to users if they attempt to send attachments that contain an EU Social Security Number (SSN) or Equivalent ID.

* Prevent any email messages that contain credit card numbers from being sent outside your organization.

* Block the external sharing of Microsoft OneDrive content that contains EU passport numbers.

* Send administrators email alerts if any rule matches occur.

What is the minimum number of DLP policies and rules you must create to meet the requirements? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
@& Policies:

O
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= ‘Microsoft
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Explanation:

Palicies | 2 - '

Rules: 4 o

NEW QUESTION: 4



Hotspot Question
You have a Microsoft 365 E5 subscription.
In Microsoft Exchange Online, you have the mail flow rule shown in the following exhibit.

Protect with OMEv2

[ Edit rule conditions £33 Edit rule settings

Status: Enabled

Enable or disable rule

m Enabled

Rule settings

Rule name Mode
Protect with OMEv2 Enforce

SeuM)J Cros th - Set date range
Not Specified “ = Specific date range is not set

Senders address - Priority
Matching Header 0

For rule processing errors
Ignore

Rule description

Apply this rule if

Is sent to ‘Outside the organization’
and includes these words in the message subject ‘[Encrypt]’

Do the following

rights protect messages with RMS template: ‘Do Not Forward'

Rule comments

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.



Answer Area

Recipients who use Gmail : v

must sign in to the Office 365 Message Encryption (OME) portal to read messages
will be unable to read messages
will have messages decrypied automatically

Recipients from an external = v

Microsoft 365 subscription  [myst sign in to the Office 365 Message Encryption (OME) portal to read messages

will be unable to read messages
will have messages decrypted automatically

Answer:

Answer Area .

Recipients who use Gmail ”~ o v
must sign in to the Office 365 Message Encryption (OME) portal to read messages
will be unable to read messages

will have messages decripted automatically

Recipients from an external : w

Microsoft 365 subscription  [myct sign in totfie Office 365 Message Encryption (OME) portal to read messages
will be unable toread messages
will have rmessages decrypted automatically

Explanation:

Box 1: must sign in to the Office 365 Message Encryption (OME) portal to read messages.

Recipients using Gmail can read emails protected by Microsoft Exchange Online mail flow rules set to Protect with OMEv2 (Office Message Encryption version 2). They will typically receive
a link to view the message in the Microsoft Purview Message Encryption portal.

Box 2: will have messages decrypted automatically

Recipients from an external Microsoft 365 subscription can read emails protected by a Microsoft Exchange Online mail flow rule set to "Protect with OMEv2" (Microsoft Purview Message
Encryption). External recipients will receive a wrapper email with instructions on how to access the encrypted message, either by signing in with their Microsoft account, Google account,
Yahoo account, or by using a one-time passcode.

Reference:

https://learn.microsoft.com/en-us/purview/email-encryption

https://learn.microsoft.com/en-us/purview/ome

NEW QUESTION: 5

You have a Microsoft 365 E5 subscription that uses Microsoft Purview.

You are creating an exact data match (EDM) classifier named EDM1.

For EDM1, you upload a schema file that contains the fields shown in the following table.



~(Idmimanme Match mode

PP EU Passport Number
Name 1 AW Full Names
DateOfBirth Single-token
AccountNumber | Multi-token

What is the maximum number of primary elements that EDM1 can have?
A. 1

B.2

C.3

D.4

Answer: B (LEAVE A REPLY)

In Microsoft Purview Exact Data Match (EDM) classifiers, a primary element is a unique, identifying field used for data matching. EDM allows up to two primary elements per schema.
From the provided table, the Match mode indicates how data is analyzed:
- PP (EU Passport Number) Likely a primary element because it's unique.
- Name (All Full Names) Typically not a primary element as names are
common.

- DateOfBirth (Single-token) Usually a secondary element, not unique.

- AccountNumber (Multi-token) Can be a primary element, as it's a
unique identifier.

- Since EDM supports a maximum of two primary elements, the correct
answer is 2.

NEW QUESTION: 6

You have a Microsoft 365 ES subscription.

You need to identify documents that contain patent application numbers containing the letters PA followed by eight digits, for example, PA 12345678. The solution must minimize
administrative effort.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Box 1: Since you are looking for a specific pattern (PA followed by eight digits, e.g., PA 12345678), the best classification method is Sensitive Info Type. Sensitive Info Types allow pattern-
based matching to identify structured data. Exact Data Match (EDM) is not needed because you're not comparing against a fixed dataset.

Trainable classifier is not appropriate because this is a structured pattern, not an unstructured document classification.

Box 2: Since PA 12345678 follows a structured pattern, the most effective method is Regular Expression (Regex). A Regular Expression (Regex) can be written to match "PA" followed by
exactly eight digits (e.g., PA\s\d{8}). Keyword dictionary is not ideal because it works for predefined words, not number patterns.

Function is unnecessary because there is no need for checksum validation or predefined validation rules.

NEW QUESTION: 7

Hotspot Question

You have a Microsoft 365 E5 subscription.

You need to ensure that users are prevented from uploading sensitive data to ChatGPT and Google Gemini. The solution must meet the following requirements:

- Prevent credit card numbers from being pasted into ChatGPT and

Gemini.

- Prevent documents that contain classified data from being uploaded to ChatGPT and Gemini.

Which Microsoft Purview solution should you use for each requirement? To answer, select the appropriate options in the answer NOTE: Each correct selection is worth one point.
Answer Area

Credit card numbers: v

CommunicationrCompliance
Data LéssPrevention
Infarmation Barriers

Insider Risk Management

Documents: v

Communication Compliance
Data Loss Prevention
Information Barriers

Insider Risk Management

Answer:



Answer Area

Credit card numbers: v

Communication Compliance
Data Loss Prevention
Information Barriers

Insider Risk Management

Documents: v

Communication Compliance
Data Loss Prevention
Information Barriers

Insider Risk Management

Explanation:

Box 1: Data Loss Prevention

Prevent credit card numbers from being pasted into ChatGPT and Gemini.

Microsoft Purview data security and compliance protections for generative Al apps The Data Loss Prevention Policy (DLP) serves as a safeguard against sensitive data being copied,
pasted, or uploaded into external Al platforms.

Windows computers that are onboarded to Microsoft Purview can be configured for Endpoint data loss prevention (DLP) policies that warn or block users from sharing sensitive information
with third-party generative Al sites that are accessed via a browser. For example, a user is prevented from pasting credit card numbers into ChatGPT, or they see a warning that they can
override.

Box 2: Data Loss Prevention

Prevent documents that contain classified data from being uploaded to ChatGPT and Gemini.

Data Loss Prevention (DLP) Policy: Preventing Sensitive Data from Being Shared The Data Loss Prevention Policy (DLP) serves as a safeguard against sensitive data being copied,
pasted, or uploaded into external Al platforms. This policy ensures that any confidential, personal, or proprietary information is blocked from being transferred to unauthorized Al websites
like ChatGPT or Google Gemini.

Reference:

https://learn.microsoft.com/en-us/purview/ai-microsoft-purview

NEW QUESTION: 8

You have a Microsoft 365 E5 subscription that contains a user named User1.

You deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).
You need to ensure that User1 can verify the auditing status of the subscription. The solution must follow the principle of least privilege.
To which role group should you add User1?

A. Security Reader

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators

D. View-Only Organization Management for Microsoft Exchange Online

Answer: D (LEAVE A REPLY)

Permissions for Data Security Posture Management for Al
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Activities

View completion

status of getting
started steps

Reference:

Microsoft Entra

ID Compliance

Administrator
role

Microsoft Entra
ID Global
Administrator
role

O

Note: Roles and role groups that can view, create, and edit in Data Security Posture Management for Al:
Microsoft Entra ID Compliance Administrator role
Microsoft Entra ID Global Administrator role

Microsoft Purview Compliance Administrator role group
Roles and role groups that can view-only in Data Security Posture Management for Al:
Microsoft Purview Security Reader role group

https://learn.microsoft.com/en-us/purview/ai-microsoft-purview-permissions

NEW QUESTION: 9
HOTSPOT

Microsoft
Purview
Compliance
Administrator
rele group

v

Excludes status of
Activate Audit

Microsoft
Purview Security
Reader role

group

Excludes:

Status of Activate
Audit

Status of Extend
Your Insights

You have a Microsoft 365 E5 subscription that contains two Microsoft 365 groups named Group1 and Group2. Both groups use the following resources:

# A group mailbox

# Microsoft Teams channel messages

# A Microsoft SharePoint Online teams site
You create the objects shown in the following table.

When not
supported,
additional role
groups required

For Activate
Audit:

Microsoft
Exchange View-

Only Organizatio




. Description
Retention label Ndhe"

AutoApplyl | Auto-labeling policy |tApplies RLabel1 to Group1
Retention1 Retention policy | Applied to Group2

To which resources will AutoApply1 and Retention1 be applied? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

utoApply1:

' The group mailbox only

O—0—03

The SharePoint Online teams site only

'The group mailbox and SharePoint Online teams site only

The group mailbox, S | , and Teams channel messages

Retentionl: e_x

The group mailbox only

The SharePoint Online teams site only

The group mailbox SharePoint Online teams site only
The group mailbox‘and T

The group mailbox;"SharePoint Online teams site, and Teams channel messages
Answer:



=~ Microsoft

| The group mailbox only 5

%The SharePoint Online teams site only : &
[ The group mailbox and SharePoint Online tea@gunly
The group mailbox and Teams chan es only

The group mailbox, SharePoint teams site, and Teams channel messages

Retention1: e
The group mail
The SharePey ne teams site only

The group Mmailbox and SharePoint Online teams site only
The group mailbox and Teams channel messages only

Explanation:
Answer Area
AutoApply1: s £
The group mailbox only
The SharePoint Online teams site only A\ =
The group mailbox and SharePoint Online teams site only
The group mailbox and Teams channel messages only
Retention1: al A\ Y v

The group mailbox only

The SharePoint Online teams site only
2 group mallbox and SharePoint Online teams site only
channel messages only

AutoApply1 is an auto-labeling policy that applies RLabel1 to Group1. Auto-labeling policies can apply retention labels across group mailboxes, SharePoint Online sites, and Teams
channel messages if they are configured for group resources.



Retention1 is a retention policy applied to Group2. Retention policies for Microsoft 365 groups apply to all group resources, including group mailboxes, SharePoint Online teams sites, and
Teams channel messages.
Since both AutoApply1 and Retention1 affect entire groups, they apply to all associated resources: group mailbox, SharePoint Online teams site, and Teams channel messages.

NEW QUESTION: 10

You have a Microsoft 365 E5 tenant that has a retention label named Label1.
You need to create an auto-labeling policy that will apply Label1.

To which location can Label1 be applied?

A. Teams channel messages

B. OneDrive accounts

C. on-premises repositories

D. Teams chats

Answer: B (LEAVE A REPLY)

Correct:

* OneDrive accounts

Incorrect:

* Microsoft Defender for Cloud Apps

* Microsoft Entra security groups

* on-premises repositories

* Teams channel messages

* Teams chats

Note:

A Microsoft 365 auto-labeling policy can be applied to Exchange mailboxes, SharePoint sites, and OneDrive accounts. It can also be applied to content within Teams and other Microsoft
365 Groups, as well as Azure services like Azure SQL and Azure Cosmos DB.

Exchange Online: Applies to emails in transit.

SharePoint: Applies to documents stored at rest in SharePoint sites.

OneDrive: Applies to documents stored at rest in OneDrive accounts.

Teams: Applies to documents stored in the SharePoint sites associated with a Team.

Azure and other data sources: Can be extended to apply to data stored in services like Azure SQL, Azure Cosmos DB, and more.
Reference:

https://learn.microsoft.com/en-us/purview/apply-sensitivity-label-automatically

NEW QUESTION: 11

You have a Microsoft 365 E5 subscription that contains a group named Group1.

You need to ensure that the members of Group1 can view and export alerts and cases in Microsoft Purview insider risk management. The solution must follow the principle of least
privilege.

To which role group should you add to Group1?

A. Insider Risk Management Analysts

B. Insider Risk Management Admins

C. Insider Risk Management Approvers

D. Insider Risk Management Investigators
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Answer: (SHOW ANSWER)
To meet the requirements using the principle of least privilege, you should add the group to the Insider Risk Management Analysts role group.

Insider Risk Management Analysts: This role group is specifically designed for users who need to perform initial triage on alerts, view alert telemetry, and export alert data. It grants fewer
overall permissions than the full Insider Risk Management role group.

Incorrect:

Insider Risk Management Investigators: While this group can also view alerts and cases, it carries higher privileges. Investigators are meant to dig deeply into established cases, use the
Content Explorer to view raw file content/messages, and escalate cases to eDiscovery.

By assigning the group to the Insider Risk Management Analysts role group, you ensure members can successfully perform viewing and exporting actions without granting unnecessary
deeper data access.

Reference:

https://www.linkedin.com/pulse/understanding-microsoft-insider-risk-management-johana-koberov%C3%A1-yhldf

NEW QUESTION: 12
You have a Microsoft 365 E5 subscription that contains a trainable classifier named Trainable1.
You plan to create the items shown in the following table.

[ NameMICTOS0TT_ Type

Labell Sensitivity label

I

Label2 Retention label

Policyl | Retentian label policy

DLP1 Data loss prevention (DLP) policy

Which items can use Trainable 1?

A. Label2 only

B. Label1 and Label2 only

C. Label1 and Policy1 only

D. Label2, Policy1, and DLP1 only

E. Label1, Label2, Policy1, and DLP1

Answer: D (LEAVE A REPLY)

A trainable classifier in Microsoft Purview is used to automatically identify and classify unstructured data based on content patterns. The classifier can be used in:
1. Retention Labels (Label2) # Supported

# Trainable classifiers can be linked to retention labels to automatically classify and apply retention policies to documents.

2. Retention Label Policies (Policy1) # Supported

# Retention label policies define how and where retention labels are applied, including automatically using trainable classifiers.
3. Data Loss Prevention (DLP) Policies (DLP1) # Supported

# Trainable classifiers can be used in DLP policies to detect and protect sensitive content automatically.

NEW QUESTION: 13
You have a Microsoft 365 E5 subscription that contains three users named User1, User2, and User3 and a file named Filetdocx.
You create a sensitivity label named Label1 as shown in the following exhibit.
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Assign permissiens tospecific users and groups *

3 items
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' se Double Key Encryption (.

You apply Label1 to File1.

For which users can Microsoft 365 Copilot summarize File1?

A. No user

B. User 1 only

C. User1 and User2 only

D. User1, User2, and User3

Answer: (SHOW ANSWER)

The sensitivity label Label1 assigns permissions (User1 = Co-Author, User2 = Reviewer, User3 = Viewer) and enables Double Key Encryption (DKE). Microsoft 365 Copilot can summarize
content only when the service can access the file using the user's permissions. Content protected with Double Key Encryption is not accessible to Microsoft cloud services (including
Copilot); as a result, Copilot cannot open or process DKE- protected files for any user, even if they can open the file themselves in Office apps.

Therefore, no user can use Microsoft 365 Copilot to summarize File1.

Reference: Microsoft Purview Double Key Encryption-service access limitations for Microsoft cloud services, including Copilot and search indexing.

NEW QUESTION: 14
You have a Microsoft SharePoint Online site named Site1 that has the users shown in the following table.

Name Role

P |

User Owner
Membet

M

Sel

You create the retention labels shown in the following table.
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Retenti Ih IVI |cr0 of

Name .tnun Reteﬂton actlon on
period

Retention1 | 4 years Retain onl f When a file was labeled

Retention?2 | 2 years Retain and delete | When a file was labeled

You publish the retention labels to Site1.
On March 1,2023, you assign the retention labels to the files shown in the following table.

meMicrosoft
Name | Modified by ion label
File1 User1 Retention1
File2 User1 RetentionZ2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

':Mlcrosoft

Statements ) Yes

User1 can delete Fnle% c:-ri March ‘ID 2023.
User?rtanﬁefete File1 on March 10, 2027.

al OB
. B
e T

User2 can edit File2 on March 15, 2025.

Answer:

: | TVF

m~ Microsoft ;
Staternqus' \ $
User1 can delete filel on March 10, 2023.

User2 cam &é’féte File1 on March 10, 2027.

User2 can edit File2 on March 15, 2025.




Explanation:

Answer Area

Statements

User1 can delete File1 on March-10, 2023.

User2 can deléte File1 on March 10, 2027.

Us?te ,ﬁtm 93*5.]&?,@@#1 L:;? 5, 2025,

Ty
ll',-':’ Wy

User1 can delete File1 on March 10, 2023.

No - File1 has Retention1 applied, which retains it for 4 years with a "Retain only" action. This means it cannot be deleted during the retention period, which ends on March 1, 2027.
User2 can delete File1 on March 10, 2027.

No - User2 is a Member and does not have the Owner role, which is required to delete files under retention policies during the retention period. Additionally, the "Retain only" action
prevents deletion until the retention period ends on March 1, 2027.

User2 can edit File2 on March 15, 2025.

No - File2 has Retention2 applied, which retains it for 2 years with a "Retain and delete" action. This means the file is protected from edits or deletions during the retention period, which
ends on March 1, 2025. Since March 15, 2025, is after the retention period, the file would be eligible for deletion, but the question specifies editing, which is restricted during the retention
period.

NEW QUESTION: 15

You have a Microsoft 365 E5 subscription that uses Microsoft Purview.

You need to perform a content search for email messages that meet the following requirements:

* Are delivered to both user1@contoso.com and user2@contoso.com

* Are sent from a user account that has a name that starts with the word Compliance How should you complete the query in the KQL editor? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Recipients: w AND Senders
("User! @contoso.com” "Userd @contbso.com”) “Compliance*~
"Usertl@contoso.com AND User2@contoso.com” "Compliance™

%"Userl@contoso.com” "Userdi@contoso.com™ % *Compliance[*]"

L

- H,.f_ - ffe
L .\ L}' ]L'ﬁ

&"Userl@contoso.com’ "User2@contoso.com & “Compliance[#]"

Answer:



MISWET Area

Recipients: b AND Sender v

("User1 @contoso.com” "User2 @ contoSaom™) _ "Compliance*”

ﬂl_"USeH @contoso.com AND User2@centoso.com” | I "Compliance™"

B i e i i i i O il i e ] bl mm oo - -
%"User1@contoso.com" 2Wser 2@ contoso.com™% "Compliance|*)’
&"Userl@contoso.gBm" "User2@contoso.com”& "Compliance[#]"

Explanation:
Answer Area
Recipients: Userl@contoso.com AND Use®®cont®Soeom ¥  AND Sender= "‘Compliance* il

Ps

NEW QUESTION: 16

You have a Microsoft J65 subscription linked to a Microsoft Entra tenant that contains a user named User1.

You need to grant User1 permission to search Microsoft 365 audit logs. The solution must use the principle of least privilege. Which role should you assign to User1?
A. the Compliance Management role in the Exchange admin center

B. the Security Reader role in the Microsoft Entra admin center

C. the View Only Audit Logs role in the Exchange admin center

D. the Reviewer role in the Microsoft Purview portal

Answer: C (LEAVE A REPLY)

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
SC-401 exam questions have been updated and answers have been corrected get the newest BraindumpsPass.com SC-401 dumps with Test Engine here:

https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html (299 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 17

You have a Microsoft 365 E5 subscription.

You plan to implement insider risk management for users that manage sensitive data associated with a project.
You need to create a protection policy for the users. The solution must meet the following requirements:

# Minimize the impact on users who are NOT part of the project.

# Minimize administrative effort.

What should you do first?

A. From the Microsoft Purview portal, create an insider risk management policy.

B. From the Microsoft Entra admin center, create a security group.
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C From the Microsoft Entra admin center create a User risk policy

D From the Microsoft Purview portal create a priority user group

Answer: B (LEAVE A REPLY)

To implement insider risk management for users managing sensitive project data while minimizing the impact on other users and reducing administrative effort, you should first create a

security group in Microsoft Entra ID (formerly Azure AD).

Security groups allow you to scope insider risk management policies to specific users instead of applying policies to all users, which helps in minimizing unnecessary alerts and reducing
administrative overhead.

After creating the security group, you can assign this group to a Microsoft Purview Insider Risk Management policy, ensuring that only project-related users are affected.

NEW QUESTION: 18

You have a Microsoft 365 tenant.

You have a database that stores customer details. Each customer has a unique 13-digit identifier that consists of a fixed pattern of numbers and letters.

You need to implement a data loss prevention (DLP) solution that meets the following requirements:

- Email messages that contain a single customer identifier can be sent

outside your company.

- Email messages that contain two or more customer identifiers must be

approved by the company's data privacy team.

Which two components should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a sensitivity label

B. a sensitive information type

C. a DLP policy

D. a retention label

E. a mail flow rule

Answer: (SHOW ANSWER)

You need to define a custom sensitive information type that recognizes the unique 13-digit identifier format for customer records. Microsoft Purview DLP policies use these types to identify
and protect sensitive data.

A Data Loss Prevention (DLP) policy is required to enforce the rules. It will allow emails with a single identifier but trigger an approval workflow when two or more identifiers are detected.

NEW QUESTION: 19

You are implementing Microsoft Purview Advanced Message Encryption for a Microsoft 365 tenant named contoso.com You need to meet the following requirements:
* All email to a domain named (abrikam.com must be encrypted automatically.

* Encrypted emails must expire seven days after they are sent

What should you configure for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Requirement 1 - Encrypt all email to fabrikam.com automatically

To force encryption for mail sent to a specific external domain (fabrikam.com):

You configure a mail flow rule (transport rule) in the Exchange admin center (EAC).

This rule can apply Office Message Encryption (OME) automatically when messages match conditions such as recipient domain.
Reference: Define mail flow rules to encrypt email messages

Correct choice: A mail flow rule in the Exchange admin center

Requirement 2 - Encrypted emails must expire after 7 days

To configure expiration and access control over encrypted emails:

You use Microsoft Purview sensitivity labels with encryption settings.

A label policy in the Purview portal can enforce encryption, set access rights, and define expiration (e.g., revoke access after 7 days).



Sensitive info types or mail flow rules cannot configure expiration.
Reference: Configure encryption settings for sensitivity labels
Correct choice: A label policy in the Microsoft Purview portal

NEW QUESTION: 20
You have a Microsoft 36S ES subscription that contains the devices shown in the following table.

; Name Platform | Chipset |
Devicel | Windows 11
Device Windows 11 ARNMGA

'
R 3 T
LieviCes Wy

You publish Microsoft Purview Information Protection sensitivity labels.
You plan to deploy the information protection client to the devices. The solution must ensure that the labels can be applied to sensitive images and documents On which devices can you

install the information protection client, and what should users use to apply labels?
To answer, select the appropriate options in the answer area.
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Explanation:
Answer Area

NEW QUESTION: 21

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DIP).

You have computers that run Windows 11 and have Microsoft 365 Apps instated. The computers are joined to a Microsoft Entra tenant You need to ensure that Endpoint DIP policies can
protect content on the computers.

Solution: You deploy the Endpoint DLP configuration package to the computers.

Does this meet the goal?

A. No

B. Yes

Answer: B (LEAVE A REPLY)

NEW QUESTION: 22

You have a Microsoft 365 tenant that is opt-in for trainable classifiers.

You need to ensure that a user named User1 can create custom trainable classifiers. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Security Administrator

B. Compliance Administrator

C. Global Administrator
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D. Security Operator

Answer: B (LEAVE A REPLY)

To create custom trainable classifiers in Microsoft Purview, the user must have rights in the compliance portal. The Compliance Administrator role provides the necessary permissions to
create and manage trainable classifiers. Security roles focus on threat management, and Global Administrator is excessive (not least privilege).

Reference: Trainable classifiers in Microsoft Purview

NEW QUESTION: 23

You have a Microsoft 365 E5 subscription that uses Microsoft Teams.

You plan to implement sensitivity labels.

You need to ensure that you can view and apply sensitivity labels to new Microsoft Teams sites.
What should you do first?

A. Create a new sensitivity label scoped to Groups & sites.

B. Configure the EnableMIPLabelssetting in Microsoft Entra ID.

C. Run the Execute-AzureAdLabelSynccmdlet.

D. Run the Set-SPOSitecmdlet.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 24

Hotspot Question

You have a Microsoft 365 E5 subscription that contains a user named User1.

You deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).

You need to ensure that User1 can perform the following actions:

- View recommendations from the Recommendations page.

- View the user risk level for all events by using Activity explorer.

The solution must follow the principle of least privilege.

To which role group should you add User1 for each action? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

View the recommendations: v
Compliance Admiinistrator

Insider Risk Management Investigators

Security Reader

View the user risk level: _ =
Compliance Administrator

Insider Risk Management Analysts

Insider Risk Management Investigators

Micr @gﬂ@r@eader

Answer:
Answer Area L“{. ﬂ Croso {J’
View the recommendations: v
Compliance Administrator
Insider Risk Managefient Investigators
Security.Reader
View the user risk.leyek W\ b
Compliance Administrator
Insider Risk Management Analysts
Insider Risk Management Investigators
Security Reader
Explanation:

Box 1: The Insider Risk Management Investigators role allows users to view recommendations related to insider risk cases and Microsoft Purview DSPM for Al insights. This role is
appropriate because it grants access to review Al-related risk recommendations without unnecessary administrative privileges.

Box 2: The Insider Risk Management Analysts role allows users to analyze user risk levels and events using Activity Explorer. This follows the principle of least privilege, ensuring that
User1 can only view risk levels and investigate but does not gain full administrative control over insider risk policies.

NEW QUESTION: 25

You have a Microsoft 365 E5 subscription that contains a Microsoft Teams channel named Channel1.

Channel1 contains research and development documents.

You plan to implement Microsoft 365 Copilot for the subscription.

You need to prevent the contents of files stored in Channel1 from being included in answers generated by Copilot and shown to unauthorized users.



What should you use?

A. data loss prevention (DLP)

B. Microsoft Purview insider risk management

C. Microsoft Purview Information Barriers

D. sensitivity labels

Answer: D (LEAVE A REPLY)

To prevent the contents of files stored in Channel1 from being included in Microsoft 365 Copilot responses and ensure unauthorized users cannot access them, you should use Microsoft

Purview Sensitivity Labels.

Sensitivity labels allow you to classify, protect, and restrict access to sensitive files. You can configure label- based encryption and access control policies to ensure that only authorized
users can access or interact with the files in Channel1. Microsoft 365 Copilot respects sensitivity labels, meaning if a file is labeled with restricted permissions, Copilot will not use it in
generated responses for unauthorized users.

NEW QUESTION: 26

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 11 and have Microsoft 365 Apps installed. The computers are joined to a Microsoft Entra tenant.

You need to ensure that Endpoint DLP policies can protect content on the computers.

Solution: You onboard the computers to Microsoft Defender for Endpoint.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

Correct:

* You deploy the Endpoint DLP configuration package to the computers.

* You onboard the computers to Microsoft Defender for Endpoint.

Incorrect:

* You deploy the unified labeling client to the computers.

* You enroll the computers in Microsoft Intune.

* You deploy the Microsoft Purview Information Protection client to the computers.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-getting-started
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-endpoints

NEW QUESTION: 27

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named User1. Several users have full access to the mailbox of User1.
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Some email messages sent to User1 appear to have been read and deleted before the user viewed them.

When you search the audit log in the Microsoft Purview portal to identify who signed in to the mailbox of User1, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of User1.

Solution: You run the Set-MailboxFolderPermission -ldentity "User1" -User User1@contoso.com -AccessRights Owner command.

Does that meet the goal?

A. Yes

B. No

Answer: B (LEAVE A REPLY)

The Set-MailboxFolderPermission -ldentity "User1" -User User1@contoso.com -AccessRights Owner command is incorrect. This assigns folder permissions but does not enable auditing. It
does not track who accessed the mailbox or deleted emails.

NEW QUESTION: 28

You have a Microsoft 365 E5 subscription. The subscription contains 500 Windows devices that are onboarded to Microsoft Purview.

You need to prevent users from sharing sensitive information with third-party generative Al websites. Which Microsoft Purview solution should you use?
A. Data Loss Prevention

B. Information Barriers

C. Insider Risk Management

D. Information Protection

Answer: A (LEAVE A REPLY)

NEW QUESTION: 29
You have a Microsoft 365 subscription that has a retention label named Retention1. The subscription contains the files shown in the following table.
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You create an auto-labeling policy named Policy1 that will automatically apply Retention1 as shown in the Auto-labeling policy Exhibit. (Click the Auto-labeling policy tab.) You configure
Policy1 to apply Retention1 as shown in the Locations exhibit. (Click the Locations tab.) For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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NEW QUESTION: 30

Hotspot Question
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1 and the users shown in the following table.

Name Member of
Usert Members group of Site1
User?2 Owners group to Sitel
Admini SharePoint Administrator role

You have a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.
-~ Actions

Jse actions to protect content when the conditions are met.

(]

/N Restrict access or encrypt the content in Microsoft 365 locations

@ Block users from receiving email or accessing shased ShaseR@iataQneDrive, and Team:s files.

By default, users are blocked from sending.Jeams-¢hats and che**ﬂ%‘\ﬁ%{:¥ @g@%‘i

the type of content you're protecting. But you can choose Wh@ is blocked from receiving
emails or accessing files'shared from SharePoint, OneDrive, and Teams.

®

Block only people who were given access to the content through the "Anyone with

the link" option. ()

You apply DLP1 to Site1
User1 uploads a file named File1 to Site1. File does NOT match any of the DLP1 rules. User2 updates File1 to contain data that matches the DLP1 rules.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Block éyeryene. ()

Block only people outside your organization. ®



Answer Area

Statements Yes No

User1 can access File1 on Site.
User2 can access File1 on Sitel

Admin1 can access Fi'aanSitet
Answer:

Answer Area

Statements Yes No

User1 can access File1.on Site1.

User2 canaccess File1 on Site1.

Admin1 can access File1 on Site1.

Explanation:

Box 1: No

Note: Actions

Any item that makes it through the conditions filter will have any actions that are defined in the rule applied to it. You'll have to configure the required options to support the action. For
example, if you select Exchange with the Restrict access or encrypt the content in Microsoft 365 locations action you need to choose from these options:

Box 2: Yes

User2 is the last modifier of the file.

Box 3: Yes

Users assigned the SharePoint Administrator role have access to the SharePoint admin center and can create and manage sites (previously called "site collections"), designate site
admins, manage sharing settings, and more.

Reference:

https://learn.microsoft.com/en-us/sharepoint/sharepoint-admin-role

NEW QUESTION: 31

You need to enable sensitivity labels for containers in Microsoft Purview and synchronize these labels with Microsoft Entra ID. The labels will be used to configure protection settings for
groups and sites, as well as to ensure privacy and external user access settings.

What should you do?

A. Connect to Microsoft Security & Compliance PowerShell and run the Execute-AzureAdLabelSync command right

B. Enable sensitivity labels in Microsoft Entra ID without synchronizing them

C. Apply sensitivity labels to containers in Microsoft Teams

D. Use sensitivity labels to configure Office 365 apps settings



Answer: A (LEAVE A REPLY)

Sensitivity labels for containers must be synchronized to Microsoft Entra ID using the Execute- AzureAdLabelSync command after enabling them. This step ensures that labels can be used
to protect groups and sites, as specified in the sensitivity labeling configuration.

Reference:

https://learn.microsoft.com/en-us/purview/sensitivity-labels-teams-groups-sites

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
SC-401 exam questions have been updated and answers have been corrected get the newest BraindumpsPass.com SC-401 dumps with Test Engine here:

https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html (299 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 32

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to ensure that you receive an alert when a user uploads a document to a third-party cloud storage service.

What should you use?

A. an activity policy

B. a sensitivity label

C. a file policy

D. an insider risk policy

Answer: (SHOW ANSWER)

Activity Policy (MCAS): Monitors and alerts on specific user actions such as uploading files, downloads, or logins to cloud apps.
Perfect for detecting "upload to third-party storage".

Sensitivity label: Used for classifying and protecting content, not generating alerts.

File policy (MCAS): Inspects and governs files already stored in sanctioned apps, not upload activity.

Insider risk policy: Focuses on risky behavior like data exfiltration or security violations, not direct activity alerts in cloud apps.
# Answer: A. an activity policy

Reference: Defender for Cloud Apps activity policies

NEW QUESTION: 33
HOTSPOT
You have a Microsoft SharePoint Online site that contains the following files.

Name Modified by Data loss'prevention (DLP) action
Filel docx Manager] None

File2.docx | Manager] Ma¥<hed by DLP
File3.docx | ManggeriV/l 1 cKibBlotked by DLP

Users are assigned roles for the site as shown in the following table.
I

Name Role
User1 Site owner
UserZ Site member
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Which files can User1 and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

User1: v
File1.docx only N

FileT.doox and File2dackonly

File1.docx, Fil@?x, and File3.docx

User2: _’aﬁ\ v
Filﬁ]ocx only

File1.docx and File2.docx only

File1 .deﬁM.m@gﬂgﬁtFileldmx

Answer:

File1.docx, File2.doex, agd File3.docx

File1.docx only ,
File1.docx and File2.docx only |
File1.docx, File2.docx, and File3.docx

Explanation:

Answer Area B Microsoft
User1: v
File1.docx only ; @@

File1 doox and File2 dogX énly

File1.docx, %, and File3.docx
UserZ: | , %@; |

Fileldocxonly

File1.docx, File2 docx, and File3.docx




Let's break it down:

File1.docx # DLP action = None

No DLP restrictions, so it is fully accessible to both User1 (owner) and User2 (member).

File2.docx # DLP action = Matched by DLP

"Matched" means the DLP policy detected sensitive content but has not blocked access. Instead, it may generate an alert or policy tip.
Both User1 and User2 can still open this file.

File3.docx # DLP action = Blocked by DLP

"Blocked" means the DLP policy actively restricts access or sharing of the file.

User2 (member) cannot open this file.

However, User1 (site owner) can open it because site collection admins and owners always retain full control over content, even if a DLP rule applies.
Ref: Microsoft Purview DLP policy tips and enforcement

# DLP policies do not prevent SharePoint/OneDrive site collection admins (owners) from accessing content.

# Final Answer Table:

User1 (Site Owner): File1.docx, File2.docx, File3.docx

User2 (Site Member): File1.docx, File2.docx

NEW QUESTION: 34
You have a Microsoft 365 IS subscription that contains the resources shown in the following table.
Name Type _ Member of

The subscription contains a Windows 11 device named Device 1 and has the Microsoft Purview Information Protection client installed. Device i contains the resources shown in the
following table.

MNamae Type | Path

You publish a sensitivity label named Label1 to User1 and Group1.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
LMW AIEd

W atemaents Yirs MNo

Answer:



Explanation:

Step 1 - Label publishing and scope

The sensitivity label Label1 is published to User1 and Group1.

User1 # Directly included in label publishing.

User2 # Member of Group1, so also included indirectly.

This means both User1 and User2 are eligible to use Label1.

Step 2 - File vs Folder labeling with the Information Protection client The Microsoft Purview Information Protection (AIP unified labeling) client can apply labels to files such as .
docx, .png, .pdf, etc.

It cannot label folders directly. Labels are applied to items (files and emails), not folders.
Reference: Apply sensitivity labels using the AIP client

Step 3 - Analyze each statement

User1 can apply Label1 to File1.png

File1.png is a file type supported by the Information Protection client.
User1 has Label1 published directly.

answer: Yes

User1 can apply Label1 to Folder2

Sensitivity labels cannot be applied to folders in File Explorer.
answer: No

User2 can apply Label1 to File2.docx

File2.docx is a supported file type (Word document).

User2 is a member of Group1, and Label1 is published to Group1.
answer: Yes

NEW QUESTION: 35

Drag and Drop Question

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You plan to deploy a Defender for Cloud Apps file policy that will be triggered when the following conditions are met:
- Afile is shared externally.



- Afile is labeled as internal only.

Which filter should you use for each condition? To answer, drag the appropriate filters to the correct conditions. Each filter may be used once, more than once, or not at all. You may need
to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

nRA" Ca
\Viicrosortt
Filters Answer .-'er'yfi ICITOSOITL

Access level When a file is shared @xternally

Collaborators
When a file is labielled as Internal only

Matched policy

Sensitivity label

Answer:

Answer Area

- - 1_
When a file is shared externaliys 154

"i!.‘h-_?r Eﬂ- -._ I".."; ' T

"

Collaborators

‘ When a file isJabeélled as Internal only Sensitivity label

Matched policy |

Explanation:

The "Access level" filter in Microsoft Defender for Cloud Apps helps identify how a file is shared, including whether it is shared externally outside the organization.

The "Sensitivity label" filter is used to track files that have been classified with specific Microsoft Purview sensitivity labels, such as Internal only, ensuring that files with internal
classifications are properly monitored and protected.

The "Collaborators" filter tracks users who have access but does not indicate external sharing.

The "Matched policy" filter identifies files based on predefined policies but does not directly filter for external sharing or sensitivity labels.

NEW QUESTION: 36
Hotspot Question
You have a Microsoft 365 E5 tenant that contains two users named User1 and User2 and a Microsoft SharePoint Online site named Sitel as shown in the following exhibit.
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For Site1, the users are assigned the roles shown in the following table.

MName Role
User1 Owner
User2 | Member

You publish a retention label named Retention1 to Site1.

To which files can the users apply Retention1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.




User1: v

File1.docx only

File1.docx and File2.docx only

v

File1.docx only
File1.docx and File2.d
File1.docx, File2.docx, and File3.docx

| FVF
ogonlj\/llcrosof

Answer:

_I;iiﬂ .docx only
File1.docx and File2.docx unl_y

File1 docx, File2 docx, and File3.docx

User2:

B \ticrosoft

File1.docx only

File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

Explanation:

Box 1: File1.docx, File2.docx, and File3.docx

User1 is owner.

Note:

File1 and File2 are normal.

File3 has a red minus-sign (-) denoting the following:



This item is protected by a policy in your organization. It can't be shared with people outside your organization.

Issues

Item contains the following sensitive information: Etc.

Box 2: File1.docx and File2.docx only

User is member and cannot access File3.

Reference:

https://answers.microsoft.com/en-us/msteams/forum/all/a-red-circle-with-a-minus-sign-after-file- name-in/94a98f8e-69e1-46¢d-9799-86b4e297ce00

NEW QUESTION: 37

You have a Microsoft 36S ES subscription that contains a Windows 11 device named Device 1 and three users named User 1. User2. and User3.

You plan to deploy Azure Information Protection (AIP) and the Microsoft Purview Information Protection client to Device 1.

You need to ensure that the users can perform the following actions on Device1 as part of the planned deployment

* User 1 will test the functionality of the client.

* User2 will install and configure the Microsoft Rights Management connector.

* User3 will be configured as the service account for the information protection scanner.

The solution must maximize the security of the sign-in process for the users What should you do?

A. Exclude User2 and User3 from multifactor authentication (MfA).

B. Enable User? and Usex3 for passwordless authentication.

C. Exclude User1 and User? from multifactor authentication (Mf A}

D. Enable User1. User | and User 3 for passkey (FIDOZ2) authentication

Answer: D (LEAVE A REPLY)

Goal: maximize sign#in security for users who will test the AIP client (User1), install/configure the Microsoft Rights Management connector (User2), and act as the AIP scanner service
account (User3).

Excluding users from MFA lowers security and is not recommended.

Passwordless with FIDO2 security keys (passkeys) provides strong phishing#resistant authentication and is fully supported for Azure AD sign#ins, including admin tasks and service
scenarios that require interactive sign#in during setup.

Therefore, enabling all three for FIDO2 passkey authentication best meets the "maximize security" requirement.
References:

Microsoft Entra ID - Passwordless authentication with FIDO2 security keys
https://learn.microsoft.com/azure/active-directory/authentication/concept-authentication-passwordless

NEW QUESTION: 38

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named User1. Several users have full access to the mailbox of User1.

Some email messages sent to User1 appear to have been read and deleted before the user viewed them.

When you search the audit log in the Microsoft Purview portal to identify who signed in to the mailbox of User1, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of User1.

Solution: You run the Set-AdminAuditLogConfig -AdminAuditLogEnabled $true -AdminAuditLogCmdlets
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*Mailbox* command.

Does that meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

The Set-AdminAuditLogConfig -AdminAuditLogEnabled $true -AdminAuditLogCmdlets *Mailbox* command is incorrect. This enables admin audit logging, which tracks changes to mailbox
configurations (e.

g., mailbox settings updates), not user activity inside the mailbox.

NEW QUESTION: 39

Hotspot Question

You have a Microsoft 365 E5 subscription.

You are implementing insider risk management.

You need to create an insider risk management notice template and format the message body of the notice template.
How should you configure the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Use the: v

Microsoft 365 admin.center
Microsoft Defender portal
Microsoft Entra admin center
Microsoft Purview portal

Format i~ v

HTML
Markdown
RTF

XML

Answer:

Answer Area

Use the: v

Microsoft 365 admin center
Microsoft Defendesportal. - _ 4
Microscft Enira admin center

Microsoft Purview portal

Format.in v

HTML
Markdown
RTF

XML

Explanation:
Box 1: Microsoft Purview portal
Create insider risk management notice templates
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To create a new insider risk management notice template, you'll use the notice creation tool in Insider risk management solution in the Microsoft Purview portal.

Box 2: HTML

HTML for notices

If you'd like to create more than a simple text-based email message for notifications, you can create a more detailed message by using HTML in the message body field of a notice
template.

Reference:

https://learn.microsoft.com/en-us/purview/insider-risk-management-notices

NEW QUESTION: 40

You have a new Microsoft 365 E5 tenant.

You need to create a custom trainable classifier that will detect product order forms. The solution must use the principle of least privilege.
What should you do first? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area _ Pﬁfflq ﬁ C H, @ E& bj .ﬁ’ E:
Action to perform: — .

Create an Exact Data'Match (EDM) schema.
| Import a data.loss Prevention (DLP) rule package.
é'Start the-ppt-in process.

To perform the action, assign the role.gf

Compliance Administrator
Global Administrator
Security Administrator

Answer:
Answer Area
Action to perform: b
Create an Exact Data Match (EDM) schema
Import a data-loss prevention (DLP) rule package.
I‘Stan tHe-opt=in process. " E
To perform the action, assign the rolé of: L Al —~ e nF e
& . | FrYys
Compliance Administrator IvilCroSOrTt

‘Global Administrator
Security Administrator

NEW QUESTION: 41

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to ensure that you receive an alert when a user uploads a document to a third-party cloud storage service.
What should you use?

A. an insider risk policy



B. afile policy

C. a sensitivity label

D. an activity policy

Answer: B (LEAVE A REPLY)

Reference:
https://learn.microsoft.com/en-us/defender-cloud-apps/data-protection-policies

https://learn.microsoft.com/en-us/defender-cloud-apps/policies-information-protection

NEW QUESTION: 42

You have 4 Microsoft 565 E5 subscription that contains two Microsoft SharePoint Online sites named Site1 and Site2. You plan to configure a retention label named Labe1 and apply label1
to all the files in Site1 You need to ensure that two years after a file is created in Site1. the file moves automatically to Site2. How should you configure the Choose what happens after the
retention period setting for Label1?

A. Deactivate retention settings

B. Start a disposition review

C. Change the label

D. Run a Power Automate flow

Answer: D (LEAVE A REPLY)

You want files in Site1 that are labeled with Label1 to automatically move to Site2 two years after creation.

In Microsoft Purview Retention Labels, under "Choose what happens after the retention period", the available options are:

Deactivate retention settings - Ends retention but does not move files.

Start a disposition review - Sends items to reviewers for approval (manual process, not auto-move).

Change the label - Applies a new retention label (but does not move files to another site).

Run a Power Automate flow - Executes an automated workflow such as moving the file to another SharePoint library or site, notifying users, or applying custom business processes.
Since the requirement is automatic movement of files from Site1 to Site2 after 2 years, the only valid choice is Run a Power Automate flow.

Reference:

Microsoft Learn: Actions after a retention period for retention labels

Quote: "For retention labels, you can choose to trigger a Power Automate flow when the retention period

NEW QUESTION: 43

You have a Microsoft 365 E5 subscription.

A security manager receives an email message every time a data loss prevention (DLP) policy match occurs.
You need to limit alert notifications to actionable DLP events.

What should you do?

A. From the Microsoft Purview portal, modify the Policy Tips settings of a DLP policy.

B. From the Microsoft Defender portal, apply a filter to the alerts.

C. From the Microsoft Purview portal, modify the matched activities threshold of an alert policy.
D. From the Microsoft Purview portal, modify the User overrides settings of a DLP policy.
Answer: (SHOW ANSWER)
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

NEW QUESTION: 44
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Case Study 1 - Contoso, Ltd
Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices in Seattle, Boston, and Johannesburg.
Existing Environment

Microsoft 365 Environment

Contoso has a Microsoft 365 E5 tenant. The tenant contains the administrative user accounts shown in the following table.

Name Role
Admin1 | Global Reader
Admin2 | Compliance'Data Administrator

Admin3 | Compliance Administrator

Admind | Se¢urity Operator
Admin5 | Security Adminystrator

Users store data in the following locations:
- SharePoint sites
- OneDrive accounts

- Exchange email

- Exchange public folders

- Teams chats

- Teams channel messages

When users in the research department create documents, they must add a 10-digit project code to each document. Project codes that start with the digits 999 are confidential.
SharePoint Online Environment

Contoso has four Microsoft SharePoint Online sites named Site1, Site2, Site3, and Site4.

Site2 contains the files shown in the following table.

Name Number =fiSWIFT caales in the file
Filel.docx

File2. bmp
File3.txt

Filed xlsx 7
Two users named User1 and User2 are assigned roles for Site2 as shown in the following table.

) B | =

User Role
Userl Site owner

User2 | Site visitor

Site3 stores documents related to the company's projects. The documents are organized in a folder hierarchy based on the project.
Site4 has the following two retention policies applied:

- Name: Site4RetentionPolicy1

Locations to apply the policy: Site4

Delete items older than: 2 years

Delete content based on: When items were created



- Name: Site4RetentionPolicy2

Locations to apply the policy: Site4

Retain items for a specific period: 4 years

Start the retention period based on: When items were created

At the end of the retention period: Do nothing

Problem Statements

Management at Contoso is concerned about data leaks. On several occasions, confidential research department documents were leaked.
Requirements

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:
- Name: DLPpolicy1

- Locations to apply the policy: Site2

- Conditions:

Content contains any of these sensitive info types: SWIFT Code
Instance count: 2 to any

- Actions: Restrict access to the content

Technical Requirements

Contoso must meet the following technical requirements:

- All administrative users must be able to review DLP reports.

- Whenever possible, the principle of least privilege must be used.

- For all users, all Microsoft 365 data must be retained for at least
one year.

- Confidential documents must be detected and protected by using
Microsoft 365.

- Site1 documents that include credit card numbers must be labeled
automatically.

- All administrative users must be able to create Microsoft 365
sensitivity labels.

- After a project is complete, the documents in Site3 that relate to
the project must be retained for 10 years.

You need to meet the technical requirements for the creation of the sensitivity labels. To which user or users must you assign the Information Protection Admin role group?
A. Admin1 only

B. Admin1 and Admin4 only

C. Admin1 and Admin5 only

D. Admin1, Admin2, and Admin3 only

E. Admin1, Admin2, Admin4, and Admin5 only

Answer: B (LEAVE A REPLY)

Scenario, Technical Requirements: All administrative users must be able to create Microsoft 365 sensitivity labels.
The administrator are setup with the following roles:

Admin1 is Global Reader.

Admin2 is Compliance Data Administrator.
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Admin3 is Compliance Administrator.

Admin4 is Security Operator.

Admin5 is Security Administrator.

Only Admin1 (Global Reader) and Admin4 (Security Operator) need the additional Information Protection Admin (or Sensitivity Label Administrator) role to create sensitivity labels.
Role Requirements Breakdown

To create and manage Microsoft 365 sensitivity labels in the Microsoft Purview portal, a user must be assigned a role group that explicitly contains the Sensitivity Label Administrator
permission.

Microsoft Purview provides this required permission natively through several built-in role groups:

Compliance Administrator (Assigned to Admin3)

Security Administrator (Assigned to Admin5)

Compliance Data Administrator (Assigned to Admin2)

Information Protection Admins

Reference:

https://learn.microsoft.com/en-us/purview/get-started-with-sensitivity-labels

NEW QUESTION: 45
You have a Microsoft SharePoint Online site named Site! that contains the files shown in the following table.

Name Number ;u! IP addresses in the file

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.

[ 1 match, stop |
MNamae Content contains Policy tip i ep Pricrity
! . | |, processing

You apply DLP1 toSite1.
Which policy tips will appear for File2?

A. Tip1 only

B. Tip2 only

C. Tip3 only

D. Tip1 and Tip2 only

Answer: (SHOW ANSWER)

Comprehensive Detailed Explanation with References
Step 1 - Review File2 contents

File2 contains 3 IP addresses.

Step 2 - Review DLP rules and priorities
RuleConditionPolicy TipStop Processing?Priority
Rule11 or more IP addressesTip1NoO

Rule23 or more IP addressesTip2Yes1

Rule32 or more IP addressesTip3No2

Step 3 - Rule evaluation order
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Advanced DLP rules are processed by priority order (lowest number first).

Rule1 (Priority 0) will trigger because File2 has at least 1 IP address.

This applies Tip1.

However, Rule1 has Stop Processing = No, so evaluation continues.

Rule2 (Priority 1) will also trigger because File2 has 3 IP addresses (#3).

This applies Tip2.

Rule2 has Stop Processing = Yes, so evaluation stops after this.

Rule3 (Priority 2) will not be evaluated because Rule2 stopped processing.

Step 4 - Final outcome

File2 matches Rule1 (Tip1), but since Rule2 fires afterward with Stop Processing = Yes, only Tip2 is applied.
Step 5 - Microsoft Reference

From Microsoft docs: "When a rule is configured to stop processing, subsequent rules are not evaluated and only the policy tip from the last triggered rule with stop processing applies."
Reference: Order of rule processing in DLP policies

NEW QUESTION: 46

You need to provide a user with the ability to view data loss prevention (DIP) alerts in the Microsoft Purview portal. The solution must use the principle of least privilege.
Which role should you assign to the user?

A. Compliance Data Administrator

B. Security Operator

C. Security Reader

D. Compliance Administrator

Answer: (SHOW ANSWER)

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
SC-401 exam questions have been updated and answers have been corrected get the newest BraindumpsPass.com SC-401 dumps with Test Engine here:

https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html (299 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 47

You have a Microsoft 365 subscription that contains a sensitivity label named Contoso Confidential.
You publish Contoso Confidential to all users.

Contoso Confidential is configured as shown in the Configuration exhibit. (Click the Configuration tab.)
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Edit sensitivity label

© Label details Review your settings and finish

ﬂ Scope Name
Contoso Confidential

ﬂ Items Display name
Contoso Confidential

Edit
@ Groups & sites @
Description for users : 0

Contoso Confidential
@ Schematized data assets
(preview) ‘
@ Finish Q&&hﬂ data assets, Email

1»@(0

Access control

Content marking

Footer: Contoso Confidential intérnal use only
Edit

Auto-labeling for files and emails

None

Edit

Auto-labeling for schematized data assets (preview)
None

2 1

The Access control settings of Contoso Confidential are configured as shown in the Access control exhibit.
(Click the Access control tab.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Fa

Answer Area ' Fﬁu‘ffl [ l:: rOS Ofﬂi

Statements

f a user account is disabled, the user will be immediately preignted from operning a file
protected by Contaso Confidential

Guest users will be able to open documents protectid by Contoso Confidential

Contoso Confidential will be applied aufOmatically to the files stored in Microsofl SharePoint
Online

Answer:
Answer Area

Statements Yes Mo
_—

ta user account is disabled, the user will be iImmediately prevented fromuapepiigaihile I

pratected by Contoso Confidential

Guest users will be able 1o opendegirbénts grotectftl by Contoso Confudential I I

Contoso Confidential will be appli *w'mﬁtnﬁg{}:!-{: W%f‘i aoft SharePoint I-_ -;
|'IIH.-'
Explanation:
Answer Area
~
;1 [ r\fH '-&ﬁ- '-: il
Mﬂﬁ ] Yes No
vil l{ ..)E.ﬁ'&-‘?en L
I1'a user account is disabled, the user will be immediately urhemﬁd from opening a file L
protected by Contoso Confidential e ’)
Guest users will be able to open documents prmeczi;:fjffc‘rﬂosr Confidential L]
Contoso Confidential will be applied aut Umfgﬁ{@m' to the files stored in Microsoft SharePoint L
Onlina N,
P iy

Step 1 - Review the configuration

Sensitivity label name: Contoso Confidential

Scope: Files and emails

Access control:

Encrypts documents/emails.

Permissions assigned to AuthenticatedUsers with Co-Author rights.

Offline access allowed only for 7 days.

Auto-labeling = None (not configured).

Content marking: Footer applied.

Step 2 - Analyze each statement

Statement 1: If a user account is disabled, the user will be immediately prevented from opening a file protected by Contoso Confidential.
Sensitivity labels with encryption enforce Azure AD authentication every time a user tries to access a file.
If the account is disabled in Azure AD, access is blocked immediately.

Statement 2: Guest users will be able to open documents protected by Contoso Confidential.

Access control was configured only for AuthenticatedUsers (internal users).



Guest or external users are not included in this group.

Therefore, guest users cannot open the protected documents.

Statement 3: Contoso Confidential will be applied automatically to the files stored in Microsoft SharePoint Online.

Auto-labeling for files and emails = None.

That means labeling must be applied manually by users, not automatically.

The answer: No

Final Verified Answers

If a user account is disabled, the user will be immediately prevented from opening a file protected by Contoso Confidential # Yes Guest users will be able to open documents protected by
Contoso Confidential # No Contoso Confidential will be applied automatically to the files stored in Microsoft SharePoint Online # No

NEW QUESTION: 48

You have a Microsoft 365 E5 subscriptions.

You deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).

You need to edit the default policies created as part of the deployment.

Which two Microsoft Purview solutions should you use? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Insider Risk Management

B. Information Protection

C. Compliance Manager

D. DSPMforAl

E. Information Barriers

F. Data Lifecycle Management

G. Data Loss Prevention

Answer: (SHOW ANSWER)

Step 1 - Understand the feature

The scenario is about Microsoft Purview Data Security Posture Management for Al (DSPM for Al), a capability in Microsoft Purview that helps:
* Discover sensitive data across Al environments (including Copilot for Microsoft 365).

* Assess data exposure risks.

* Apply policies for data classification and protection.

When you deploy DSPM for Al, Microsoft Purview automatically creates default policies to classify and protect sensitive content.

Step 2 - Which solutions are used to edit these policies?

* DSPM for Al (D) # This is the core solution where the default DSPM policies are deployed and visible. To edit or manage them, you must use the DSPM for Al blade in Microsoft Purview.
* Information Protection (B) # DSPM relies on Microsoft Information Protection (MIP), specifically sensitivity labels and sensitive information types. These labels and SITs are part of
Purview Information Protection. Editing classification rules (e.g., sensitivity labels, sensitive info types, trainable classifiers) requires Information Protection.

# Reference:

* Microsoft Purview Data Security Posture Management for Al (DSPM for Al)

* Overview of sensitivity labels in Microsoft Purview Information Protection Step 3 - Why not the others?

* A. Insider Risk Management # Detects risky insider activities (data theft, sabotage). Not used to configure DSPM policies.

* C. Compliance Manager # Provides compliance score and assessments, but does not configure DSPM policies.

* E. Information Barriers # Used to restrict communication between groups of users. Not related to DSPM.

* F. Data Lifecycle Management # Manages retention and deletion of data. Not related to DSPM for Al policy editing.
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* G. Data Loss Prevention (DLP) # Protects sensitive data from being shared in apps/services, but DSPM's default policies are not edited here.

NEW QUESTION: 49

Hotspot Question

You have a Microsoft 365 E5 subscription that contains three DOCX files named File1, File2, and File3.
You create the sensitivity labels shown in the following table.

Name Permission Apply content marking
Labell | Any authenticated users: Viewer Disabled
Label2 | None Enabled

You apply the labels to the files as shown in the following table.

Label ¢

arne

Label]_|]
Label2

You ask Microsoft 365 Copilot to summarize the files, and you receive the results shown in the following table.
. Name Based on content of
Summary1 | Filel, kile3
Summary2 | 'File2
Surfimahy3osbile, File2, File3
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Summary1 has a sensitivity label applied. O O
Summary2 has asensitivity label applied. O O

L
—
%

Summary3 has a sen5iit{~ﬁt;,frlgj:;gq|{ap‘qiied.

I AT L

Answer:



Answer Area

Statements Yes No
Summary1 has a sensitivity label applied @,
Summary?2 has a sensitivity label applied )
Summary3 has a sensitivity label applied

Explanation:

Summary1 is based on File1 and File3. File3 has Label2 applied, and Label2 has content marking enabled, meaning the label persists in derived content. Since File3 contributes to
Summary1, Summary1 inherits the sensitivity label from File3.

Summary?2 is based on File2, which has Label1 applied. Label1 grants viewer permissions to authenticated users, but content marking is disabled.

Since the label still applies to the content, Summary2 inherits Label1.

Summary3 is based on File1, File2, and File3. File2 has Label1 applied, and File3 has Label2 applied, meaning the summary will inherit at least one of these labels. Since at least one
labeled file is used, the summary inherits a sensitivity label.

NEW QUESTION: 50

You have a Microsoft J65 ES subscription. You plan to implement retention policies for Microsoft Teams.

Which item types can be retained?

A. voice memos from the Teams mobile client

B. embedded images

C. code snippets

Answer: (SHOW ANSWER)

The question is asking what item types can be retained when implementing Microsoft Teams retention policies in Microsoft 365 ES.
Retention policies in Teams can apply to:

Teams chat messages (1:1 or group chats)

Teams channel messages

Items within those messages, including text, links, and supported embedded objects.

Step 2 - Supported Teams retention items

According to Microsoft documentation:

Retention policies support Teams messages (chats and channel posts) and their associated attachments or in- line content such as:
Embedded images

Code snippets

Tables, links, and reactions

Retention policies do not support certain Teams items, including:
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Voicemails

Calls and meetings recordings

Whiteboards

Message reactions (stored separately in Azure services)

Reference: Learn about retention for Teams in Microsoft Purview

Step 3 - Apply to options

A). Voice memos from the Teams mobile client # Not retained by retention policies.
B). Embedded images # Retained because they are part of Teams messages.

C). Code snippets # Retained because they are supported message content.

NEW QUESTION: 51
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1.
Site1 contains the files shown in the following table.

Name Author
Filel.docx | Usarl

Fite2.docx | User?2
File3.docx | USER1

In the Microsoft Purview portal, you create a content search named Conlent1 and configure the search conditions as shown in the following exhibit.

Define your search conditions

Query language-country/region: None %

O Query builder

(®) KQL editor

| -Author:USER1

0 errors detected

Which files will be returned by Content1?
A. File2.docx only

B. File3.docx only

C. File1.docx and File2.docx only



D. File1 .docx and File3.docx only

E. File1 .docx, File2.docx, and File3.docx

Answer: A (LEAVE A REPLY)

The content search uses the KQL editor with the query -Author:USER1. In eDiscovery/Content search, the minus sign denotes NOT and KQL is case-insensitive for property values.
Therefore, this query returns items whose Author is not 'User1".

File1.docx # Author = User1 # excluded

File2.docx # Author = User2 # included

File3.docx # Author = USER1 (same as User1, case-insensitive) # excluded Result: File2.docx only.

Reference: Microsoft Search (KQL) property restrictions and case-insensitive behavior for queries in content search.

NEW QUESTION: 52

You have a Microsoft 365 tenant that is opt-in for trainable classifiers.

You need to ensure that a user named User1 can create custom trainable classifiers. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Compliance Administrator

B. Security Operator

C. Global Administrator

D. Security Administrator

Answer: C (LEAVE A REPLY)

NEW QUESTION: 53
Hotspot Question
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

.. Role

informatioa-Protection Administrator

Information Protection Analyst

Infarmation Protection Investigator

You need to delegate the following tasks:

- Create and manage data loss prevention (DLP) policies.

- Review classified content by using Content explorer.

The solution must use the principle of least privilege.

Which user should perform each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Create and manage DLP policies: |

Review classified content by using Content explorer: |

User1
User2
User3

User1
User2
User3
Answer:
Answer Area Microco L
Microsoftt
Create and manage DLP policies: > |
User1
User2
User3
Review classified content by using Content explorer: »
—
User1
User2
User3
Explanation:
Box 1: User1

Information Protection Admins

Create, edit, and delete DLP policies, sensitivity labels and their policies, and all classifier types.

Manage endpoint DLP settings and simulation mode for auto-labeling policies.
Note:




User 1 is Information Protection Administrator.

User2 is Information Protection Analyst.

User3 is Information Protection Investigator.

Box 2: User3

Information Protection Investigator

Access and manage DLP alerts, activity explorer, and content explorer. View-only access to DLP policies, sensitivity labels and their policies, and all classifier types.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/scc-permissions

NEW QUESTION: 54
You have a Microsoft 365 E5 subscription. The subscription contains a user named User1 and the sensitivity labels shown in the following table.

|_ MName ] Authenticated users: View content{VIEW) | Authenticated users: Copy and extract content(EXTRACT) | Authenticated users: Export content(EXPORT) ]
Label1 | Granted Not granted Mot granted

. Label2 .' Granted Granted | Mot |.l.1.' ted
Label3 | Granted Not granted Grantad

You publish the labels to User1.
The subscription contains the files shown in the following table.

Which files can Microsoft 365 Copilot summarize for User1?

A. File2only

B. File3 only

C. File2 and File3 only

D. File1, File2. and File3

Answer: (SHOW ANSWER)

Microsoft 365 Copilot can only process (summarize, answer questions about) a labeled file when the user has the Copy and extract content (EXTRACT) usage right granted by the applied
sensitivity label.

From the table of labels:

* Label1 # VIEW only (no EXTRACT) # Copilot cannot summarize.

* Label2 # VIEW and EXTRACT granted # Copilot can summarize.

* Label3 # VIEW and EXPORT (no EXTRACT) # Copilot cannot summarize.

Since File2 is labeled Label2, it's the only file for which User1 has the required EXTRACT permission, so it' s the only file Copilot can summarize.

References:

Microsoft Learn - Sensitivity labels and Copilot for Microsoft 365: Copilot requires the Copy and extract content (EXTRACT) permission to process labeled
content.https://learn.microsoft.com/microsoft-365

/compliance/sensitivity-labels-copilot

Microsoft Learn - Usage rights for encryption with sensitivity labels (VIEW, EXTRACT, EXPORT definitions)https://learn.microsoft.com/microsoft-365/compliance/encryption-sensitivity-
labels#usage-rights- and-permissions



https://www.exam-tests.com/SC-401-exam/Microsoft.SC-401.v2026-07-25.q124.html

NEW QUESTION: 55
You have a Microsoft 365 IS subscription that contains the resources shown in the following table.

Name | Type | Member of
Lisar? User Nom
Liserd Lises Group!

Groupl | Group | None

The subscription contains a Windows 11 device named Device 1 and has the Microsoft Purview Information Protection client installed. Device i contains the resources shown in the
following table.

__Name Type Path
Filel.png | File CATernp
....... s I s SRR B\, TS

File2.doox | File

Fobder2 Folder

e F“.."I'._:u

[ 11
=] [=1]

You publish a sensitivity label named Label1 to User1 and Group1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

wer Ared
Slatements Yes No
Jserl can apply Lab1 1o Filel.png by us ng bire Yl rnahion peotection ¢hent
jser1 can apply Labell 1o Folder? by"agritythe information protection client
I.ﬂﬂq y MILCJ‘:-Q%Q'? -.,tu_: the information protechion chent
Answer:

Mierosoft _

ey 1 can apply Label1 to File1 png by utng the sormabon, (eotfection chent | |

Slatements

Jser1 can apply Laball t Foider? yiiing the information profection client

Userd cin apedy Label1 to Fled docx by us ng) the indonmation protecton ceent

Explanation:

NEW QUESTION: 56

Hotspot Question

You use project codes that have a format of three alphabetical characters that represent the project type, followed by three digits, for example Abc123.
You need to create a new sensitive info type for the project codes.

How should you configure the regular expression to detect the content? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

Answer Area

(\s)( v v s
[aA]{3} d{000-999}
[abc){3} d{123}
[alpha]{3} d{3}
[a-zA-Z|{3} '

Answer:

Answer Area

LS{VE 0 L AR v )s)
[aA}{3) d{000-999}
[abc)(3} d{123}
[alphal{3} d{3}
[a-zA-ZJ{3}

NEW QUESTION: 57

You have a Microsoft J65 E5 subscription that contains a user named User1.

All users are assigned Microsoft 365 Copilot licenses.

You deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).

You need to ensure that User1 can analyze prompts and responses for Al interaction events. The solution must follow the principle of least privilege.
To which two role groups should you add User1? Each correct answer presents part of the solution.

NOTE; Each correct selection is worth one point.

A. Information Protection Analysts

B. Security Reader

C. Content Explorer Content Viewer

D. Insider Risk Management Investigators

E. Content Explorer list Viewer

Answer: A,E (LEAVE A REPLY)

The requirement is that User1 must be able to analyze prompts and responses for Al interaction events in Microsoft Purview DSPM for Al, while following the principle of least privilege.
Information Protection Analysts role group:

Members can review and analyze sensitive data activity, including Al interaction events collected by Purview DSPM. This role is specifically intended for analysts monitoring sensitive
information and is therefore necessary for User1.

Content Explorer List Viewer role group:

Members can see metadata about items with sensitive information, such as file names, locations, sensitivity labels, and policy matches, without accessing the actual file content. This
provides the required visibility for Al-related data classification and interaction analysis while adhering to the least privilege principle.

Roles not required:

Content Explorer Content Viewer would give the ability to view the actual content of files, which is more access than needed.
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Security Reader is intended for reviewing alerts and incidents but not for analyzing Al prompts and responses.
Insider Risk Management Investigators focus on insider risk investigations, not Al event analysis.

References:

Microsoft Learn: Microsoft Purview compliance portal permissions

Microsoft Learn: Use Content Explorer in data classification

NEW QUESTION: 58
You have two Microsoft 365 subscriptions named Contoso and Fabrikam. The subscriptions contain the users shown in the following table.

| Email address
| usar! @contoso.c
e

user2 @ conloio. com
+ e

| uter 10 fabnkam oo
1 e =

| userd @ fabrikam. co

You have a sensitivity label named Sensitivity! as shown in the exhibit. (Click the Exhibit tab) you have the files shown in the following table.

Name Sentinty ] ]
File1 Avutomatcally sppled by useng an suto-labemg polsDy '
File, Appled by L

el Appleed by User! -!

For each of the following statements, select yes if the statement is true. Otherwise select No.
NOTE: Each correct selection is worth one point.

Aniwer Area .
- 1 i Ml rFriacimTT
Statements 117:1 VIIWLI UVadSsI L we
b foay o &0 Taghls b [l
Ly S &0 . [ o
an prind Fle.
Answer:

Explanation:

Yes, Yes, No

To determine whether each statement is true or false, let's analyze the provided information step by step based on the sensitivity label settings and the user permissions associated with the
files.

Given Information:
Users and Subscriptions:
User1: Contoso subscription, email: user1@contoso.com



User2: Contoso subscription, email: user2@contoso.com

User3: Fabrikam subscription, email: user3@fabrikam.com

User4: Fabrikam subscription, email: user4@fabrikam.com

Files and Sensitivity Label Application:

File1: Automatically applied Sensitivity1 using an auto-labeling policy File2: Applied by User2 File3: Applied by User1 Sensitivity Label (Sensitivity1) Assumptions: Since the exhibit for the
sensitivity label is not fully detailed, we need to make reasonable assumptions based on typical Microsoft 365 sensitivity label behavior.

Sensitivity labels can restrict access based on user permissions, subscription boundaries, or specific configurations (e.g., allowing only users within the same organization to edit or view).
Given the context of two separate subscriptions (Contoso and Fabrikam), it's likely that Sensitivity1 restricts access to users within the same subscription unless explicitly configured
otherwise. A common default for such labels is to allow editing and other rights only to users within the applying user's organization, with possible restrictions for cross-subscription access.
Key Assumptions:

Sensitivity1 likely encrypts the files and restricts editing rights to users within the same subscription as the user who applied the label or where the auto-labeling policy is configured.

File1 (auto-applied) would inherit permissions based on the policy, likely restricting access to Contoso users if the policy is set up within the Contoso subscription.

File2 (applied by User2 from Contoso) would restrict access to Contoso users.

File3 (applied by User1 from Contoso) would also restrict access to Contoso users.

Users from Fabrikam (User3, User4) would not have edit rights unless explicitly granted, which is unlikely given the separation of subscriptions.

Statement Analysis:

User1 can edit rights for File1.

File1 was automatically applied with Sensitivity1 using an auto-labeling policy. Since the policy is likely configured within the Contoso subscription (where User1 resides), User1, as a
Contoso user, should have edit rights unless the policy explicitly restricts this. Given User1's affiliation with Contoso, this is typically allowed.

The answer: Yes

User2 can edit rights for File3.

File3 was applied by User1, who is from the Contoso subscription. Since User2 is also from the Contoso subscription, they should have edit rights unless the label configuration explicitly
denies this for other users within the same subscription. Typically, users within the same organization can edit files labeled by another user from the same organization.

The answer: Yes

User3 can print File2.

File2 was applied by User2, who is from the Contoso subscription. Sensitivity1 likely restricts access to Contoso users only. User3 is from the Fabrikam subscription, which is a separate
entity. Unless cross-sub Answer : No

NEW QUESTION: 59
You have a Microsoft 365 E5 subscription that contains four users named User1, User2, User3, and User4 and a file named File1.docx. File1 has a sensitivity label applied. The label is
configured as shown in the following table.

Permission
Owner
Editor
Restricted Editor
Viewer

Which users can summarize File1 by using Microsoft 365 Copilot?
A. User1 only

B. User1 and User2 only

C. User1, User2, and User3 only

D. User1, User2, User3, and User4



Answer: B (LEAVE A REPLY)

To summarize a file with a sensitivity label using Microsoft 365 Copilot, a user needs the EXTRACT and VIEW usage rights, especially if the sensitivity label applies encryption, according
to Microsoft Learn. These rights are necessary for Copilot to access and process the content of the file, according to Microsoft Learn. If the user doesn't have these rights, Copilot won't be
able to summarize the file.

* User1 - Yes

An owner has EXTRACT and VIEW usage rights.

* User2 - Yes

A user with Editor permissions can summarize a file with a sensitivity label using Microsoft 365 Copilot, but only if the sensitivity label grants the necessary usage rights, specifically the
"EXTRACT" right, to the user. If the sensitivity label restricts the "EXTRACT" right, Copilot will not be able to summarize the file.

* User3 - No

A Restricted Editor in Microsoft 365 Copilot cannot summarize a file with a sensitivity label that restricts access. Microsoft 365 Copilot respects sensitivity labels and will not process files if
the user doesn't have the necessary permissions (like EXTRACT and VIEW). If a user only has VIEW rights, Copilot will provide a reference link to the file instead of summarizing it.

* User4 - No

Reference:

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-architecture-data- protection-auditing

NEW QUESTION: 60

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview insider risk management.

You implement the HR data connector.

You need to prepare the data that will be imported by the data connector.

In which format should you prepare the data?

A. JSON

B. CSV

C.TSV

D. XML

E. PRN

Answer: B (LEAVE A REPLY)

When implementing Microsoft Purview Insider Risk Management and using the HR data connector, you must prepare HR data in CSV (Comma-Separated Values) format. This format is
required because Microsoft Purview supports CSV files for importing user employment details, termination dates, role changes, and other HR-related attributes.

NEW QUESTION: 61
Hotspot Question
You have Microsoft 365 E5 tenant that has a domain name of 86s40q.onmicrosoft.com.

The tenant contains the users shown in the following table.
\

User type
Member
_| Guest

You have a published sensitivity label.
The Access control settings for the sensitivity label are configured as shown in the exhibit. (Click the Exhibit tab.)
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Access control

Use encryption capabilities to control who can access labeled items. Depending on the
scope you specified, items can include emails, Office, Fabric and Power Bl files, and meeting
invites. Learn more about access control settings

(O Remove access control settings if already applied to items

@ Configure access control settings

(® Tum on co-authoring for Office desktop apps so multiple users can simultaneously edit labeled documents that
have access control settings applied. Learn more about this setling

Go to co-authoring setting

The settings you choose will be automatically enforced when the label is applied to email and Office files.

Assign permissions now or let users decide?

User access to content expires ®

Allow offline access © :
[ Aways < J

Assign permissions to specific users and groups * ()

Assign permissions
2 items
Users and groups Permissions Edit Delete
LegalTeam @86s540g.onmicrosoft.com Co-Author j [i]
USSales@86s40g.onmicrosoft.com Reviewer V4 m

D Use dynamic watermarking O

|:| Use Double Key Encryption ®©

Back Cancel




For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Only users at your company can view an email that has the sensitivity label applied. O O
The owner of an email can assign permissions when applying the sensitivity label. O O
B Micraseft
USSaIes@BGﬂOq.onmicmsoﬂm ca nnl eg rmg éga the sensitivity label applied. B A
Answer:

Answer Area ‘

s Microgdrt -
m O

Only users at your company can view an email that has ;he‘e,nsitlwty label applied.

The owner of an email can assign pem:ssnommnapplymg the sensitivity label. 8 O
USSaIes@BGswq.onmicrosoft.corq.}i{pfﬁiﬁﬁ:ﬁt an email that has the sensitivity label applied. 2 O

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
SC-401 exam questions have been updated and answers have been corrected get the newest BraindumpsPass.com SC-401 dumps with Test Engine here:

https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html (299 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 62
You have a Microsoft 365 alert named Alert2 as shown in the following exhibit.
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View alerts

Severnty Alert name Status Category Activity count Last occurrence

You need to manage the status of Alert? To which status can you change Alette?
A. The status cannot be changed.

B. Dismissed only

C. Investigating only

D. Active or Investigating only

E. Investigating. Active, or Dismissed

Answer: E (LEAVE A REPLY)

Step 1 - Scenario

The alert in the exhibit is named Alert2.

Current status = Resolved.

The task is to identify which statuses you can change the alert to.

Step 2 - Microsoft 365 Alert Lifecycle

In Microsoft 365 compliance and security alerts, an alert can move between multiple statuses depending on investigation and remediation. The available statuses are:
Active - The alert is new and not yet acted upon.

Investigating - The alert is under review.

Resolved - The alert has been addressed.

Dismissed - The alert is ignored or deemed not relevant.

Step 3 - Status changes from "Resolved"

If an alert is in the Resolved state, administrators can reopen or reclassify it. According to Microsoft documentation, from Resolved, you can change it to:

Active

Investigating

Dismissed

This allows flexibility in continuing investigations if needed or dismissing false positives.

Step 4 - Microsoft Reference

From Microsoft Docs: "You can change the status of an alert between Active, Investigating, Resolved, and Dismissed to reflect its current stage in the triage process." Reference: Manage
alerts in the Microsoft 365 security and compliance center

NEW QUESTION: 63

SIMULATION

Username and password

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and select the username below.

To enter your password, place your cursor in the Enter password box and select the password below.
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Microsoft 365 Username:

admin@WWLx121586.onmicrosoft.com

Microsoft 365 Password: XXXXXXXXX

If the Microsoft Edge browser or Microsoft 365 portal does not load successfully, select the Microsoft Edge browser icon from the task bar, type the URL "https://admin.microsoft.com", and
press Enter.

The following information is for technical support purposes only:

Lab Instance: XXXXXXXXX

Task 8

You need to ensure that the Employee Records retention label is applied automatically to content that meets the following requirements:

- Contains only the U.K. Unique Taxpayer Reference Number sensitive info type

- Is located in any Exchange email, SharePoint sites, OneDrive accounts or Microsoft 365 groups

Answer:

See explanation below.

Explanation:

To configure a retention label to use a specific sensitive information type, you need to create an auto-labeling policy in the Microsoft Purview portal that applies a label to content containing
that sensitive information type. First, create the retention label itself with its retention settings, and then create the auto-labeling policy, select "Apply label to content that contains sensitive
info," choose the desired sensitive info type, specify the locations to apply it, and select your retention label.

Step 1: Sign in to the Microsoft Purview portal.

Step 2: If you're using records management [Yes!]: Solutions > Records Management > Policies > Label policies > Auto-apply a label Step 3: Enter a name and description for this auto-
labeling policy, and then select Next.

Step 4: For Choose the type of content you want to apply this label to, select one of the available conditions.

Auto-apply labels to content with specific types of sensitive information Step 5: Select U.K. Unique Taxpayer Reference Number sensitive info type in the U.K Personally Identifiable
Information (PII) Data template.

When you create auto-apply retention label policies for sensitive information, you see the same list of policy templates as when you create a Microsoft Purview Data Loss Prevention (DLP)
policy. Each template is preconfigured to look for specific types of sensitive information. In the following example, the sensitive info types are from the Privacy category, and U.S Personally
Identifiable Information (PIl) Data template:



Define content that contains sensitive info

Choose a category of industry regulations to see the classification groups you can use to classify that information or create a
custom group.

M lm )

Defauit Any of these

Sensitive info types

US. / UK Passport Number Medwum confidence Instance count

US. Indnidual Taxpayer Identification Nung®ih ("NY Medium confidence ~ | G Instance count

U.S. Secial Secunty Number {55@ e, High confidence .o b e

Create group

Step 6: For the Assign admin units page, keep the default of Full directory. Currently, admin units aren't supported for this policy.
Step 7: For the Choose the type of retention policy to create page, select Adaptive or Static.

[Select Static]

Step 8: If you chose Static: On the Choose locations page, toggle on or off any of the locations.

Select:

Exchange email

SharePoint sites

OneDrive accounts

Microsoft 365 groups



Status Location Applicable Content Included Excluded

1 2 Exchange Items in user, shared, and resource mailboxes: emails, All mailboxes None
mailboxes calendar items with an end date, notes, tasks with an end Edit Edit

date. and Public folders. Doesn't apply to items in Microsoft

365 Group mailboxes. More details

SharePoint Files in classic sites or communication sitesar t€am sites All sites None
glassic and ghat aren’t connected to a Micfospf®365 group,. 3nd files in  Edit Edit
gomatunication! &l document libraries (ingltding defatilt'ones like Site

sites Assets), More detalls

OneDrive Allfites in users’ OneDnive accounts, More details All user accounts None
accounts Edit Edit

Microsoft 365 Items in the Microsoft 365 Group mailbox, and files in the All microsoft 365 None
Group mailboxesf corresponding group-connected SharePoint team site. groups Edit
& sites Doesn't apply to files in SharePoint classic or Edit

communication sites or SharePoint team sites that aren't

________ al b Bl acmaxdE L Manciaa bloacda dabk=il=

Step 9: Follow the prompts to select a retention label, whether to run the policy in simulation mode or turn it on (if applicable for your chosen condition), and then review and submit your
configuration choices.

Reference:

https://learn.microsoft.com/en-us/purview/apply-retention-labels-automatically

https://learn.microsoft.com/en-us/purview/retention-settings#locations

NEW QUESTION: 64

You need to meet the technical requirements for the creation of the sensitivity labels.
To which user or users must you assign the Sensitivity Label Administrator role?

A. Admin1 only

B. Admin1 and Admin4 only

C. Admin1 and Admin5 only

D. Admin1, Admin2, and Admin3 only

E. Admin1, Admin2, Admin4, and Admin5 only

Answer: D (LEAVE A REPLY)

To meet the requirement that all administrative users must be able to create Microsoft 365 sensitivity labels, we need to assign the Sensitivity Label Administrator role to the correct users.
Sensitivity Label Administrator Role Responsibilities

This role allows users to:

*Create and manage sensitivity labels in Microsoft Purview.

*Publish and configure auto-labeling policies.

*Modify label encryption and content marking settings.

Review of Admin Roles from the Table:
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Admin Role Assigned ~ ~(an Create Sensitivity Labels?

Adminl  Global Reader 0 No, read-only permissions.

Admin2  Compliance Data 0 Yes, can manage compliance data, including
Administrator labels.

Admin3  Compliance [ Yesghas fulf cOmpliance management, including
Administrator labels.

Admind  Security Opérator O No, this role is focused on security alerts and

response.
Admin5  Security Administrator O No, primarily focused on security policies and

threat management.
Users that must be assigned the Sensitivity Label Administrator role:
*Admin2 (Compliance Data Administrator)
*Admin3 (Compliance Administrator)
*Admin1 (Global Reader) (should be assigned this role to fulfill the requirement that all admins can create labels).

NEW QUESTION: 65

Drag and Drop Question

You have a Microsoft 365 E5 subscription that has data loss prevention (DLP) implemented.

You need to create a custom sensitive info type. The solution must meet the following requirements:
- Match product serial numbers that contain a 10-character alphanumeric string.

- Ensure that the abbreviation of SN appears within six characters of

each product serial number.

- Exclude a test serial number of 1111111111 from a match.

Which pattern settings should you configure for each requirement? To answer, drag the appropriate settings to the correct requirements. Each setting may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.



Settings Answer Area N~ Setting
I.i ':'l I. j ‘- ] l llk} Fa' :';" I |l W
Additional checks Match product serial Alifmbers that coptaina 10-character
alphanumeric string:
Character proximity Ensure that the abbreviation of SN appears within six
characters'of.each product serial number:
Confidence level
Exclude a test serial. number of 1111111111 from a match:
Primary element
Supporting elements
Answer:
Settings Answer Area . Setting

Match product $erial nUmbets that contain a 10-character Primary element
alphanumefig string:

Ensure that the abbreviatiofrdiSN.appears within siX | Character proximity
charadtefSoTBach product serial number:

Confidence level

Exclude ateShserial®number of 1111111111 from a match: | Additional checks

Supporting elements

Explanation:

Microsoft custom sensitive info types use pattern settings to refine detection accuracy for data loss prevention (DLP) policies.

The Primary element defines the main pattern that must be detected. Since we need to match a

10-character alphanumeric string, this should be defined in the primary element.

Character proximity determines how close a supporting keyword (e.g., "SN") must be to the detected data. Since "SN" must be within six characters of the product serial number, this
setting ensures a valid match.

Additional checks allow for exceptions and exclusions in the detection logic. This ensures that

1111111111 (a test serial number) is excluded from triggering a match.

NEW QUESTION: 66
You have a Microsoft 365 E5 tenant that contains a user named User1. User1 is assigned the Compliance Administrator role. User1 cannot view the regular expression in the IP Address

sensitive info type. You need to ensure that User! can view the regular expression. What should you do?
A. Assign User1 the Global Reader role.



B. Assign Used to the Reviewer role group

C. Instruct User1 to use the Test function on the sensitive info type.

D. Create a copy of the IP Address sensitive info type and instruct User1 to edit the copy.
Answer: (SHOW ANSWER)

NEW QUESTION: 67
You have a Microsoft 365 E5 tenant.
You have sensitivity labels as shown in the Sensitivity Labels exhibit. (Click the Sensitivity Labels tab.)

=+ Cregte & iabel 0 Publish labels :_.. Rasfraahy
iﬂfr . NM"\:"F'" 0 Cudex Scope
IVIICTOSOTTL
FPublic 0 - iowest File Ermna
Genctal 1 Eie Bra
Confidential
Imterrual
Extermal - gheit File Ers

The Confidential/External sensitivity label is configured to encrypt files and emails when applied to content.
The sensitivity labels ate published as shown in the Published exhibit. (Click the Published tab.)

Sensitivity Policy1

Edit policy [i] Delete policy

Mame

Sensitivity Policy1
Description

Publiched labels
Public

General

Confidential
Confidential /Internal
Confidential/External

Published to
All

Policy settings

Users must provide justification to remove a label or lower its classification

N y o
*JIIICS“JCDO&L

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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- q
P Y . . o B
Foys o)

BEA™ B9 )W R
Statéménts

o

The Internal sensitivity label inherits all the settings from the Confidential label

Users must provide justification if they change the label of content from
Confidential/Internal to CopfidentalfExternal,

Content that has the Coffidential/External label applied will retain the encryption settings
if the sensitivity label is removed from the label pohcy

Answer:

Staterments

Tha Imternal sensitivity Labed inhents all the ettingiiram the Confidential labsel

Lisfrs Mgt provide justification if they chipoithe 1abel of Content fromy

Conhdential/internal to Conficental/Extepndt

Content that has the Confidential Extemal lape! appliSEREREE 1 n }.nq enCIyY PN f.-:':"r'q;.i
7+ B P - Sl thee Enbel reshicd ! [ - g = =
Explanation:
Answer Area
Staternents Yes Mo
The Intermal sensitivity label inherits all the settings frdm the Confidential label »
Users must provide justification if they C]l:"ll"lge theabel of content from L
Confidential/Internal to Confidential/Exterpalks
! ~ -
Content that has the ConfidentalfExtarg/ b?‘iaﬁ: jieglual, rptaip-thé-dhcryption settings @
if the sensitivity label is rrr"lnvmﬂt = labblipbiard O L
==

Step 1 - Review what's configured

Labels: Public, General, Confidential, Internal, External.

Also shown in policy: Confidential/Internal and Confidential/External.

Policy setting: Users must provide justification to remove a label or lower its classification.

Confidential/External # encrypts content when applied.

Step 2 - Analyze each statement

Statement 1: The Internal sensitivity label inherits all the settings from the Confidential label.

Sub-labels (e.g., Confidential/Internal, Confidential/External) do not inherit settings from the parent.

They are independent labels grouped under a parent for organization, but each sub-label must have its own protection settings defined.

Statement 2: Users must provide justification if they change the label of content from Confidential/Internal to Confidential/External.

The policy requires justification only when removing a label or downgrading classification (lowering).

Changing between two sub-labels of the same parent (Confidential/Internal # Confidential/External) is considered a lateral move (not a downgrade).
Statement 3: Content that has the Confidential/External label applied will retain the encryption settings if the sensitivity label is removed from the label policy.
If a label is removed from a published policy, content already labeled retains its protection settings (such as encryption).

The label metadata stays applied to the file/email, even if unpublished.

Reference: What happens when you delete or edit a sensitivity label

NEW QUESTION: 68



You create a retention label that has a retention period of seven years.

You need to ensure that documents containing a credit card number are retained for seven years. Other documents must not be retained.
What should you create?

A. a retention policy that retains files automatically

B. a retention policy that deletes files automatically

C. a retention label policy of type auto-apply

D. a retention label policy of type publish

Answer: C (LEAVE A REPLY)

NEW QUESTION: 69
You have a Microsoft 365 ES subscription that contains the data loss prevention (DLP) policies shown in the following table.

Name Applied to
DLP1 Microsoft Exchange Online email
DLP2 | Microsoft SharePoint Online sites
DLP3 | Microsoft Teams chat and channel messages

You have a custom employee information form named Template1 .docx.

You plan to create a sensitive info type named Sensitive! that will use the document fingerprint from Template1.docx.

What should you use to create Sensitive1, and in which DLP policies can you use Sensitive1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create Sensitive? by using: The Microsoft Pupview portal =
| Security & Compliance PowerShell
The Excivange admin center

i e SharePoint admin center
Use Sepsitwe® in: | DLPY1, DLP2, and DLP3 b
| DLP1 only

DLPZ only
| DLPT and DLP2 only

DLP1, DLP2, and DLP3

Answer:

Create Sensitive] by using: ~ The Micrgdaf®urview portal _ |

| Secur i Compliance FowerShell

Lise Sensitieg®an:  DLP1, DLP2. and DLP3 -
: DLP1 only ]
DLP2 only

DLP1 and DLP2 only |
DLP1, DLPZ, and DLP3

Migrosoft-

Explanation:
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Step 1 - Requirement
You want to create a custom sensitive info type named Sensitive1.

This SIT will be created from a document fingerprint of Template1.docx.

You then want to use Sensitive1 in DLP policies.

Step 2 - Where do you create custom Sensitive Info Types?

Custom SITs (including document fingerprinting) can only be created in the Microsoft Purview compliance portal.
They cannot be created in the Exchange admin center, SharePoint admin center, or directly in PowerShell.
Answer for creation: The Microsoft Purview portal

Reference: Create a custom sensitive information type with document fingerprinting Step 3 - Where can custom Sensitive Info Types be used?
Once created, custom SITs are tenant-wide and can be used across all workloads that support DLP:

Exchange email

SharePoint Online sites

OneDrive

Teams chat and channel messages

In the table, the DLP policies are:

DLP1 # Exchange Online email

DLP2 # SharePoint Online sites

DLP3 # Teams chat and channel messages

Since Sensitive1 is a custom SIT, it can be used in all three policies.

Answer for usage: DLP1, DLP2, and DLP3

NEW QUESTION: 70

You have a Microsoft 365 E5 subscription.

You need to ensure that encrypted email messages sent to an external recipient can be revoked or will expire within seven days.

What should you configure first?

A. a custom branding template

B. a mail flow rule

C. a sensitivity label

D. a Conditional Access policy

Answer: A (LEAVE A REPLY)

To ensure that encrypted email messages sent to external recipients can be revoked or expire within seven days, you need to configure a sensitivity label with encryption settings in

Microsoft Purview Information Protection. A sensitivity label allows you to encrypt emails and documents, set expiration policies (e.g., emails expire after 7 days), and enable email
revocation How to configure it?

# Go to Microsoft Purview compliance portal # Information Protection

# Create a sensitivity label

# Enable encryption and configure the content expiration policy

# Publish the label to users
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NEW QUESTION: 71

You have a Microsoft 365 subscription.

You plan to retain the following audit log record types and activities for the next three years:

- Copilotinteraction: All activities selected (1/1)

- Interacted with Copilot

- ComplianceDLPEndpoint: All activities selected (2/2)

- Matched DLP rule

- Removed DLP rule from document

- AzureActiveDirectory: 2 of 25 activities selected (2/25)

- Reset user password

- Changed user password

What is the minimum number of audit retention policies you should create to retain only the selected record types and activities?
A. 1

B. 2

C.3

D.5

Answer: A (LEAVE A REPLY)

You only need one Microsoft 365 audit retention policy to cover Copilotinteraction, ComplianceDLPEndpoint, and AzureActiveDirectory for three years, as a single policy can be configured
with a three-year duration to apply to all specified record types. However, this requires having a Microsoft 365 Enterprise ES subscription and a 10-Year Audit Log Retention add-on license
to meet the three-year retention requirement.

Reference:

https://learn.microsoft.com/en-us/purview/audit-log-retention-policies

NEW QUESTION: 72
You have a Microsoft 365 E5 subscription.
Microsoft Purview Compliance Manager has the improvement actions shown in the following table.

Name Improvement action Implementation status
Action1 | Enable’ Consistent MIME Handling’ Not implemented
Action2 | Configure external sharing links to expire | Implemented
Action3 | Update antivirus definitiops Alternative implementation
Action4 | Enable self-service password reset Planned

Automatic testing is disabled for all improvement actions.

For which improvement actions can you update the Test status?
A. Action1 only

B. Action2 only

C. Action2 and Action3 only

D. Action1 and Action4 only

E. Action1, Action2, Action3 and Action4

Answer: C (LEAVE A REPLY)
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When "Automatic Testing" is disabled for all improvement actions, you can update the Test status for actions that are either implemented or have an alternative implementation.
* Action2 (Configure external sharing links to expire) - Implemented
* Action3 (Update antivirus definitions) - Alternative implementation

NEW QUESTION: 73

You have a Microsoft 365 E5 subscription. Microsoft Priva Privacy Risk Management licenses are assigned to all users.

You need to review and delete all the personal data that relates to a former employee. The solution must minimize administrative effort.
What should you do first?

A. Create a retention policy.

B. From Data matching, add a personal data schema for the data profile.

C. Purchase a Microsoft Priva Subject Rights Requests license.

D. Create an eDiscovery (Standard) case.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 74

Hotspot Question

You create a retention label policy named Contoso Policy that contains the following labels:

10 years then delete

5 years then delete

Do not retain

Contoso_Policy is applied to content in Microsoft SharePoint Online sites.

After a couple of days, you discover the following messages on the Properties page of the label policy:
- Status: Off (Error)

- It's taking longer than expected to deploy the policy

You need to reinitiate the policy.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

¥W_ -id corntésa ‘Policy v
Set-RetentionCompliancePolicy - -ForceFullSync
Set-RetentionPolicy o -FullCrawl

Start-EdgeSynchronization.ys % -RetryDistribution
Start-RetentionAutoTaglearning -Train

Answer:
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Answer Area

| W -id cohtéso Policy v
Set-RetentionCompliancePolicy -ForceFullSync
Set-RetentionPolicy -FullCrawl
Start-EdgeSynchronization : MNMirroe s Distribution
Start-RetentionAutoTagl earning’, IVIILE VoY an

Explanation:
https://docs.microsoft.com/en-us/powershell/module/exchange/set-retentioncompliancepolicy

NEW QUESTION: 75

Hotspot Question
You have a Microsoft 365 sensitivity label that is published to all the users in your Microsoft Entra tenant as shown in the following exhibit.

IVIICTOSOTL
Label name Edit
Rebranding
Tooltip Edit

Used for all documents containing information about the
rebranding effort

Descnption it
Enayption t O M Edit
Advanced prﬂtgctﬂl‘lfﬂl‘fbnt!ﬁt With this label

Content mariang Edit

Watermark: INTERNAL

Endpoint data loss prevention Edit

Auto labeling Edit

For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Answer Area

Statements Yes No

All the documents stored on each user's computer will includ®a watermark automatically. O

If the sensitivity label is applied toadecurment, the document will have a header that Q ®
contains the word "INTERNAL™
The sensitivity label can be applied oniy'to duc?‘mﬁﬁ\tﬁlﬁ#l@t@?ﬁ ﬁwErd rebranding. O
Answer:
R A° C q
Answer Ar‘ea 4"5 ?:' 1B I':.'T"-* ":-; - I-".:-':\“ r'.:';"" .";-":'-':'{, S g
IVIICTOSOI1 L
Statements Yes No
All the documents stored on each user's computer will includesa watermark automatically. O O
If the sensitivity label is applied to a document, the document will have a header that O O
contains the word "INTERNAL".
The sensitivity label can be applied only to documents that contain the word rebranding. O O

Explanation:

Statement 1 - No. The sensitivity label includes content marking (watermark: INTERNAL), but it only applies to documents where the label is manually or automatically applied, not to all
documents by default.

Statement 2 - No. The sensitivity label only specifies a watermark, not a header. If a header marking was configured, it would explicitly appear in the label settings.

Statement 3 - No. There is no indication that auto-labeling is configured to apply the label only to documents with the word "rebranding". Auto-labeling is an optional setting that needs
explicit configuration.

NEW QUESTION: 76

You have a Microsoft 365 E5 subscription.

You need to ensure that encrypted email messages sent to an external recipient can be revoked or will expire within seven days.
What should you configure first?

A. a sensitivity label

B. a custom branding template

C. a Conditional Access policy

D. a mail flow rule



Answer: B (LEAVE A REPLY)
To ensure that encrypted email messages sent to external recipients can be revoked or expire within seven days, you need to configure a sensitivity label with encryption settings in
Microsoft Purview Information Protection. A sensitivity label allows you to encrypt emails and documents, set expiration policies (e.g., emails expire after 7 days), and enable email

revocation How to configure it?

# Go to Microsoft Purview compliance portal # Information Protection
# Create a sensitivity label

# Enable encryption and configure the content expiration policy

# Publish the label to users

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
SC-401 exam questions have been updated and answers have been corrected get the newest BraindumpsPass.com SC-401 dumps with Test Engine here:

https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html (299 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 77
You have Microsoft 365 E5 tenant that has a domain name of 86s40q.ofimicrosoft.com. The tenant contains the users shown in the following table.

| Name

ser type

You have a published sensitivity label.
The Access control settings for the sensitivity label are configured as shown in the exhibit (Click the Exhibit tab.)
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Access control

Use encryption capabilities to control who can access labeled items. Depending on the
scope you specified, items can include emails, Office, Fabric and Power Bl files, and meeting
invites. Learn more about access control settings

() Remove scceis control wettings if already apphed to items
@ Configure access control settings

(© Tum on co-authoring for Office deskiop apps 5o multiple users can simultaneously edt labeled documents that

“b ' |__Go 10 co-authoring setting |
ASSIgN PAMMISSIONS now of let users decide’
ASSIQN DErMISSIONs Now
The settings you choose will be automatically enforced when the label is a and Office files.
User access to content expites (o) Py
Never ]

Atow oftine sccess. © AG =1=Microsoft

_—— '

Assign
2 items
Users and groups Permiasions Edit Dwlete
LegaiTeam ©B86140q ormcrosoft com Co-Author 2 -]
USSake @ B64E0q ormucrtnof com [P Fd W

[:] Use dynamis watermariong @

I:'U!.t Double Key Encryption G)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Angswer Area OV

Suun-rb * Yes Ne
Cinly users ol your company Can view an wé& s the sensitivity label applied

The owner of an emall can assign n@n-. when applying the sensitivity label

)
USSales@Bbsd0q ur1-=;- i r]ﬂ1r.;9r5@;ﬁt'.hu servitivity labed apphed

Answer:

L
Only usess al youT CoOMmpany Can view an irﬂE was the sensitivity label applied

The owner of an email can assign n@m when applying the sensitivity label

USSales@86s40q uuﬂ'u{.:m@ can print an email that has the sensitivit

i
Explanation:
Answer Area
Statements Yes Mo
Only users ot your company can view an email M.ML the sensitivity label applied L]
The cowner of an email can assign. Mermestions when applying the sensitivity label = "

USSales@85:40g onmierosoft.com can print an =u MitrUg Gft o i

NEW QUESTION: 78
You have a Microsoft 36S ES subscription that contains two Windows devices named Devicel1and Device2 Device1 has the default browser set to Microsoft Edge. Devke2 has the default

browser set to Google Chrome.

You need to ensure that Microsoft Purview insider risk management can collect signals when a user copies files to a USB device by using their default browser.
What should you deploy to each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Ared
Devicet = -
The Microsoft Defender Bgbwset Protection extension
The Microsoft PuiView.axtension
The Micrasolt Purview h[mmmion;ient
k@2 @ Microsoft

The Microsoft Defender Browser Protection extension
The Microsoft Purview extension
The Microsoft Purview Information Protection client



Answer:

e == A =Microsoft .

hm Protection extension

The Microsoft Puliéw extension

The Microsoft Punview Information Protection chent

Explanation:

Devicel: The @1 Purview iInformation Protection client

ﬂw-c& chra-soﬁ Purnview extension

NEW QUESTION: 79

You have a Microsoft 365 subscription.

You plan to deploy an audit log retention policy.

You need to perform a search to validate whether the policy will be applied to the intended entries.

Which two fields should you configure for the search? To answer, select the appropriate fields in the answer area.
NOTE: Each correct selection is worth one point.



== E®Microsof
i
Search I 2 Laarn sbout audit
Searches completed | Active searches I Artve unfiltersd searches
o 0 0
Date and time rangs (UTC) * Activities - fnendly names Users
Sart | pug M) l |_CIHI:I " Choose which 3ctiitise to search . Add the users whose audt logs you ..
Activities - operation names () File, folder. or site ()
Erd | Aug Eﬂ] | 000 vf Enler'@petation values, separated by .. Enter all or & part of the name of a il
Keyword Search 'Iﬁ.wdtypu Workloads
Enter the keyword (o search for Select the recond lypes to sesch 1. Enter the workloads (o search for
Admin Units Search nama
Give the saarch a name
Answer:

= ISVIPET Mg

B Microsoft

B Learn about audit

Add the users whose audit logs you —,

File. folder, or site (0)

Enter all or & part of the name of a fil..

Searches completed I Actroe SERTCTES I Artve umfitered searches
: " " G
Jate and time range (UTC) * Activities - frsndhy .
et | png M !mnu v Choose wh search ..

i E names ()
nd | Aug B3 |EI'.5:|.'I:I o et ation values, sepsrsted by ..
leyword Search Record types

Ldmin Units

Search name

I oive the sasich & name I

Workloads

pnter the workicads 10 search (or




Answer Area

Sea I'c h D Learn about audit

Searches completed Active searches Active unfiltered searches

0 0 0

Date and time range (UTC) * Activities - friendly names Users

Start | Aug 00:00 Choose whigh affitigs.to Searlhy. Add the users whose audit logs you ...

1 Activities - operation names (1) File, folder, or site ()

End Aug [ )0 v Enter operation values, separated by ... Enter all or a part of the name of a fil...

Keyword Search Record types Workloads

Enter the keyword to search for Select the record types to search f... - Enter the workloads to search for

Admin Units | ] IVI +Search name

= [

NEW QUESTION: 80

You have a Microsoft 365 E5 tenant that contains a user named User1. User1 is assigned the Compliance Administrator role. User1 cannot view the regular expression in the IP Address
sensitive info type. You need to ensure that User! can view the regular expression. What should you do?

A. Assign Used to the Reviewer role group

B. Create a copy of the IP Address sensitive info type and instruct User1 to edit the copy.

C. Instruct User1 to use the Test function on the sensitive info type.

D. Assign User1 the Global Reader role.

Answer: (SHOW ANSWER)

Step 1 - Problem statement

User1 has the Compliance Administrator role but cannot view the regular expression in the built-in IP Address sensitive info type.

This is expected because:

Microsoft provides a large set of built-in sensitive info types (SITs).

For these built-in SITs, the underlying regular expressions, keywords, or detection logic are not exposed to administrators for security reasons.
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As a result, even with Compliance Administrator privileges, User1 cannot directly see or modify the regex in the built-in IP Address SIT.
Step 2 - Microsoft solution

To view or modify the regex:

You must create a copy of the built-in SIT.

Once copied, the new custom SIT allows you to edit and view the regex and supporting elements.

This is the only supported way to customize or examine the detection logic.

# Reference: Create a custom sensitive information type

"You can't directly modify the definitions of built-in sensitive information types, but you can create a copy of an existing SIT and then edit it." Step 3 - Why not the other options?
A). Reviewer role group # Reviewers are for records management/discovery, not SIT regex visibility.

C). Test function # Allows you to test SIT detection but does not reveal the regex.

D). Global Reader role # Read-only access, does not expose regex definitions either.

NEW QUESTION: 81

You have a Microsoft J65 E5 subscription. You plan to implement retention policies for Microsoft Teams.
Which item types can be retained?

A. embedded images

B. voice memos from the Teams mobile client

C. code snippets

Answer: (SHOW ANSWER)

NEW QUESTION: 82

You have a Microsoft 365 E5 tenant that contains a sensitivity label named label1.

You plan to enable co-authoring for encrypted files.

You need to ensure that files that have label1 applied support co-authoring.

Which two settings should you modify? To answer, select the settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
Access control

Use encryption capabilities to control who can access labeled items. Depending on the
scope you specified, items can include emails, Office, Fabric and Power Bl files, and meeting
invites. Learn more about access control settings

N
{ ) Remove access control settings if already applied to items E

@ Configure access contrel settings |

CD Tum on co-authoring for Office desictiop apps so multiple users can simultanecusly edit labeled documents that
have access control settings applied. Leam more abous this setting

| Go to co-authoring setting ]

Assign permissions now or lel users decide?

Assign permissions now l ‘

The seltings you choose will be automatically enforced when the label is applied to email and Office files.

User access to content expires ()

e —

l A number of days after label is appliad

=T
- —

Access expires this many days after the label is ippﬁlgﬁ = N

T —
Thr :

1
———

| 50

e

.
e

m;nmm:ndﬂr:mandgmm' @

I ASSIGN Permissions

0 items

Users and groups Permissions Edit Delele

Mo deta available
B Use dynamic watermarking &)

.ﬁg Customize text (cptional)

‘ .Use Double Key Eﬂ:rypti-un_@

[ecsccomomocn SBS Ticrosoft ]




Answer:



Answer Area

Access control =E Microsoft

Use encryption capabilities to control who can access labeled items. Depending on the
scope you specified, items can include emails, Office, Fabric and Power Bl files, and meeting
invites. Learn more about access control settings

1) Remave accese control sattings if already applied 1o items E

@ Configure access contrcl settings i

@ Tum on co-authonng for Office deskiop apps sc multiple users can simultanecusly edit labeled documents that
have access control settings applied. Leam more sbout this setting

Go to co-authoring setting

Assign permissions now or lel users deade?

Assign permissions now ] ‘

The settings you choose will be automatically enforced when the label is applied to email and Office files.

User access to content expires (O

A number of days after label is applied

Access expires this many days after the label is applied

Assign permissions to specific users and groups * ©

P S =y

Asilgn permussions

Q0 items

Users and groups Permissions Edit Delete

No data available



. Use dynamic watermarking @

5’5’ Customize text (cptional)

| - Use Double Key Encryption @

|| https://sts.contoso.com ‘ ‘

Explanation:
Answer Area

Access control

Use encryption capabilities to control who can access labeled items. Depending on the

scope you specified, items can include emails, Office, Fabric and Power Bl files, and meeting
invites. Learn more about access control settings

(O Remove access control settings if already applied to items

@ Configure access control settings

G) Turn on co-authoning for Office desktop apps so multiple users can simultaneously edit |;
have access control settings applied. Learn more about this setting g

ga.;bi'ﬁgq¥'§i1thoring setting
% =

Assign permissions now or let users decide?

Assign permissions now

The settings you choose will be automatically enforced \ﬁmntﬁehbel is applied to email and Office files.

User access to content expires @

A number of days after label is applied




Access expires this many days after the label is applied

"90

Allow offline access @

[ Always

Assign permissions to specific users and groups * ®

0 items

Users and groups Permissions Edit Delete

BN\ ticrosoft

g e e, W A

NEW QUESTION: 83
You have a Microsoft 365 subscription.
You are evaluating whether to use the Microsoft Purview auditing solutions shown in the following table.

Name DﬂﬂWichSDﬂ
Solution1 | Control auditing by using audit log retention policies.
Solution2 | Export audit records to a CSV file.

Solution3 | Retain audit logs for one year.

You plan to implement Microsoft Purview Audit (Standard).
Which solutions can you use?

A. Solution1, Solution2, and Solution3

B. Solution1 and Solution2 only

C. Solution3 only

D. Solution2 and Solution3 only

E. Solution2 only

Answer: E (LEAVE A REPLY)



https://www.exam-tests.com/SC-401-exam/Microsoft.SC-401.v2026-07-25.q124.html

NEW QUESTION: 84
You have a Microsoft 365 E5 tenant.
You have sensitivity labels as shown in the Sensitivity Labels exhibit. (Click the Sensitivity Labels tab.)

-+ Creste aisbel O Publish isbels () Refresh
Milfosoft ™ ™
Public 0 - Iwesl File Ermal
General 1 hicErmal
Confidemntlal 2 File Ernal
Il t 3 File, Ermal
Extermal 4 - highest Fils Ermsl

The Confidential/External sensitivity label is confiqured to encrvpt file ils when applied to content.

itivi : >ublished tab.
Sensitivity Policy1 ublished tab.)

Edit policy il Delete policy

Mame

Sensitnaty Policy1
Description

Published labels
Public

General

Confidential
Confidential /Internal
Confidential/External

Published to
All

Policy settings

Users must provide justification to remove a label o lower its classification

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



= Microsoft

The Internal sensitivity labei inherits all the settings from the' Confidential label.

Users must provide justification if they change the label of content from
Confidential/Internal to ConfidentialVExternal.

Content that has the Cohfidential/External label applied will retain the encryption settings
if the sensitivity label is removed from the label policy

Tha Internal sensitivity Labe inherits all the wltlmﬁ;‘.ﬁ;ﬂﬁ the Confidential label,

Ligers must provide justification if they chmme izl of comtent from
Confdential/internal to E-:r-rlc.emuaubtemjl"

Content that has the Cm'.'rdem‘:ai,.ltietml lapel app! SRl
if the sensitivity lbel is rcmvrpﬂf%ri the label policias =
L | L

Explanation:
Answer Area F"'“ﬁ’ v
r I-"i"_-\.l

Statements . Yes  No

The Intamal sensitivity label inherits all the settings frci!qﬁfﬁnfidemiai label 8} -
-~
Users must provide justification If they chang&ghéidbel of content from 4 -
Confidential/Internal to Confidential/Extergal® ™
.

Content that has the Confident 8 wﬁrgﬁffﬂwmn settings ®  C
if the sensitivity label is remo :

NEW QUESTION: 85

Hotspot Question

You have a Microsoft 365 subscription.

You plan to deploy an audit log retention policy.

You need to perform a search to validate whether the policy will be applied to the intended entries.

Which two fields should you configure for the search? To answer, select the appropriate fields in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Search

Searches completed Active searches
0 0

Date_?nd time range (UTC) *

Start | Aug EI] 00:00

- [Aug EI]
Keyword Search

m~ Microsoft

Active unfiltered searches
0

Activities - friendly names

Choose which

names ()

nter operation values, separated by ...

Record types

Enter the keyword to search for

Select the record types to search f...

Admin Units

Answer:

Search name

Give the search a name

l Add the users whose audit logs you ... I

File, folder, or site (D

l Enter all or a part of the name of a fil... I

Workloads

Enter the workloads to search for




Answer Area

Sea rc h D Learn about audit

Searches completed Active searches Active unfiitered searches

0 0 0
Date and time range (UTC) * Activities - friendly names&. Users
Start Aug E 00:00 b Choose which actyties®e ¥arch | Add the users whose audit logs you

Activitigs - apétation names () File, folder, or site (O
End | Aug [ J 00:00 e FRler®pEration values, separated by .. Em_.:., E';hk".#_.“:l-{’fﬁ.[iiff’?ﬂﬁfﬁﬁ@ maTT
Keyword Search Record types Workloads
[ Enter the keyword to search for Select the record types to search f... Enter the workloads to search for
Admin Units Search name
Give the search a name

Explanation:

To validate whether an audit log retention policy will apply to the intended entries, you should configure the following fields:

- Date and time range (UTC) ensures that you are searching for audit logs within the time period when the policy should be applied. Audit logs are time-sensitive, and policies affect logs
based on their timestamp.

- Record types allows you to filter and search for specific audit log categories (e.g., Exchange, SharePoint, Teams, etc.) that are affected by the retention policy. Selecting the correct
record type ensures that the policy is evaluated against the relevant data.

NEW QUESTION: 86

Hotspot Question

You have a Microsoft 365 E5 tenant that contains a published sensitivity label named Sensitivity1.
You plan to create a Microsoft Entra group named Group1 and assign Sensitivity1 to Group1.
How should you configure Group1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Setting: -
ClassificationDescriptions

ClassificationList

a—

:- Microsoft DefaultClassification

EnableMIPLabels

Types, | ok
Distribution

Mail-enabled security
Microsoft 365

Security

Answer:

VIicrosoftt

ClassificationDescriptions
ClassificationList.
Defaul I@i’ﬁcatiun

EnableIPLabels
s

Distribution
Mail-enabled secunty
Microsoft 365
Security

Explanation:
Box 1: EnableMIPLabels

Enable sensitivity label support in PowerShell
To apply published labels to groups, you must first enable the feature. These steps enable the feature in Microsoft Entra ID. The Microsoft Graph PowerShell SDK comes in two modules,
Microsoft.Graph and Microsoft.Graph.Beta.



Box 2: Microsoft 365

Assign sensitivity labels to Microsoft 365 groups in Microsoft Entra ID Microsoft Entra ID supports applying sensitivity labels to Microsoft 365 groups when those labels are published in the
Microsoft Purview portal or the Microsoft Purview compliance portal and the labels are configured for groups and sites.

Sensitivity labels can be applied to groups across apps and services such as Outlook, Microsoft Teams, and SharePoint.

Reference:

https://learn.microsoft.com/en-us/entra/identity/users/groups-assign-sensitivity-labels

NEW QUESTION: 87

You have a Microsoft 36S ES subscription.

From the Microsoft Purview Data Security Posture Management for Al portal, you review the recommendations for Al data security You plan to create a one-click policy to block elevated
risk users from pasting or uploading sensitive data to Al websites How will the policy be configured? To answer, select the appropriate options in the answer area NOTE: Each correct

selection is worth one point.

Answer Area

Test it oupdirst
furn it ennght away

Keep it oft

Devices only

SharePoint sites only
Instances only

Dgvices and SharePoiil sl

Pl a8 it ! e i 5 P oFount 4t

Answer:

Answer Area

o will be o -.,,_.[___H___I
LTrvst it out first

Turn it on nght away

Keep it off

The pabCphill apply
Devices only
Sharefoint sitées only
instances only
Devices and SharePont sites

| Dewvices, Instances .!'1rl SharePoint sites |

Explanation:



Answer Area

NEW QUESTION: 88

SIMULATION

Username and password

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and select the username below.

To enter your password, place your cursor in the Enter password box and select the password below.

Microsoft 365 Username:

admin@WWLx121586.onmicrosoft.com

Microsoft 365 Password: XXXXXXXXX

If the Microsoft Edge browser or Microsoft 365 portal does not load successfully, select the Microsoft Edge browser icon from the task bar, type the URL "https://admin.microsoft.com”, and
press Enter.

The following information is for technical support purposes only:

Lab Instance: XXXXXXXXX

Task 5

You need to simulate applying the Confidential - Finance label to all the content in the Exchange emails, the SharePoint sites, and the OneDrive accounts that contain the Credit Card
Number sensitive info type.

Answer:

Simulation mode is supported for auto-labeling policies and woven into the workflow. You can't automatically label documents and emails until your policy has run at least one simulation.
Workflow for an auto-labeling policy:

1. Create and configure an auto-labeling policy.

2. Run the policy in simulation mode, which can take 12 hours to complete. The completed simulation triggers an email notification that's sent to the user configured to receive activity
alerts.

3. Review the results, and if necessary, refine your policy.

4. Repeat step 3 as needed.

5. Deploy in production.

Creating an auto-labeling policy

Step 1: Sign in to the Microsoft Purview portal > Solutions > Information Protection > Policies > Auto-labeling policies.

Step 2: Select + Create auto-labeling policy. This starts the New policy configuration:



Auto-labeling > New policy

Info to label

Choose info you want this label
applied to

Choose an industry regulation to see the policy templates you can use to classify

Locations that info or create a custom policy to start from scratch,

Mi{ ro S Oft | Search Show options for | All countries or regions Vi

42 results

Label i
2 Custom policy
2 e Custom policy
Policy mode Description
: Create a custom policy f
Medical kS S
il Kaalth scratch. You will choose the
Finish type of content to protect
p Privacy fitnd how you want to protect
It.

ﬂ Custom

Step 3: For the Choose a label to auto-apply page: Select + Choose a label, select a label from the Choose a sensitivity label pane, and then select Next.

Step 4: For the page Choose info you want this label applied to: Select one of the templates, such as Financial or Privacy [Select Confidential - Finance label]. You can refine your search
by using the search or dropdown box for countries or regions. Or, select Custom policy if the templates don't meet your requirements. Select Next.

Step 5: For the page Name your auto-labeling policy: Provide a unique name, and optionally a description to help identify the automatically applied label, locations, and conditions that
identify the content to label.

Step 6: For the page Assign admin units: [Keep default]

If you don't want to restrict the policy by using administrative units, or your organization hasn't configured administrative units, keep the default of Full directory.

Step 7: For the page Choose locations where you want to apply the label: Select and specify locations for Exchange, SharePoint, and OneDrive.



Choose locations where youwant to.apply the label

Exchange will automatically apply the label to unlabeled emails | '-d.f:rddle-ﬁs of which device or pl'étfc:rm is used to send and receive the email.
OneDrive and SharePoint will automatically apply the label to unlabeled Office documents and PDFs.

@ Tip Edit the "Auto-labeling” settings for this label to ensure that that it's automatically applied to documents when they're saved and#&mails when they're sent.

@ I your role group permissions are restricted to a specific set of users or groups, you'll only be able to apply thelabel to those View role
users or groups. Learn more about role group permissions. groups
Status Location Included Excluded

B Exchange Al None

Choose user or group Exclude user or
group

@ SharePoint sites All None
Choose sites Choose sites

& OneDrive accounts All None
Choose account or distribution group Exclude account or

agistnoution group

Step 8: For the Set up common or advanced rules page: Keep the default of Common rules to define rules that identify content to label across all your selected locations. If you need
different rules per location, including some rules that are only available for Exchange, or SharePoint sites and OneDrive accounts, select Advanced rules. Then select Next. [select
Advanced rules. Then select Next]

8a. To select a sensitive information type or trainable classifier as a condition, under Content contains, select Add, and then choose Sensitive info types or Trainable classifiers.

8b. Select the the Credit Card Number sensitive info type.

Step 9: Depending on your previous choices, you'll now have an opportunity to create new rules by using conditions and exceptions. [Skip] Step 10: If your policy includes the Exchange
location: Specify optional configurations [Skip] Step 11: For the Decide if you want to test out the policy now or later page: Select Run policy in simulation mode if you're ready to run the
auto-labeling policy now, in simulation mode.



II,-.- L)
ol ey e

Decide if you want to test out thé Bolity now or later

To help you determine whether the label will be applied to the correct items, youllneed to run the policy in
simulation mode before turning it on. You can do this right away or waituntil later.

'.\é" Run policy in simulation mode
We'll gather items that match the policy but labels woR't'be applied yet. It's highly recommended that you review these items
to decide whether the policy needs to be refined ofif it's ready to be turned on.

Automatically turn on policyif notimaedified after 7 days in simulation.
The 7-day period will restart each time the policy 1s modified while in simulation.

O Leave policy turned off
Your settings will be saved, but the policy will be inactive until you run it in simulation mode and then turn it on.

Step 12: For the Summary page: Review the configuration of your auto-labeling policy and make any changes that needed, and complete the configuration.
Reference:
https://learn.microsoft.com/en-us/purview/apply-sensitivity-label-automatically

NEW QUESTION: 89

You are creating a data loss prevention (DLP) policy that will apply to all available locations except Fabric and Power Bl workspaces.

You configure an advanced DLP rule in the policy.

Which type of condition can you use in the rule?

A. Sensitive info type

B. Content search query

C. Sensitive label

D. Keywords

Answer: A (LEAVE A REPLY)

When configuring an advanced DLP rule in Microsoft Purview Data Loss Prevention (DLP), you can use a Sensitive Information Type (SIT) condition to detect and classify specific types of
sensitive data, such as credit card numbers, Social Security numbers, or custom sensitive data patterns. This allows you to apply protection and trigger actions based on the identified
content.

NEW QUESTION: 90

Hotspot Question

You have a Microsoft 365 E5 subscription that contains four users named User1, User2, User3, and User4 and a file named File1.docx.
To File1, you apply a sensitivity label that has the permissions shown in the following exhibit.


https://www.exam-tests.com/SC-401-exam/Microsoft.SC-401.v2026-07-25.q124.html

Assign permissions to specific users and groups * )

Assign permissions

Users and groups Permissions Edit

User1@86s40q.onmicrosoft.com Co-Owner &

User2@86s40q.onmicrosoft.com Co-Author &

User3@86s40q.onmicrosoft.com Reviewer &
Userd @86s40q.onmicrosoft. com -#Vt&M E Cros @’f 't

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

AnswelEER 1. - -5 s of t

Microsoft 365 Copilot can summarize File1 v
for [answer choice]. User1 only

User1 and User2 only

User1, User2, and User3 only
User1, User2, User3 and User4
For [answer choicel, Microsoft 365 Copilot v '
can reference File1 by using a link. User1 only

User1 and User2 only
User1, User2, and User3 only
User1, User2, User3 and User4

Answer:



Answer Area

Microsoft 365 Copilot can summarze File1 v
User1 and User2 only

User1, User2, and User3 only
User1, User2, User3 and User4

For [answer choice], Microsoft 365 Copilot ¥
can reference File1 by using a link. User1 only
User1 and User2 only

User1, User2, and User3 only
User1, User2, User3d and User4

Explanation:

Box 1: User1 and User2 only

For File1:

User1 is Co-Owner. User1 - Yes

User2 is Co-Author. User2 - Yes.

User3 is Reviewer. User3 - No.

A user with "Reviewer" permissions on a document, folder, or site does not have extract permissions.

User4 is Viewer. User4 - No.

A user with "Vewer" permissions on a document, folder, or site does not have extract permissions.

Note: For Microsoft 365 Copilot to summarize data within a file, the user must have both the EXTRACT and VIEW usage rights on the sensitivity label applied to that file, according to
Microsoft Learn. This ensures that Copilot can access and process the file's content for summarization purposes. If a file is encrypted using Azure Rights Management without a sensitivity
label, the same permissions (EXTRACT and VIEW) are still required for Copilot to function.

Box 2: User1, User2, User3 and User4.

User1 is Co-Owner. User1 - Yes

User2 is Co-Author. User2 - Yes.

User3 is Reviewer. User3 - Yes.

In Microsoft 365, a Reviewer of a file can reference that file, and potentially other files, within their comments or suggestions. Reviewers can use @mentions to tag individuals, including the
file's author or other reviewers, to draw attention to specific points or sections within the document.

Additionally, Microsoft 365 Copilot allows reviewers to reference files, emails, and meetings when creating, reviewing, or finalizing documents.

User4 is Viewer. User4 - Yes.

In Microsoft 365, a user with Viewer permissions for a file can indeed reference that file in various ways, including using it as a source for Microsoft Copilot, or simply copying and pasting
the link to share with others.

Reference:

https://techcommunity.microsoft.com/blog/microsoft365insiderblog/expanding-reference-capabilities-with-microsoft-365-copilot-in-word/4406054

NEW QUESTION: 91
You have a Microsoft 36S ES subscription that contains the devices shown in the following table.



" Name H#
Devicel ﬁ@om 11
Device? ;ﬂﬁ'ndom 10
Deviced * | macOS

D

You plan to implement inside' risk management and capture forensic evidence Which devices support the collection of forensic evidence, and what should you do lo prepare each
supported device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Device 1 v I’

Devicel and Device2 only

Devicel, Deviced, and Devitel only
Device1, Device2, and Deviced only

= M |c rosoft Device1, Dévich Pevice3, snd Deviced

To prepare

install the Microsoft Purview chent only

Answer:

Device1 and Device? only
Devicel, Deviceld. and Deyiced only
Device1, Dhﬂﬂl.andﬂcw:el only

[l'hvicrt Deiced Device 3, and Deviced

Install the Microsoft Punaew client only

nboard the dewvic

Explanation:

=4 B LR

e .3:_ - iy
Device:  Devicel only o ﬁ'iﬁ g = -
Y - B

L B

Tul.r-'l:t-;l-ul,i ?E_ﬁ?'ﬁrécrd%ﬁv?fmh Purview and install the Microsolt Purview chent -

The question is about Insider Risk Management forensic evidence collection in Microsoft 365 E5 (Microsoft Purview).
# Step 1 - Which devices are supported?

According to Microsoft documentation, forensic evidence collection for insider risk investigations is supported only on:



Windows 10

Windows 11

It is not supported on:

macOS

Android

iOS

# Reference: Forensic evidence collection in Microsoft Purview Insider Risk Management

# So, only Device1 (Windows 11) and Device2 (Windows 10) qualify.

# Step 2 - What preparation is needed?

For forensic evidence to be collected, supported devices must:

Be onboarded to Microsoft Purview (via Microsoft Defender for Endpoint integration).

Have the Microsoft Purview client installed.

This enables capture of user actions such as file copies, USB transfers, printing, etc., to provide forensic evidence for insider risk alerts.
# Correct option: Onboard the devices to Microsoft Purview and install the Microsoft Purview client

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
SC-401 exam questions have been updated and answers have been corrected get the newest BraindumpsPass.com SC-401 dumps with Test Engine here:

https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html (299 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 92

You need to meet the technical requirements for the creation of the sensitivity labels.
To which user or users must you assign the Sensitivity Label Administrator role?

A. Admin1 only

B. Admin1 and Admin4 only

C. Admin1 and Admin5 only

D. Admin1, Admin2, and Admin3 only

E. Admin1, Admin2, Admin4, and Admin5 only

Answer: D (LEAVE A REPLY)

To meet the requirement that all administrative users must be able to create Microsoft 365 sensitivity labels, we need to assign the Sensitivity Label Administrator role to the correct users.
Sensitivity Label Administrator Role Responsibilities

This role allows users to:

# Create and manage sensitivity labels in Microsoft Purview.
# Publish and configure auto-labeling policies.

# Modify label encryption and content marking settings.
Review of Admin Roles from the Table:


https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html
https://www.exam-tests.com/SC-401-exam/Microsoft.SC-401.v2026-07-25.q124.html

Admin Role Assigned £an Create Sepsitivify Labels?

£

Adminl  Global Reader O No, read-only permissions.
min Compliance Data 0 Yes, can manage compliance data, including
Admin2 € D q o] dat luding
Administrator labels,
Admin3 Compliance 0 Yashasfull compliance management. including
Administrator lalels.
Admind Security Operaigf O No. this role is focused on security alerts and

response,
Admin>  Secunty Administrator U No, pnimarnly focused on security policies and
threat management.
Users that must be assigned the Sensitivity Label Administrator role:
# Admin2 (Compliance Data Administrator)
# Admin3 (Compliance Administrator)
# Admin1 (Global Reader) (should be assigned this role to fulfill the requirement that all admins can create labels).

NEW QUESTION: 93
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1 and the users shown in the following table.

Mame Member of

User] Members group of Sitel
Llserd Owners group of Site]
Admin | SharePoint Administrator role

You have a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.



< Actions

Use actions to protect content when the conditions are met.

. Restrict access or encrypt the content in Microsoft 365
locations

. Restrict access or encrypt the content in Micresoft 365 locations

(®) Biock users from recening email or accessing-shared SharePoint
CineDrive, and Teams files.
By default users are blocked from gending Teams chats and channel

[ V] iwmﬁwﬁt{anmm the typedficontent you're protecting. But you
ﬂ can choose who is block@dYigin receiving emails or accessing files
shared from Sharefoint OneDrive, and Teams.
(@) Blogk evaryane, (1)
O Block only people cutside your organization. 'F

Block only people who were given access to the content
through the "Anyane with the fink” option. (1)

You apply DLP1 to Site1.
User1 uploads a file named File1 to Site1. File1 does NOT match any of the DLP1 rules. User2 updates File1 to contain data that matches the DLP1 rules.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

oover i WM\ 1 05 Oft

Stat Yes No

User1 can access File1 on Site1. L/

User2 can access File1 on'Sit&1,

Adrmn1 can access File1 on Sitel,

Answer:
MITYWeET Aaled

Statements

Usert can access File1 on Site1,

esiS: -

BE\/i¢rosoft
cm C OSO:FI}
User2 :e%am;&ite'l. [ &1 o

Admin1 can access File1 on Sitel. |

Explanation:



MITSWET AIea

Statements Yes No
Usert can access Filed on Sitet ' L]
User2 can access File1 on Site - .
f
Microsortt
Admin1 can access File] on Site! .

NEW QUESTION: 94
You have a Microsoft 365 subscription.
You have a Microsoft SharePoint Online site named Site1. Site1 has a document library that contains the files shown in the following table.

Mame | Flletype Crearsdon |
File1 DOCH Dracember 1, 2023
Filel KL Februens § 1024
Fil=1 BNG Py 4, 4072

From the Microsoft Purview compliance portal, for Site1 you create a content search named Search1 that has the date in the YYYY-MM-DD format as shown in the following exhibit.

T Define your search conditions
|
il Cemanass

Crmateed

il byper

- Hicrmoﬁ .

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

‘m Microsott

St

Febe 0 11 e bpdeabn BN Search ¥ renafs

Faled v sechndad vn thie Sesoch) resaita

Answer:



Aram fom

-‘.:-l"\r‘"."l..'-l.';l Ll 2,
]
= o
Explanation:
A e Aowg

Statwinents Yeu M
Filed g origmalene i tHE Searchl resuit -
}E.1|-'E' 5 nluded m the Search resaits -
File? (Pl giesy ,':F-;_i' i.lp 17 __"-“f.,- g N s

NEW QUESTION: 95
You have a Microsoft 365 subscription that contains the devices shown in the following table.

From which devices can Microsoft Purview Insider Risk Management capture forensic evidence?
A. Device1 and Device2 only

B. Device only

C. Device2 and Device3 only

D. Device2 only

E. Device1, Device2 and Device3

Answer: (SHOW ANSWER)

NEW QUESTION: 96

You create a retention label policy named Contoso_Policy that contains the following labels:

* 10 years then delete

* 5 years then delete

* Do not retain

Contoso.Policy is applied to content in Microsoft SharePoint Online sites.

After a couple of days, you discover the following messages on the Properties page of the label policy:
* Status: Off (Error)

* It's taking longer than expected to deploy the policy

You need to reinitiate the policy.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area M Te A
| liIcrosott
Set-RetennonCompliancePolic 4@ Contoso Policy
Set-RetentionCompliancePolicy
| Set-RetentionPolicy EuliCrawd

| Start-EdgeSynchronization RetryDistribution

{ Start-RetentionAutoTagleaming Train

_-RetryDistribution | ¥
-FarceFullSync

Answer:

~ot-HetentionlL omplianceal ¥ Caretzo_Policy -RetryDistribution -
[N St -RetentionComphancePolicy [ Fl:rrc_n:"urIS,l'l"lE - .
Teel-RetentionPolicy ~EyiCrawl
| Start-EdgeSynchronization I T
|L ars RetentionAutoTaglearning “Train
ICTOS 0O
Explanation:
Answer Area
Set-RetentionCompliancePolicy ¥  -id Contoso_Policy -RetryDistribution | ™

Step 1 - Review scenario

You created a retention label policy Contoso_Policy.

Status shows Off (Error) with message: "It's taking longer than expected to deploy the policy." Requirement: Reinitiate the policy.
Step 2 - Correct PowerShell cmdlet

To manage retention label policies in Microsoft Purview (compliance), the cmdlet is:
Set-RetentionCompliancePolicy

Other cmdlets:

Set-RetentionPolicy # Legacy Exchange Online retention policies, not Purview label policies.
Start-EdgeSynchronization # Sync for Edge Transport servers, not retention.
Start-RetentionAutoTagLearning # Used for auto-tagging learning, not relevant here.

Step 3 - Correct parameter

To force redistribution of a retention label policy when deployment fails, the parameter is:
-RetryDistribution

Other options:

-ForceFullSync and -FullCrawl # Apply to search/crawl, not retention.

-Train # Related to auto-tagging learning models, not retention.

Final Verified Answer

Set-RetentionCompliancePolicy -id Contoso_Policy -RetryDistribution

Reference:

Set-RetentionCompliancePolicy (Microsoft Purview PowerShell)

NEW QUESTION: 97
HOTSPOT
You have a Microsoft 365 E5 subscription that contains the device configurations shown in the following table.



Name Platform .
Config1 | WindoWs. 11
Coafig2 | wracO5
Config3 | Android

Each configuration uses either Google Chrome or Firefox as a default browser.

You need to implement Microsoft Purview and deploy the Microsoft Purview browser extension to the configurations.
To which configuration can each extension be deployed? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Google Chrome: v
| Config1 only n l
&Config2 only : E
| Config1 and Config2 only ) ,

Config1 only

Config2 only

Config1 and Config2 only
Configdmand Coofig3 only
Config Wi antig2 -and €onfig3

Answer:



ANSWET Area

Google Chrome: -
Config1 only ) |
Config2 only h ¢—" §

| Conflgl and cGnrgsz F.-
Conflgl C@ffé’z and Config3

Firefox: o\

&&Tﬁ:\gl only

}Config2 only

[Config and Config2 only
Config2 and Config3 only
Confial. Confia2. and Confia3

Explanation:

\NSWer Area

soogle Chrome: LY
Config1 only
CnnfrgE only
_Cunﬁgz and ConﬁgS anly
Config1, Config?, and Config3

Firefox: | A\ A ¥

Cofiglonly WM oo e
Eanfig?. only [} Microsoft
Config1 and Config2 only
Config2 and Config3 only

 Config1, Config2, and Config3
Microsoft Purview browser extensions for Endpoint DLP are supported on:
# Windows 10/11 (Config1)
# macOS (Config2)
# Not supported on Android (Config3)
Since Microsoft Purview does not support browser extensions on Android, Config3 is excluded from both Google Chrome and Firefox.

NEW QUESTION: 98



DRAG DROP

You have a Microsoft 365 E5 subscription that has data loss prevention (DLP) implemented.

You need to create a custom sensitive info type. The solution must meet the following requirements:

# Match product serial numbers that contain a 10-character alphanumeric string.

# Ensure that the abbreviation of SN appears within six characters of each product serial number.

# Exclude a test serial number of 1111111111 from a match.

Which pattern settings should you configure for each requirement? To answer, drag the appropriate settings to the correct requirements. Each setting may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
settings Answer Area | Setting

:ﬂdditignalﬂcheckg E Match product séﬂﬂ] r‘lurﬂM IIQCEIG&@fI'tracter

alphanumeric string:

[=]

) ;¢
Character proximity

[=]

Ensure that the abbreviation 6fSN appears within six
charagtersiofieach product serial number:

jConﬂdence level

Exclude a test serial number of 1111111111 from a match:

b
Primary element

) :
Supporting elements

Answer:

Settings ) Answer Area ] M Te I'OSOft

Y Additional checks E; Match product serial néifabers that contain a 10 eh@racter :[anary element
: o— alphanumeric string:

Character proximity Ensure that the abbreviatioff 6f$Nrappears within six °Character proximity
characterSof each product serial number: *

Exclude a test s€fiallnumber of 1111111111 from a match: 2 additional checks

0 .
II Primary element

o :
Supporting elements

Explanation:



Settings \ /I Answer Area. .. L4 Setting

i Additional ERetks Match product serial numbers that contain.a 10-character ' Primary element
: alphanumeric string:

Character proximity Ensure that the abbreviation 6f SN appears within six | Character oroximity

charactersiof each product serial number: °

| Confidence level

Exclude a test serial nember of 1111111111 from a match: : Additional checks

| Primary element

Supporting elements

NEW QUESTION: 99

You have a Microsoft 365 subscription that uses Microsoft Purview Insider Risk Management.

The subscription has a policy named Policy1 that detects potential insider risks based on exfiltration activities.

You discover multiple high-severity alerts for Policy1.

When you review the alerts, you discover that the activities that triggered alerts have a low-risk score.

You need to ensure that you only receive high-severity alerts for activities that have a high-risk score.

What should you modify in Policy1?

A. the time range

B. the triggers

C. the indicators

D. the notification settings

Answer: C (LEAVE A REPLY)

To ensure that you receive high-severity alerts only for activities that carry a high-risk score, you need to change the indicators setting.

In Microsoft Purview Insider Risk Management, indicators define the specific risky activities being tracked (e.g., downloading large volumes of files or printing sensitive documents). Within
the policy's indicator settings, you can adjust the thresholds from "default" to "custom". This allows you to fine-tune and elevate the volume or frequency required for an activity to trigger an
alert, directly linking the overall policy risk score and severity to high-risk activities instead of low-risk, everyday behaviors.

Reference:

https://learn.microsoft.com/en-us/purview/insider-risk-management-policies

NEW QUESTION: 100

HOTSPOT

You have a Microsoft 365 E5 subscription that has data loss prevention (DLP) implemented.

You plan to export DLP activity by using Activity explorer.

The exported file needs to display the sensitive info type detected for each DLP rule match.

What should you do in Activity explorer before exporting the data, and in which file format is the file exported? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

In Activity explorer: & W
}Add a custom column %
Apply a built-in fj

Ej&g&@\ efault filter
-

Fié%@ v
CcSvV
JSON
- ™XT
m MicrosoffxmL
Answer: .
Answer Area S8\ licrosoft
In Activity explorer. _ g 34
{_Add a custom cglumn z
Apply a built-in filter
Customize the default filter
Eilestype! '_ . v
[csv |
JSON
TXT
XML
Explanation:

Box 1: To include the sensitive info type detected for each DLP rule match, you need to add a custom column in Activity Explorer. This ensures that the exported file contains specific
details about the detected sensitive information types.

Box 2: DLP activity exports from Activity Explorer are always in CSV (Comma-Separated Values) format.

This format allows for easy data analysis and reporting in Excel or other data-processing tools.



Answer Area

n Activity explorer. v
| Add a custom column

Apply a built-in filter
| Cu_;t__qmi__z? the default filter

Filg typeé: v
sV |
JSON |
TXT |
NMgrosoft

NEW QUESTION: 101

HOTSPOT

You have a Microsoft 365 E5 subscription.

You receive the data loss prevention (DLP) alert shown in the following exhibit.

Qo

ate o' ContoffjElectronics Microsoft Purview

Sensitive info in email with subject ‘Messagel’

Details Sensitive info types  Metadata

Event details

1D Location

. Yy 5 E Ve GOYE Y 1L " % E..
IfeSac-3a65-4160-9914-1dbd 5 1bbab 30 L'-."l,!l-"';‘."

Time of activity

un B 2022 827 DM

Impacted entities

User Email recipients

° Megan Bowen ° victona@fabrikam.com



Email subject

Message 1

Policy details

DLP palicy matched Rule matched

Policy 1 Rulel

Sensitive info types detected Actions taken

Credit Card Number (19, 85%) GenerateAlert

User overrode policy Override justification text
Yes Manager approved

Sensitive info detected in

Documentl.docx

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

The email was [answer choice].

delivered immediately
quaraptined and undelivered
.. [sentitora manager for approval

The sender’'s manager [answer d]l:éicél. 1

approved the email by using a workflow

.‘ j joverrode Rule]
BV Bverie proces:

Answer:



Answer Area

The email was [answer choice]. P ” -
| delivered immediately |
‘quarantined and undelivered

séﬁif*to a manager for approval

-a-l".

The sender's manager [answer chcuce] v
g approved the email by using a workflow

uverrode Rulg
M in the override process

xplanation:
Answer Area
The email was [answer choice]. b Al
quarantined and undelwered
“/seht'to a manager for approval
The sender's manager [answer choice): v
approvec ﬂnmlbyuﬂngamdcﬂow

_overrode Rulel -
was uninvolved in the override process

NEW QUESTION: 102
You have a Microsoft 36S ES subscription.
You need to create the Microsoft Purview insider risk management policies shown in the following table.

Description
Maonitors the printing of files by users that submitted their

resignation

Monitors the accidental shating of data

organization by users in a priority usoer group

Manitors the downloading of files from Microsoft SharePoint
Online to personal cloud storage services

Which policy template should you use for each policy? To answer, drag the appropriate policy templates to the correct polices Each template may be used once more than once or not at
all. You may need to drag the split bar between panes or scroll to view..



LN, ,’ NETT T Ly FIITEEET MY ed

Rl L LR FEITEET W R

B — L — L —— — j—

Explanation:

Policy templates Answer Area

1 leaks Ralicud SONTE thieft by departing user

NEW QUESTION: 103

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1.

You need to implement Microsoft Purview data lifecycle management.

What should you create first?

A. a sensitivity label policy

B. a data loss prevention (DLP) policy

C. an auto-labeling policy

D. a retention label

Answer: D (LEAVE A REPLY)

To implement Microsoft Purview Data Lifecycle Management for SharePoint Online (Site1), you need to create a retention label first. Retention labels define how long content should be
retained or deleted based on compliance requirements. Once a retention label is created, it can be manually or automatically applied to content in SharePoint Online, Exchange, OneDirive,
and Teams. After creating a retention label, you can configure label policies to apply them to Site1 and other locations.
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NEW QUESTION: 104
You have a Microsoft 365 E5 subscription. The subscription contains a user named User1 and the sensitivity labels shown in the following table.

; Mame ] Authenticated users: View cantenthETN’] Authenticated users: Copy and-l_-xtmc‘t-m-ntent{EKTH;ACI'}l | Auﬂgnt_lgi_l-t;usem E;ﬁwt cuntem{ES(“l-?OR'l':l ]
Labell | Granted Mot _:.-.'.'l'E-- | | Mot _|:.1,':‘--.f
Label2 sranted anted Mot granted

| Labs Granted Not granted Granted

You publish the labels to User1.
The subscription contains the files shown in the following table.

Which files can Microsoft 365 Copilot summarize for User1?

A. File2only

B. File3 only

C. File2 and File3 only

D. File1, File2. and File3

Answer: (SHOW ANSWER)

Microsoft 365 Copilot can only process (summarize, answer questions about) a labeled file when the user has the Copy and extract content (EXTRACT) usage right granted by the applied
sensitivity label.

From the table of labels:

* Label1 # VIEW only (no EXTRACT) # Copilot cannot summarize.

* Label2 # VIEW and EXTRACT granted # Copilot can summarize.

* Label3 # VIEW and EXPORT (no EXTRACT) # Copilot cannot summarize.

Since File2 is labeled Label2, it's the only file for which User1 has the required EXTRACT permission, so it' s the only file Copilot can summarize.
References:

Microsoft Learn - Sensitivity labels and Copilot for Microsoft 365: Copilot requires the Copy and extract content (EXTRACT) permission to process labeled
content.https://learn.microsoft.com/microsoft-365

/compliance/sensitivity-labels-copilot
Microsoft Learn - Usage rights for encryption with sensitivity labels (VIEW, EXTRACT, EXPORT definitions)https://learn.microsoft.com/microsoft-365/compliance/encryption-sensitivity-
labels#usage-rights- and-permissions

NEW QUESTION: 105
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1.
Site1 contains the files shown in the following table.

Name Author
Filel.docx | Userl
File2.docx | User?
File3.docx | USER1

In the Microsoft Purview portal, you create a content search named Conlent1 and configure the search conditions as shown in the following exhibit.
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LUETINE your searcn conairions
Query language-country/region: None

) Query builder

-Author:USER1

0 errors detected

Which files will be returned by Content1?

A. File2.docx only

B. File3.docx only

C. File1.docx and File2.docx only

D. File1 .docx and File3.docx only

E. File1 .docx, File2.docx, and File3.docx

Answer: (SHOW ANSWER)

The content search uses the KQL editor with the query -Author:USER1. In eDiscovery/Content search, the minus sign denotes NOT and KQL is case-insensitive for property values.
Therefore, this query returns items whose Author is not 'User1".

File1.docx # Author = User1 # excluded

File2.docx # Author = User2 # included

File3.docx # Author = USER1 (same as User1, case-insensitive) # excluded Result: File2.docx only.

Reference: Microsoft Search (KQL) property restrictions and case-insensitive behavior for queries in content search.

NEW QUESTION: 106

Hotspot Question

You have a Microsoft 365 tenant that uses Microsoft Teams.

You create a data loss prevention (DLP) policy to prevent Microsoft Teams users from sharing sensitive information, You need to identify which locations must be selected to meet the
following requirements:

- Documents that contain sensitive information must not be shared

inappropriately in Microsoft Teams.

- If a user attempts to share sensitive information during a Microsoft

Teams chat session, the message must be deleted immediately.

Which three locations should you select? To answer, select the appropriate locations in the answer area.
NOTE: Each correct selection is worth one point.
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ANSWET AlEa

Location

[]ae Exchange email

[] & SharePoint sites

[ ] = OneDrive accounts

[ ] ¢ Teams chat and channel messages

[] & Instances

[] & On-premises repositories

[] & Fabric and Power Bl workspaces
Answer:

Scope Actions
Turn on location to

scope

Turn on lpcationto

scope Microsoft
Turn on location to

scope

Turn on location to
scope

Turn on location to
scope

Turn on location to
scope

Turn on location to
scope



Answer Area

Location Scope Actions

Tumn on location to

[] @: Exchange email scope

Turn on locationto
scope -'
) ) |

4T, op leation to

[[] & OneDrive accounts E e
[] e Teaw&m:e:sag: Turn on location to

[C] & SharePoint sites

scope

Turn on location to

[] # Instances scope

Turn on location to

[] & On-premises repositaries scope

Turn on location to
scope

[] & Fabric and Power Bl workspaces

Explanation:
Reference:
https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
SC-401 exam questions have been updated and answers have been corrected get the newest BraindumpsPass.com SC-401 dumps with Test Engine here:

https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html (299 Q&As Dumps, 40%OFF Special Discount: Exam-Tests)

NEW QUESTION: 107

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage Account keys in plain text to third parties.

You need to ensure that when Azure Storage Account keys are emailed, the emails are encrypted.

Solution: You configure a mail flow rule that matches the text patterns.

Does this meet the goal?

A. Yes

B. No


https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html

Answer: B (LEAVE A REPLY)

To ensure Azure Storage Account keys are encrypted when sent via email, you need a Data Loss Prevention (DLP) policy that detects Azure Storage Account keys using a sensitive
information type and automatically encrypts emails containing these keys.

Text patterns in mail flow rules are not as reliable as sensitive information types in DLP.

Mail flow rules lack advanced content detection and machine learning-based classification, making them less effective than DLP.

NEW QUESTION: 108

You have a Microsoft 365 subscription.

You have a user named User1 Several users have full access to the mailbox of User1.
Some email messages sent to User 1 appeal to have been read and deleted before the user viewed them When you search the audit log in the Microsoft Purview portal to identify who
signed in to the mailbox of User I. the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of User1.
Solution: You run the Set-AuditConfig -Workload Exchange command.

Does that meet the goal?

A. No

B. Yes

Answer: B (LEAVE A REPLY)

NEW QUESTION: 109

Hotspot Question

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview insider risk management.

You need to recommend policy templates that meet the following requirements:

- Contain risk indicators and scoring for when a user receives a poor

performance review.

- Contain risk indicators and scoring for when a user disables security features on a device.

Which template should you use for each requirement? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

Answer Area

When a user receives a poor
performance review: Data leaks

Data theft by depafing users
Security policyviolations
Secunty policy violations by risky users

When a user disables v
security features: Data leaks

Data theft by departing users

Security policy violations
| Security palicy violations by risky users

Answer:
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Answer Area

When a user receives a poor
performance review: Data leaks

Data theft by departing users
Secunty policy wiolations
Security policy violations by risky users

When a user disables ' v
security features: Data leaks

Data theft by departing users
Security policy violations
Secyrnty policy violations by risky users

Explanation:

Box 1: Security policy violations by risky users

Contain risk indicators and scoring for when a user receives a poor performance review.

Security policy violations by risky users

Users that experience employment stressors might be at a higher risk for inadvertent or malicious security policy violations. These stressors could include a user being placed on a
performance improvement plan, having a poor performance review, or experiencing a demotion. This policy template starts risk scoring based on these indicators and activities associated
with these types of events.

Box 2: Security policy violations

Contain risk indicators and scoring for when a user disables security features on a device.

Security policy violations

In many organizations, users have permission to install software on their devices or to modify device settings to help with their tasks. Either inadvertently or with malicious intent, users
might install malware or *disable important security features* that help protect information on their device or on your network resources. This policy template uses security alerts from
Microsoft Defender for Endpoint to start scoring these activities and focus detection and alerts to this risk area. Use this template to provide insights for security policy violations in
scenarios when users might have a history of security policy violations that might be an indicator of insider risk.

Reference:

https://learn.microsoft.com/en-us/purview/insider-risk-management-policy-templates

NEW QUESTION: 110

Hotspot Question

You have a Microsoft 365 tenant.

You need to create a new sensitive info type for items that contain the following:

- An employee ID number that consists of the hire date of the employee

followed by a three digit number

- The words "Employee", "ID", or "ldentification" within 300 characters of the employee ID number What should you use for the primary and secondary elements? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area Microsoft

Primary element: §
Functions

Ackeyword list
regular expression

Functions
A keyword list
A regular expression

N2
Secondary elj@gnt:
42
<

Answer:

Answer Area Vlicrosort

Primary element:

Functions
A keyword list
A regular expression

Secondary element:

Functions
A keyword list
A regular expression

Explanation:

Box 1: Functions

Need to include use a date function for the primary element.

Note: Create custom sensitive information types

The primary element can be a Regular expression with an optional validator, a Keyword list, a Keyword dictionary, or one of the pre-configured Functions.
Box 2: A keyword list

Use a keyword list which includes the words "Employee", "ID", or "Identification".

Reference:

https://learn.microsoft.com/en-us/purview/sit-learn-about-exact-data-match-based-sits

NEW QUESTION: 111
You need to meet the technical requirements for the Site1 documents.



Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions

Create a sensitivity label.

Wait 24 hours and then turn on the policy

Create a sensitive info type.
Create a retention label. I ‘a }
Create an auto-labeling ;Ery. | M iCFOSOft

Answer:

W\ 1icrosoft| Amwerae

Create a sensitivity label. Create a sensitive info type.

L

|| Create a sensitive info type.

— — — — — —

Freate a retention label™ j
T D N EEE EEE  EEE  BEN e e O EEE Eam ' Eae e

Etreate an auto-labeling policy.

Explanation:
A screenshot of a questionnaire Al-generated content may be incorrect.

o B \)icros STt

Create a sensitive an type.

Wait 24 hours and then turn on the policy. r sitivity label.

L ]

,\,e Create an auto-labeling policy.
Create a retention label F E

The goal is to automatically label documents in Site1 that contain credit card numbers. To achieve this, we need a sensitivity label with an auto-labeling policy based on a sensitive info type




that detects credit card numbers.

Step 1: Create a Sensitive Info Type

# A sensitive info type is needed to detect credit card numbers in documents.

# Microsoft Purview includes built-in sensitive info types for credit card numbers, but we can also create a custom one if necessary.

Step 2: Create a Sensitivity Label

# A sensitivity label is required to classify and protect documents containing sensitive information.

# This label can apply encryption, watermarking, or access controls to credit card data.

Step 3: Create an Auto-Labeling Policy

# An auto-labeling policy ensures that the sensitivity label is applied automatically when credit card numbers are detected in Site1.

# This policy is configured to scan files and automatically apply the correct sensitivity label.

Topic 1, Contoso, Ltd Case Study 1

Instructions

This is a case study. Case studies are not timed separately from other exam sections. You can use as much exam time as you would like to complete each case study. However, there
might be additional case studies or other exam sections. Manage your time to ensure that you can complete all the exam sections in the time provided. Pay attention to the Exam Progress
at the top of the screen so you have sufficient time to complete any exam sections that follow this case study.

To answer the case study questions, you will need to reference information that is provided in the case. Case studies and associated questions might contain exhibits or other resources
that provide more information about the scenario described in the case. Information provided in an individual question does not apply to the other questions in the case study.

A Review Screen will appear at the end of this case study. From the Review Screen, you can review and change your answers before you move to the next exam section. After you leave
this case study, you will NOT be able to return to it.

To start the case study

To display the first question in this case study, select the "Next" button. To the left of the question, a menu provides links to information such as business requirements, the existing
environment, and problem statements. Please read through all this information before answering any questions. When you are ready to answer a question, select the "Question" button to
return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices in Seattle, Boston, and Johannesburg.

Existing Environment

Microsoft 365 Environment

Contoso has a Microsoft 365 E5 tenant. The tenant contains the administrative user accounts shown in the following table.

Name Role
Adminl Global Reader

Admin2 | Compliance Data-Administrator

Admin3 | Comipliance Administrator

Admind | Security Operator

Admin5 | Security Administfatar

Users store data in the following locations:
# SharePoint sites
# OneDrive accounts

# Exchange email
# Exchange public folders



# Teams chats

# Teams channel messages

When users in the research department create documents, they must add a 10-digit project code to each document. Project codes that start with the digits 999 are confidential.
SharePoint Online Environment

Contoso has four Microsoft SharePoint Online sites named Site1, Site2, Site3, and Site4.

Site2 contains the files shown in the following table.

Name Number of SWIFT codes in thefile

File1.docx

il

File2.bmp
File3.txt

Filed.xlsx
Two users named User1 and User2 are assigned roles for Site2 as shown in the following table.

-J | Ia

User Role
Userl Site owner

User?2 Site visitor

Site3 stores documents related to the company's projects. The documents are organized in a folder hierarchy based on the project.
Site4 has the following two retention policies applied:

# Name: Site4RetentionPolicy1

# Locations to apply the policy: Site4

# Delete items older than: 2 years

# Delete content based on: When items were created

# Name: Site4RetentionPolicy2

# Locations to apply the policy: Site4

# Retain items for a specific period: 4 years

# Start the retention period based on: When items were created

# At the end of the retention period: Do nothing

Problem Statements

Management at Contoso is concerned about data leaks. On several occasions, confidential research department documents were leaked.
Requirements

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:
# Name: DLPpolicy1

# Locations to apply the policy: Site2

# Conditions:

# Content contains any of these sensitive info types: SWIFT Code

# Instance count: 2 to any

# Actions: Restrict access to the content

Technical Requirements
Contoso must meet the following technical requirements:

# All administrative users must be able to review DLP reports.



# Whenever possible, the principle of least privilege must be used.

# For all users, all Microsoft 365 data must be retained for at least one year.

# Confidential documents must be detected and protected by using Microsoft 365.

# Site1 documents that include credit card numbers must be labeled automatically.

# All administrative users must be able to create Microsoft 365 sensitivity labels.

# After a project is complete, the documents in Site3 that relate to the project must be retained for 10 years.

NEW QUESTION: 112
You have a Microsoft 365 E5 subscription that contains three users named User1, User2, and User3 and a file named Filetdocx.

You create a sensitivity label named Label1 as shown in the following exhibit.
ASSgN PCrmMISSIons 10 SPECITIC USErs ana groups

3 items

Jsers and groups Permissag m el Delete

se Doubde Key Encryphon
You apply Label1 to File1.
For which users can Microsoft 365 Copilot summarize File1?
A. No user
B. User 1 only
C. User1 and User2 only
D. User1, User2, and User3
Answer: A (LEAVE A REPLY)
The sensitivity label Label1 assigns permissions (User1 = Co-Author, User2 = Reviewer, User3 = Viewer) and enables Double Key Encryption (DKE). Microsoft 365 Copilot can summarize
content only when the service can access the file using the user's permissions. Content protected with Double Key Encryption is not accessible to Microsoft cloud services (including
Copilot); as a result, Copilot cannot open or process DKE- protected files for any user, even if they can open the file themselves in Office apps.
Therefore, no user can use Microsoft 365 Copilot to summarize File1.
Reference: Microsoft Purview Double Key Encryption-service access limitations for Microsoft cloud services, including Copilot and search indexing.

NEW QUESTION: 113
You have a Microsoft 36S ES subscription that contains the devices shown in the following table.
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Name Platform Chipset
Devicel | Windows 11 xbd
Device2 | Windows 11 | ARM&4
Device3 | Windows 10 xB6

You publish Microsoft Purview Information Protection sensitivity labels.
You plan to deploy the information protection client to the devices. The solution must ensure that the labels can be applied to sensitive images and documents On which devices can you

install the information protection client, and what should users use to apply labels?
To answer, select the appropriate options in the answer area.

A =| M icros:@[ftnm '

el
W% ¢ yﬂ Device2 only
Mh and Device3 only
F i 3 ;;1I:}._¢er!"I"K'l1_ Device, and Device3

F 1 ¥
¢ e

Use: -
- P W File Explorer
A\ Microsoft Word
i L I,J“II'\'-I
P C{ The Microsoft Defender portal
<7 The Microsoft Purview portal
The Settings app
Answer:
Devices W

e1 and Device2 only

@ Microsoft Word
‘b The Microsoft Defender portal

The Microsoft Purview portal

s Microsoft

Explanation:



LDac@s Dewvicel and Devicel only

Aicrosoft
Step 1 - Understanding the requirement
The task is about applying Microsoft Purview Information Protection sensitivity labels to sensitive images and documents using the Azure Information Protection (AIP) unified labeling client.
Sensitivity labels in Purview can be applied in Microsoft 365 apps (Word, Excel, Outlook, PowerPoint), but to label non-Office files like images, PDFs, and other documents, users must use
the AIP unified labeling client.
With the AIP client installed, labels can be applied directly in File Explorer by right-clicking the file.
Step 2 - Device compatibility
The AIP unified labeling client runs on Windows devices only.
In the question's context (based on the provided dropdowns), all listed devices (Device1, Device2, Device3) are compatible Windows endpoints.
Therefore, the AIP client can be deployed to all three devices.
Step 3 - How users apply labels
For Office documents # labels can be applied from the ribbon inside Word, Excel, PowerPoint.
For other file types (images, PDFs, text files, etc.) # labels must be applied using File Explorer via the AIP client.
# Reference:
Install and use the Azure Information Protection unified labeling client Apply sensitivity labels to files and emails in Microsoft Purview

NEW QUESTION: 114
Hotspot Question
You have a Microsoft 365 subscription that uses Microsoft Purview data loss prevention (DLP) policies. The subscription contains the devices shown in the following table.

Name Operating system Mmmi Installed browser

Microsoft Edge, Google
Chrome _
Device2 | macOS Not onboarded - Google Chidme] Firefox

You create a DLP policy that has the following configurations:

Device1 Windows 11 Onboarded

- Name: Policy1

- Locations: Devices

- Action (enforcement): Block

- Adaptive protection Enabled

- Targets elevated risk users

- Users and groups: All users and groups
- User notification: Notify users (optional)

- Targeted URLs: Unapproved Al websites
- Sensitive information types (SITs): Confidential



You deploy Policy1 and set the mode to enforcement.

What will occur when a user on each device attempts to paste text to a Microsoft Copilot website?
To answer, select the options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Device1l:

=g

Awarning will be sent by using“ah override.
The action will be bldcked,
There will be'né-action.

CREar R

Device2:

A-warning will be sent by using an override,
The action will be blocked.
There will be ng.action.

B B

Answer:

Answer Area

Devicel: -
Awarning will be sent by using an override.
The action will be blacked.
There will be no action.

Device2: v
Awarning will be sent by using an override.
The action will be blocked.
There will be no action.

Explanation:

Box 1: The action will be blocked.

The paste action will be blocked in Microsoft Edge, and the user will receive a notification. If the user attempts to bypass this by using Google Chrome, the browser itself will be completely
blocked from accessing the site (or pasting will be natively blocked if the Microsoft Purview Extension is installed).

Device 1 (Windows 11 - Onboarded)

Because Device1 is onboarded via Microsoft Defender for Endpoint, it actively pulls and enforces Microsoft Purview Endpoint DLP rules at the operating system and application level.
Microsoft Edge: Edge features native integration with Microsoft Purview. When the user attempts to paste text flagged with the Confidential SIT into an unapproved Al domain, Edge

intercepts the clipboard action natively and blocks the paste, triggering a user notification pop-up.
Google Chrome: Because D evice11 is a managed Windows endpoint, Endpoint DLP settings will actively monitor browser activity. If the Microsoft Purview Extension for Chrome is

present, the paste will be blocked inline exactly like Edge. If the extension is missing, Purview's network/browser restrictions will block access to the targeted URL entirely within Chrome to
prevent policy circumvention.



Box 2: There will be no action.

The policy will fail to evaluate or enforce any restrictions, allowing the text to be pasted freely in both Firefox and Google Chrome.

Device 2 (MacOS - Not Onboarded)

The "Devices" location in Microsoft Purview DLP policies relies entirely on local OS telemetry and compliance hooks.

No Enforcement: Because Device 2 is not onboarded into Microsoft Defender for Endpoint (or Microsoft Purview device management), the device does not download the organizational
DLP policy binaries or rules.

Browser Behavior: Neither Firefox nor Google Chrome on MacOS has a native mechanism to communicate with your tenant's Purview configuration without an onboarded base OS layer.
Result: The policy engine remains completely blind to Device2's clipboard and network activity, resulting in no block and no user notification.

Reference:

https://learn.microsoft.com/en-us/purview/endpoint-dip-getting-started

NEW QUESTION: 115

You have a Microsoft 365 subscription. You create a retention policy and apply the policy to Exchange Online mailboxes.

You need to ensure that the retention policy tags can be assigned to mailbox items as soon as possible.

What should you do?

A. From Exchange Online PowerShell. run Start-ManagedFolderAssistant.

B. From the Microsoft Purview portal, create a data loss prevention (DLP) policy.

C. From the Microsoft Purview portal, create a label policy.

D. From Exchange Online PowerShell, run start -RetentionAutoTagLearning.

Answer: A (LEAVE A REPLY)

Retention policy tags (MRM) for Exchange Online are applied by the Managed Folder Assistant (MFA). To apply a newly created Exchange retention policy to mailbox items immediately,
you manually invoke MFA with Start-ManagedFolderAssistant for the mailbox or set of mailboxes. Creating DLP policies or label policies in Purview does not accelerate MRM processing.

NEW QUESTION: 116

SIMULATION

Username and password

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and select the username below.

To enter your password, place your cursor in the Enter password box and select the password below.
Microsoft 365 Username:

admin@WWLx971455.onmicrosoft.com

Microsoft 365 Password: XXXXXXXXX

If the Microsoft Edge browser or Microsoft 365 portal does not load successfully, select the Microsoft Edge browser icon from the task bar, type the URL "https://admin microsoft.com", and
press Enter.

The following information is for technical support purposes only:

Lab Instance: XXXXXXXX.

Task 5
You need to ensure that a group named U.S. Sales can store files containing information subject to General Data Protection Regulation (GDPR) in their OneDrive accounts. All other

current GDPR restrictions must remain in effect.
Answer:
Note: Policy templates
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DLP policy templates are sorted into four categories:

* policies that can detect and protect types of Financial information.

* Medical and health

* Privacy

- Includes General Data Protection Regulation (GDPR) Enhanced

* Custom policy

Step 1: Sign in to the Microsoft Purview compliance portal.

Step 2: In the Microsoft Purview compliance portal > left navigation > Solutions > Data loss prevention > Policies > + Create policy.

Step 3: Select Custom from the Categories list.

Step 4: Select Custom from the Regulations list.

Step 5: Give the policy a name.

Step 6: Fill in a description. (Skip)

Step 7: Select Next.

Step 8: Select Full directory under Admin units.

Step 9: Set the OneDrive location status to On. Set all the other location status to Off.

Step 10: Edit the OneDrive accounts scope. Select All users and group >Include users and groups > + Include > Include groups and add the U.S. Sales group.
Question is: You need to ensure that a group named U.S. Sales can store files containing information subject to General Data Protection Regulation (GDPR) in their OneDrive accounts. All
other current GDPR restrictions must remain in effect.

Step 11: Select Done. Select Done. Select Next.

Step 12: On the Define policy settings page, the Create or customize advanced DLP rules option should already be selected.

Step 13: Select Next. Select Create rule. Name the rule and provide a description.

Step 14: Under Conditions select + Add condition >

Step 15: Select Content contains > Add > Sensitive info types > General Data Protection Regulation (GDPR). Choose Add.

Step 16: Under Actions, select Add an action > Allow Access (or similar) Step 17: Finish the wizard: Choose Save. Choose Next. Choose Done Reference:
https://learn.microsoft.com/en-us/purview/dlp-policy-reference

https://learn.microsoft.com/en-us/purview/dlp-create-deploy-policy

NEW QUESTION: 117
You have a Microsoft 365 E5 subscription that contains four users named User1, User2, User3, and User4 and a file named File1.docx.
To File1, you apply a sensitivity label that has the permissions shown in the following exhibit.



Assign permissions to specific users and groups * 0]

ASSIGN PRImEsSions

F“M qroups i
WWHQQQ&., O’
UWZ-E##D\.'DW com- Co-Author
UserdSB5sd0g onmcrosofl.com

Userd$86540g. onmecrosoft. com

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE; Each correct selection is worth one point.
Answer Area

B\ icrasoft -

‘User1 only
| User User2 only
2, and User3 only

te sts L Userl, User?. Userd. and Userd

i =2
For [answer choice), Mlcrmwamgeme File1 by using a link.  User1, User2, User3, and User4

Microsoft 365 Copilot can summanze Filel for [answer cl.]

|User1 and User2 only

User1, UserZ, and User3 only
| User1, User2, User3, and Userd

Answer:

Answer Area

‘Microsoft

Microsoft 365 Copilot ¢ imarize Filel for [answer choice] . _Userl, User2, User3, and Userd
|User1 nﬂly
Userl and Usere only
|Userl, User2, and User3 only
Liser1, User?, Userd, and Userd

For [answer choice], Microsoft 365 Copilot can reference File1 by using a link.  User?, l..lserzl User3, and Userd

Userl and User2 only

I User1, Userz User3, and Userd 1

e e e e e e e e e e e ]

Explanation:



Answer Area

||1| Microsoft 365 Copilot can summarize File1 for [answerichoice]). User1, User2, User3, and Userd N,
Microsoft
For [answer choice], Microsoft 365 Copilot can réference File1 by using a link. | User1, User2, User3, and User4 ¥

NEW QUESTION: 118

HOTSPOT

You are reviewing policies for the SharePoint Online environment.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements _ Yes No

If a user creates a file in Sited on January 1, 2021, users i%e @@ﬂm& the file on E}E O
January 15, 2023. @i‘@ %% s &

If a user deletes a file from ?@n created on January 1, 2021, an administrative ~ |O O
user wi ble to recover ile on April 15, 2023.

e etMik@J‘n@@@f\ts created on January 1, 2021, an administrative  |O O

e able to recover the file on Aoril 15. 2026.

If au

user
Answer:

Answer Area

Statements " Yes No

f"“""

If a user creates a file in Site4 on January 1, 2021 users w:l}he ablg tpat:‘céss the file on E [C]
January 15, 2023. % €

If a user deletes a file from Bl'tﬁasf}thai c"reated on Januar}f 1.2021, .H"M 't r@ S ﬁ |

user will be able to recover the file on April 15, 2023.

If a user deletes a file from SItE‘4 that was crea‘ted on January 1, 2021, an admlmatratwe @ .:

Explanation:
A white paper with black text Al-generated content may be incorrect.



answer Area

Statements Yes No

If a user creates a file in Site4 on January 1, 2021, users Will be able to access the fileon  |©
January 15, 2023.

If a user deletes a file from Site4 that was creatéd on January 1, 2021, an administrative  |O
user will be able to recover the file on Apfil 15, 2023.

If a user deletes a file from Sited that.was created on January 1, 202 fgan adimdisd{tile O S D

user will be able to recover the fileron April 15. 2026.
Understanding Site4's Retention Policies:

# Site4RetentionPolicy1 deletes items older than 2 years from creation. If a file was created on January 1,

2021, it would be deleted after January 1, 2023.

# Site4RetentionPolicy2 retains files for 4 years from creation. If a file was created on January 1, 2021, it will be kept until January 1, 2025, but not deleted after that (policy states "Do
nothing").

Statement 1 - Yes, because Site4RetentionPolicy2 ensures files are retained for 4 years.

Statement 2 - Yes, because Site4RetentionPolicy2 retains the file for 4 years (until January 1, 2025).

Statement 3 - No, because retention is only for 4 years (until January 1, 2025). After that, the policy does

"nothing," meaning the file is no longer recoverable after that period.

NEW QUESTION: 119
You have a Microsoft 365 E5 subscription that contains the data loss prevention (DLP) policies shown in the following table.

Name Applied to
DLP1 | Microsoft Exchange Online email
DLP2 | Microsoft SharePoint Online sites
DLPE | Microsoft Teames chat and channel messages

You have a custom employee information form named Template1 .docx.

You plan to create a sensitive info type named Sensitive! that will use the document fingerprint from Template1.docx.

What should you use to create Sensitive1, and in which DLP policies can you use Sensitive1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create Sensitive? by using: The Microsoft Pupview portal il

:Sf{uri[y & Compliance PowerShell

The Excivange admin center

4 he SharePoint admin center
Use Sepsitwe¥ in: | DLPT, DLP2, and DLP2 -

|DLP1 only

DLP2Z only

{DLPT and DLP2 only

DLP1, DLP2, and DLP3

Answer:



Create Sensitve ] by using:  The Micrg@aif®Purview portal v

Securily@Compliance PowerShell

e T i W g el

i he SharePoint admin center

se Sensitngg®an: | DLP1, DLP2, and DLP3 -
DLP1 only
DLP2 only
DLP1 and DLPZ2 only

G BB

Explanation:
ANSWer Area

Step 1 - Requirement

You want to create a custom sensitive info type named Sensitive1.

This SIT will be created from a document fingerprint of Template1.docx.

You then want to use Sensitive1 in DLP policies.

Step 2 - Where do you create custom Sensitive Info Types?

Custom SITs (including document fingerprinting) can only be created in the Microsoft Purview compliance portal.
They cannot be created in the Exchange admin center, SharePoint admin center, or directly in PowerShell.
Answer for creation: The Microsoft Purview portal

Reference: Create a custom sensitive information type with document fingerprinting Step 3 - Where can custom Sensitive Info Types be used?
Once created, custom SITs are tenant-wide and can be used across all workloads that support DLP:

Exchange email

SharePoint Online sites

OneDrive

Teams chat and channel messages

In the table, the DLP policies are:

DLP1 # Exchange Online email

DLP2 # SharePoint Online sites

DLP3 # Teams chat and channel messages

Since Sensitive1 is a custom SIT, it can be used in all three policies.

Answer for usage: DLP1, DLP2, and DLP3

NEW QUESTION: 120
Hotspot Question
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.



Name Role
User1 Compliance Administrator
User2 Security Operator
User3 eDiscovery Manager

You need to implement sensitivity labels.

Which users can create sensitivity labels, and which portal should the users use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Users: oo v

User1 only

User2 only

User3 only

User1 and User2 only
User2 and User3 only
UseriUser2, and User3

Portal: v

Microsoft Entra admin center
Microsoft 365 admin center
Microsoft Purview portal
Microsoft Defender portal

Answer:

Answer Area

Users: v

User1 only

User2 only

User3 only =

User1 and User2 only

User2 and-User3 only

User1, User2, and Userd .,

Portal: v

Microsoft Entra admin center
Microsoft 365 admin center
Microsoft Purview portal
Microsoft Defender portal

Explanation:

Reference:
https://learn.microsoft.com/en-us/purview/get-started-with-sensitivity-labels
https://learn.microsoft.com/en-us/purview/create-sensitivity-labels



NEW QUESTION: 121

You have a Microsoft 365 E5 subscription.

You have a Microsoft SharePoint Online document library that contains Microsoft Word and Excel documents. The documents contain the following types of information:
- Credit card numbers

- Physical addresses in the UK

- National health service numbers from the UK

- Sensitive projects that contain the following words: Project

Tailspin, Project Contoso, and Project Falcon

You have email messages in Microsoft Exchange Online that contain the following information types:

- Credit card numbers

- User sign-in credentials

- National health service numbers from the UK

You plan to use sensitive information types (SITs) for compliance policies.

What is the minimum number of SITs required to classify all the information types?

A.2

B.5

C.7

D. 10

Answer: B (LEAVE A REPLY)

* In Documents: Sensitive projects that contain the following words: Project Tailspin, Project Contoso, and Project Falcon - One SIT
* In documents: Physical addresses in the UK - one SIT

* Credit card numbers in documents and emails - one SIT

a single sensitive information type for credit card numbers can be applied to both documents and emails, often as part of a data loss prevention (DLP) or sensitivity labeling system in
Microsoft

365 and other platforms. These systems can automatically detect credit card numbers within documents and emails and then apply predefined sensitivity labels that enforce security
policies, such as encryption or access restrictions, for both types of content.

* User sign-in credentials in emails - one SIT

* National health service numbers from the UK in documents and emails - one SIT A single sensitive information type classification, such as for UK National Health Service (NHS) numbers,
can be applied to both documents and emails, typically by using a data loss prevention (DLP) or sensitivity labelling system within Microsoft 365 or NHSmail. This allows a uniform policy to
detect and protect NHS numbers whether they appear in a Word document or an email, ensuring consistent security protocols across different data formats within the NHS environment.
Reference:

https://learn.microsoft.com/en-us/purview/sit-sensitive-information-type-learn-about

Valid SC-401 Dumps shared by BraindumpsPass.com for Helping Passing SC-401 Exam! BraindumpsPass.com now offer the newest SC-401 exam dumps, the BraindumpsPass.com
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NewWaNseEsieRsqb 365 E5 subscription.

Users access their mailbox by using the following apps.


https://www.exam-tests.com/SC-401-exam/Microsoft.SC-401.v2026-07-25.q124.html
https://www.braindumpspass.com/Microsoft/SC-401-practice-exam-dumps.html

* Outlook for Microsoft 365

* Outlook on the web

* Outlook Mobile fiOS. Android)

You create a data loss prevention (DLP) policy named DLP1 that has the following settings:

* Location; Exchange email

* Status: On

* User notifications: On

* Notify users with a policy tip: Enabled

Which apps display a policy tip when content is matched by using DIP1 ?

A. Outlook for Microsoft 365 only

B. Outlook on the web only

C. Outlook for Microsoft 365 and Outlook on the web only

D. Outlook for Microsoft 365 and Outlook Mobile (iOS. Android) only

E. Outlook for Microsoft 365. Outlook on the web, and Outlook Mobile (iOS. Android)

Answer: C (LEAVE A REPLY)

Policy tips in DLP: Policy tips are messages shown to users when their action (such as sending sensitive content via email) conflicts with a DLP policy.
For Exchange email location, policy tips are supported in the following apps:

Outlook for Microsoft 365 (desktop client) #

Outlook on the web (OWA) #

Outlook Mobile (i0OS/Android) # Policy tips are not shown in mobile apps. Instead, DLP actions (block/restrict
/send incident report) still apply, but the user does not see a policy tip notification.

Therefore:

Supported: Outlook for Microsoft 365, Outlook on the web.

Not supported: Outlook Mobile apps.

Reference:

Microsoft Learn: Policy tips in DLP

Quote: "Policy tips are supported in Outlook on the web and Outlook 2013 and later. Policy tips are not supported in Outlook mobile apps."

NEW QUESTION: 123

You have a Microsoft 365 E5 subscription that contains 500 Windows devices.

You plan to deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).

You need to ensure that you can monitor user activities on third-party generative Al websites.

Which two prerequisites should you complete for DSPM for Al? Each correct answer presents part of the solution, NOTE: Each correct selection is worth one point.
A. Create an Endpoint data loss prevention (Endpoint DLP) policy.

B. Onboard the devices to Microsoft Purview.

C. Install the Microsoft Purview extension on the devices.

D. Create a communication compliance policy.

E. Enroll the devices in Microsoft Intune.

F. Create a data leaks policy.
Answer: (SHOW ANSWER)

Required for monitoring interactions with third-party generative Al sites:



https://www.exam-tests.com/SC-401-exam/Microsoft.SC-401.v2026-07-25.q124.html
https://www.exam-tests.com/SC-401-exam/Microsoft.SC-401.v2026-07-25.q124.html

[B] * Devices are onboarded to Microsoft Purview, required for:

- Gaining visibility into sensitive information that's shared with third-party generative Al sites. For example, a user pastes credit card numbers into ChatGPT.

[A]- Applying endpoint DLP policies to warn or block users from sharing sensitive information with third-party generative Al sites. For example, a user identified as elevated risk in Adaptive
Protection is blocked with the option to override when they paste credit card numbers into ChatGPT.

Reference:

https://learn.microsoft.com/en-us/purview/dspm-for-ai-considerations

NEW QUESTION: 124

HOTSPOT

You have a Microsoft 365 E5 subscription that has data loss prevention (DLP) implemented.

You plan to export DLP activity by using Activity explorer.

The exported file needs to display the sensitive info type detected for each DLP rule match.

What should you do in Activity explorer before exporting the data, and in which file format is the file exported? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

In Activity explorer w
), F

=

Add a custom column

O—0—0

‘Apply a built-in filten
Customizesthe default filter

File yRd v
Ccsv

JSON

TXT

XML

Answer:



Answer Area Microsoft

In Activity explorer 2 \f
Add a custom cglumn i

== =] Ettl — — — = == — — — o —

Customize ‘the default filter

B |- v
[csv |

JSON

TXT

XML

Explanation:

Box 1: To include the sensitive info type detected for each DLP rule match, you need to add a custom column in Activity Explorer. This ensures that the exported file contains specific
details about the detected sensitive information types.

Box 2: DLP activity exports from Activity Explorer are always in CSV (Comma-Separated Values) format.

This format allows for easy data analysis and reporting in Excel or other data-processing tools.

Answer Area

In Activity explorer ¥
'Add a custom column

‘Apply a built-in filter
 Customize‘the default filter

Filetype: 4
sV
JSON
TXT
MMEtrosoft
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