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NEW QUESTION: 1
What is a benefit of a cloud-based secure access service edge (SASE) infrastructure over
a Zero Trust Network Access (ZTNA) product based on a software-defined perimeter
(SDP) model?
A. Connection to physical SD-WAN hubs in ther locations provides increased
interconnectivity between branch offices.
B. Users, devices, and apps are identified no matter where they connect from.
C. Virtual private network (VPN) services are used for remote access to the internal data
center, but not the cloud.
D. Complexity of connecting to a gateway is increased, providing additional protection.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 2
What is an advantage of next-generation SD-WAN over legacy SD-WAN solutions?
A. It allows configuration to forward logs to external logging destinations, such as syslog
servers.
B. It enables definition of the privileges and responsibilities of administrative users in a
network.
C. It steers traffic and defines networking and security policies from an application-centric
perspective, rather than a packet-based approach.
D. It provides the ability to push common configurations, configuration updates, and
software upgrades to all or a subset of the managed appliances.
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 3
What is a benefit of deploying secure access service edge (SASE) with a secure web
gateway (SWG) over a SASE solution without a SWG?
A. Protection is offered in the cloud through a unified platform for complete visibility and
precise control over web access while enforcing security policies that protect users from
hostile websites.
B. A heartbeat connection between the firewall peers ensures seamless failover in the
event that a peer goes down.
C. It creates tunnels that allow users and systems to connect securely over a public
network as if they were connecting over a local area network (LAN).
D. It prepares the keys and certificates required for decryption, creating decryption profiles
and policies, and configuring decryption port mirroring.
Answer: (SHOW ANSWER)

NEW QUESTION: 4
How does the secure access service edge (SASE) security model provide cost savings to
organizations?
A. The compact size of the components involved reduces overhead costs, as less physical
space is needed.
B. The single platform reduces costs compared to buying and managing multiple point
products.
C. The increased complexity of the model over previous products reduces IT team staffing
costs.
D. The content inspection integration allows third-party assessment, which reduces the
cost of contract services.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 5
Which product draws on data collected through PAN-OS device telemetry to provide an
overview of the health of an organization's next-generation firewall (NGFW) deployment
and identify areas for improvement?
A. Cloud Identity Engine (CIE)
B. DNS Security
C. security information and event management (SIEM)
D. Device Insights
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Which two services are provided by Prisma Access Insights? (Choose two.)
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A. multiple dashboards for focused views of different deployments, the corresponding
alerts, and the health status of the infrastructure
B. configuration of the on-premises firewall located behind the service-connection
termination
C. summary overview screen of the health and performance of an organization's entire
Prisma Access environment
D. detection of hard-to-find security issues via AI-based innovations to normalize, analyze,
and stitch together an enterprise's data
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 7
Which action protects against port scans from the internet?
A. Apply App-ID Security policy rules to block traffic sourcing from the untrust zone.
B. Apply a Zone Protection profile on the zone of the ingress interface.
C. Assign an Interface Management profile to the zone of the ingress surface.
D. Assign Security profiles to Security policy rules for traffic sourcing from the untrust zone.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 8
In which step of the Five-Step Methodology of Zero Trust are application access and user
access defined?
A. Step 3: Architect a Zero Trust Network
B. Step 4: Create the Zero Trust Policy
C. Step 5: Monitor and Maintain the Network
D. Step 1: Define the Protect Surface
Answer: B (LEAVE A REPLY)

NEW QUESTION: 9
Which two services are part of the Palo Alto Networks cloud-delivered security services
(CDSS) package?
(Choose two.)
A. Advanced URL Filtering (AURLF)
B. Internet of Things (IoT) Security
C. virtual desktop infrastructure (VDI)
D. security information and event management (SIEM)
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 10
How does the Palo Alto Networks secure access service edge (SASE) solution enable
Zero Trust in a customer environment?
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A. It feeds threat intelligence into an automation engine for rapid and consistent
protections.
B. It classifies sites based on content, features, and safety.
C. It stops attacks that use DNS for command and control or data theft.
D. It continuously validates every stage of a digital interaction.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 11
Which statement applies to Prisma Access licensing?
A. For remote network and Clean Pipe deployments, a unit is defined as 1 Mbps of
bandwidth.
B. It provides cloud-based, centralized log storage and aggregation.
C. Internet of Things (IOT) Security is included with each license.
D. It is a perpetual license required to enable support for multiple virtual systems on
PA-3200 Series firewalls.
Answer: (SHOW ANSWER)

NEW QUESTION: 12
In which step of the Five-Step Methodology for implementing the Zero Trust model is the
Kipling Method relevant?
A. Step 5: Monitor and maintain the network
B. Step 2: Map the transaction flows
C. Step 3: Architect a Zero Trust network
D. Step 4: Create the Zero Trust policy
Answer: D (LEAVE A REPLY)

NEW QUESTION: 13
What can prevent users from unknowingly downloading potentially malicious file types from
the internet?
A. Apply a File Blocking profile to Security policy rules that allow general web access.
B. Apply a Zone Protection profile to the untrust zone.
C. Assign a Vulnerability profile to Security policy rules that deny general web access.
D. Assign an Antivirus profile to Security policy rules that deny general web access.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 14
Which two actions take place after Prisma SD-WAN Instant-On Network (ION) devices
have been deployed at a site? (Choose two.)
A. The devices automatically establish a VPN to the data centers over every internet
circuit.
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B. The devices establish VPNs over private WAN circuits that share a common service
provider.
C. The devices provide an abstraction layer between the Prisma SD-WAN controller and a
particular cloud service.
D. The devices continually sync the information from directories, whether they are on-
premise, cloud-based, or hybrid.
Answer: (SHOW ANSWER)

NEW QUESTION: 15
Which element of Prisma Access enables both mobile users and users at branch networks
to access resources in headquarters or a data center?
A. App-ID
B. service connections
C. private clouds
D. User-ID
Answer: B (LEAVE A REPLY)

NEW QUESTION: 16
How does Autonomous Digital Experience Management (ADEM) improve user
experience?
A. The virtual appliance receives and stores firewall logs without using a local Log
Collector, simplifying required steps users must take.
B.Working from home or branch offices, all users get the benefit of a digital experience
management solution without the complexity of installing additional software and hardware.
C. It applies in-depth hunting and forensics knowledge to identify and contain threats
before they become a breach.
D. The root cause of any alert can be viewed with a single click, allowing users to swiftly
stop attacks across the environment.
Answer: (SHOW ANSWER)
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Which two point products are consolidated into the Prisma secure access service edge
(SASE) platform?
(Choose two.)
A. Threat Intelligence Platform (TIP)
B. security information and event management (SIEM)
C. Autonomous Digital Experience Management (ADEM)
D. firewall as a service (FWaaS)
Answer: (SHOW ANSWER)

NEW QUESTION: 18
How can a network engineer export all flow logs and security actions to a security
information and event management (SIEM) system?
A. Enable syslog on the Instant-On Network (ION) device.
B. Enable Simple Network Management Protocol (SNMP) on the Instant-On Network (ION)
device.
C. Use a zone-based firewall to export directly through application program interface (API)
to the SIEM.
D. Use the centralized flow data-export tool built into the controller.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 19
Which statement describes the data loss prevention (DLP) add-on?
A. It is a centrally delivered cloud service with unified detection policies that can be
embedded in existing control points.
B. It prevents phishing attacks by controlling the sites to which users can submit valid
corporate credentials.
C. It employs automated policy enforcement to allow trusted behavior with a new Device-
ID policy construct.
D. It enables data sharing with third-party tools such as security information and event
management (SIEM) systems.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 20
How does a secure web gateway (SWG) protect users from web-based threats while still
enforcing corporate acceptable use policies?
A. It uses a cloud-based machine learning (ML)-powered web security engine to perform
ML-based inspection of web traffic in real-time.
B. It prompts the browser to present a valid client certificate to authenticate the user.
C. Users are mapped via server logs for login events and syslog messages from
authenticating services.
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D. Users access the SWG, which then connects the user to the website while still
performing security measures.
Answer: (SHOW ANSWER)

NEW QUESTION: 21
Which application gathers health telemetry about a device and its WiFi connectivity in
order to help determine whether the device or the WiFi is the cause of any performance
issues?
A. Cortex Data Lake
B. remote browser isolation (RBI)
C. GlobalProtect
D. data loss prevention (DLP)
Answer: A (LEAVE A REPLY)

NEW QUESTION: 22
Which product allows advanced Layer 7 inspection, access control, threat detection and
prevention?
A. Firewall as a Service (FWaaS)
B. remote browser isolation
C. network sandbox
D. Infrastructure as a Service (IaaS)
Answer: A (LEAVE A REPLY)

NEW QUESTION: 23
Which type of access allows unmanaged endpoints to access secured on-premises
applications?
A. GlobalProtect VPN for remote access
B. Prisma Access Clientless VPN
C. manual external gateway
D. secure web gateway (SWG)
Answer: (SHOW ANSWER)

NEW QUESTION: 24
What is an advantage of the unified approach of the Palo Alto Networks secure access
service edge (SASE) platform over the use of multiple point products?
A. It scans all traffic, ports, and protocols and automatically discovers new apps.
B. It reduces network and security complexity while increasing organizational agility.
C. It allows for automation of ticketing tasks and management of tickets without pivoting
between various consoles.
D. It turns threat intelligence and external attack surface data into an intelligent data
foundation to dramatically accelerate threat response.
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 25
Which element of a secure access service edge (SASE)-enabled network provides true
integration of services, not service chains, with combined services and visibility for all
locations, mobile users, and the cloud?
A. broad network-edge support
B. cloud-native, cloud-based delivery
C. converged WAN edge and network security
D. identity and network location
Answer: B (LEAVE A REPLY)

NEW QUESTION: 26
In the aggregate model, how are bandwidth allocations and interface tags applied
beginning in Prisma Access
1.8?
A. License bandwidth is allocated to a Prisma Access location; interface tags are set with a
compute region.
B. License bandwidth is allocated to a compute region; interface tags are set with a
CloudGenix controller.
C. License bandwidth is allocated to a CloudGenix controller; interface tags are set with a
compute region.
D. License bandwidth is allocated to a compute region; interface tags are set with a Prisma
Access location.
Answer: D (LEAVE A REPLY)
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