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NEW QUESTION: 1
What are the requirements of SPNego SSO configuration in an SAP Fiori front-end
system? Note: There are 2 correct answers to this question.
A. The system should typically be located within the corporate network.
B. The system's users in the ABAP system must have the same user names as the
database users in SAP HANA
C. The system requires Microsoft Active Directory infrastructure in place.
D. The system requires an identity provider as an issuing system to enable single sign-on
with SPNego in an internet-facing deployment scenario.
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 2
For which reasons would you choose an "anonymous SSL Client PSE" setup? Note: There
are 2 correct answers to this question
A. To use as a container for the CAs
B. To perform authentication
C. To perform mutual authentication
D. To use data encryption
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 3
How does the SAP SSO wizard (transaction SNCWIZARD) simplify the SNC configuration
process?
A. It creates the SNC_LIB environment variable in OS user profile
B. It restarts the SAP application server for all profile changes to take effect
C. It set the profile parameters for SAP SNC in the default profile
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D. It sets the profile parameter for SAP SNC in the instance profile
Answer: (SHOW ANSWER)

NEW QUESTION: 4
What information constitutes an indirect connection to an individual, in the context of
GDPR? Note: There are 3 correct answers to this question
A. Date of Birth
B. National Identifier
C. IP Address
D. License plate number
E. Postal Address
Answer: (SHOW ANSWER)

NEW QUESTION: 5
Currently, transports into your SAP system are not scanned automatically. To avoid the
import of non-secure programs, you have implemented the strategy to set up a virus
scanner using a script to automatically scan for the malicious programs. What is the valid fi
e format where data files are first converted into and then checked by a virus scanner?
A. Plain text
B. 0csv
C. XML
D. SAP compressed
Answer: C (LEAVE A REPLY)

NEW QUESTION: 6
You want to carry out some preparatory work for executing the SAP Security Optimization
Self-service on a customer system. Which of the following steps do you have to execute on
the managed systems? Note: There are 2 correct answers to this question.
A. Install the ST-A/PI plug-in
B. Configure specific authorizations
C. Grant operating system access
D. Configure Secure Network Communications
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 7
What is required when you configure the PFCG role for an end-user on the front-end
server? Note: There are 2 correct answers to this question.
A. The catalog assignment for the start authorization
B. The S_RFC authorization object for the OData access
C. The group assignment to display it in the Fiori Launchpad
D. The Fiori Launchpad designer assignment

https://www.exam-tests.com/P_SECAUTH_21-exam/SAP.P_SECAUTH_21.v2023-06-03.q49.html
https://www.exam-tests.com/P_SECAUTH_21-exam/SAP.P_SECAUTH_21.v2023-06-03.q49.html
https://www.exam-tests.com/P_SECAUTH_21-exam/SAP.P_SECAUTH_21.v2023-06-03.q49.html
https://www.exam-tests.com/P_SECAUTH_21-exam/SAP.P_SECAUTH_21.v2023-06-03.q49.html


Answer: A (LEAVE A REPLY)

NEW QUESTION: 8
Which of the objects do you assign to an SAP Fiori tile to make it visible in the SAP Fiori
Launchpad? Note: There are 2 correct answers to this question.
A. Role
B. Catalog
C. User
D. Group
Answer: (SHOW ANSWER)

NEW QUESTION: 9
You want to create an SAP Fiori app for multiple users and multiple back-end systems. To
support this, you create different roles for the different back-end systems in the SAP Fiori
front-end system (central hub). What transactions do you have to use to map a back-end
system to one of those roles?
A. PFCG
B. SEGW
C. /UI2/GW_SYS_ALIAS
D. /IWFND/MAINT_SERVICE
Answer: (SHOW ANSWER)

NEW QUESTION: 10
Which tasks would you perform to allow increased security for the SAP Web Dispatcher
Web Administration interface? Note: There are 2 correct answers to this question.
A. Use a separate port for the content
B. Use subparameter ALLOWPUB = FALSE of the profile parameter icm/server_port_<xx>
C. Use Secure Socket Layer (SSL) for password encrypt on
D. Use access restrictions with the icm/HTTP/auth_<xx> profile parameter
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 11
What is the SAP Best Practice to delete a security SAP role in SAP landscape?
A. Transport the SAP role and delete the role using Profile Generator
B. Delete the SAP role in all clients using Profile Generator
C. Delete the SAP role using Profile Generator, and then put it in the transport
D. Delete the SAP role in all clients in all systems using Profile Generator
Answer: A (LEAVE A REPLY)

NEW QUESTION: 12
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Which authorization object is required to support trusted system access by an RFC user
following the configuration of a Managed System in SAP Solution Manager?
A. S_RFC_TTAC
B. S_RFC_TT
C. S_RFCACL
D. S_ACL_HIST
Answer: (SHOW ANSWER)

NEW QUESTION: 13
In your system, you have a program which calls transaction A. Users with access to this
program can still execute transaction A without explicit authorizations given to this
transaction. How do you prevent the access of users to the transaction A from within the
program?
A. Maintain SE93 with authorization objects for transact on A.
B. Maintain the check indicator in table TCDCOUPLES
C. Make sure you do NOT assign transact on A to the authorization object S_TCODE in
the role that you assign to the unauthorized users.
D. Ensure that transact on A is NOT assigned into the same program authorization group
Answer: A (LEAVE A REPLY)

NEW QUESTION: 14
You are evaluating the "Cross-client object change" option using transact on SCC4 for
your Unit Test Client in the development environment. Which setting do you recommend?
A. No changes to cross-client customizing objects
B. No changes to repository objects
C. No changes to repository and cross-client customizing objects
D. Changes to repository and cross-client customizing allowed
Answer: C (LEAVE A REPLY)

NEW QUESTION: 15
You have created an RFC destination with a registered external RFC server program.
When you try to connect to the external RFC destination you receive a
"SERVER_NOT_REGISTERED" error message. Note: There are 2 correct answers to this
question How can you resolve the issue?
A. Maintain the access list in the transaction SMMS
B. Maintain the entries in the REGINFO file
C. Maintain the entries in the SECINFO file
D. Maintain the profile parameter gw/acl_mode = 0
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 16
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Which features do SAP HANA SQL-based analytic privileges offer compared to classic
XML-based ones? Note: there are 2 correct answers to this question.
A. Control of read-only access to SQL views
B. Transportable
C. Control of read-only SAP HANA procedures
D. Complex filtering
Answer: B,C (LEAVE A REPLY)
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NEW QUESTION: 17
What benefits does the SAP Cloud Connector have compared to a 3rd partyreverse proxy
solution, when connecting your SAP Cloud Platform with your SAP backend systems?
Note: There are 2 correct answers to this question.
A. It can cache SAP proprietary OData packets to improve the response times
B. It supports multiple application protocols, such as HTTP and RFC
C. It establishes an SSL VPN tunnel to SAP Cloud Platform
D. It allows for remote invocation by the SAP Cloud Platform only
Answer: (SHOW ANSWER)

NEW QUESTION: 18
Which basis transaction provides an optimized user interface for evaluating authorization
checks only?
A. ST01
B. STAUTHTRACE
C. RSECADMIN
D. ABAP_TRACE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 19
What is required when you configure the PFCG role for an end-user on the front-end
server? Note: There are 2 correct answers to this question.
A. The group assignment to display it in the Fiori Launchpad
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B. The S_RFC authorization object for the OData access
C. The Fiori Launchpad designer assignment
D. The catalog assignment for the start authorization
Answer: (SHOW ANSWER)

NEW QUESTION: 20
What are main characteristics of the Logon ticket throughout an SSO logon procedure?
Note: There are 2 correct answers to this question.
A. The Logon ticket is domain restricted
B. The Logon ticket has an unconfigurable lifetime validity
C. The Logon ticket is used for user-to-system communication
D. The Logon ticket session is held in the working memory
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 21
Because of which security threat would you need to make additional configuration settings
to run the SAP Fiori Launchpad from within your SAP NetWeaver Portal?
A. Clickjacking
B. Cross-Site Request Forgery
C. Cross-Site Scripting
D. Content Spoofing
Answer: (SHOW ANSWER)

NEW QUESTION: 22
You want to configure SNC in a newly-installed AS ABAP based SAP system. Besides
running SNCWIZARD, what else do you need to perform for this scenario?
Note: There are 2 correct answers to this question
A. Manage the PSE
B. Restart the SAP system
C. Enable encrypted HTTP service
D. Set the parameters using sapgenpse
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 23
How would you control access to the ABAP RFC function modules? Note: There are 2
correct answers to this question.
A. O Restrict RFC authorizations
B. O Deactivate switchable authorization checks
C. O Block RFC Callback Whitelists
D. O Implement UCON functionality
Answer: A,B (LEAVE A REPLY)
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NEW QUESTION: 24
What is the User Management Engine (UME) property "connect on pooling" used for?
Note: There are 2 correct answers to this question.
A. To create a new connect on to the LDAP directory server for each request
B. To improve performance of requests to the LDAP directory server
C. To share server resources among requesting LDAP clients
D. To avoid unauthorized request to the LDAP directory server
Answer: (SHOW ANSWER)

NEW QUESTION: 25
Which communication protocols are supported by the SAP Cloud Connector? Note: There
are 2 correct answers to this question
A. RFC
B. SNA
C. NNTP
D. LDAP
Answer: (SHOW ANSWER)

NEW QUESTION: 26
How can you protect a table containing sensitive data using the authorization object
S_TABU_DIS?
A. The tables containing sensitive data must be named using the authorization object
S_TA BU_NAM for all responsible administrator employees. The fields DICBERCLS of the
object S_TABU_DIS can then be filled with *.
B. The field DICBERCLS of the authorization object must enumerate all table names of the
tables containing sensitive data.
C. The tables containing sensitive data must be associated with table groups in table
TBRG.
D. Authorization table groups containing tables with sensitive data must be defined in table
TDDAT and these must be omitted for all employees who do not need access to these
tables
Answer: D (LEAVE A REPLY)

NEW QUESTION: 27
For which purpose do you use instance Secure Storage File System (SSFS) in an SAP
HANA system? Note: There are 2 correct answers to this question.
A. To protect the X.509 public key infrastructure certificates
B. To protect the password of the root key backup
C. To store the secure single sign-on configuration
D. To store root keys for data volume encryption
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Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 28
Which characteristics apply to the SAP ID Service? Note: There are 2 correct answers to
this question
A. Non-configurable MFA for SAP BTP Cockpit
B. User base owned and managed by SAP
C. Customizable user interface
D. Configurable password policy
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 29
How are security relevant objects related in the Cloud Foundry? Note: There are 2 correct
answers to this question
A. Role Collections have 0 or many role templates
B. Role Templates have 1 or many scopes
C. Role Collections have 0 or many roles
D. Role Templates have 0 or many attributes
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 30
What are the features of the Audit Information System (AIS)? Note: There are 2 correct
answers to this question.
A. The roles are built from nodes in the Implementation Guide (IMG)
B. It can be launched directly using transact on SECR
C. It offers two types of audit reports: system and business
D. The report selection variables are configured during setup
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 31
What does the SAP Security Optimization Service provide? Note: There are 2 correct
answers to this question.
A. Analysis of the network configuration
B. Configuration checks of SAP systems
C. Results containing the list of patches that have to be applied.
D. Analysis of the security vulnerabilities within an SAP landscape
Answer: B,C (LEAVE A REPLY)
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NEW QUESTION: 32
What does the SAP Security Optimization Service provide? Note: There are 2 correct
answers to this question.
A. Configuration check of the SAP systems and the SAP middleware components against
defined configurations
B. Analysis of your operating system, database, and entire SAP system to ensure optimal
performance and reliability
C. Analysis of security vulnerabilities within an enterprise's SAP landscape to ensure
optimal protection against intrusions
D. Results with recommendations on how to resolve identified vulnerabilities without
prioritization
Answer: (SHOW ANSWER)

NEW QUESTION: 33
SNC is configured in the production system. For emergency purposes, you want to allow
certain accounts to be able to access the system with password logon. What do you need
to set up for this purpose? Note: There are 2 correct answers to this question.
A. Use the 'Unsecure communication permitted option' In SU01 for specific users
B. Maintain the user access control list in table USRACLEXT
C. Use profile parameter SNC/ACCEPT_ INSECURE_GUI with value 'U'
D. Use profile parameter SNC/ONLY_ENCRYPTED_GUI with value 'O'
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 34
What are the characteristics of assertion tickets? Note: There are 2 correct answers to this
question.
A. They are used for user-to-system trusted login
B. They have an unconfigurable validity of 2 minutes
C. They are transmitted as cookies
D. They are used for system-to-system communication
Answer: B,D (LEAVE A REPLY)
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NEW QUESTION: 35
Which communication methods does the SAP Fiori Launchpad use to retrieve business
data? Note: There are 2 correct answers to this question
A. SNC
B. OData
C. InA
D. HOP
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 36
You have configured a Gateway SSO authentication using X.509 client certificates. The
configuration of the dual trust relationship between client (browser) and SAP Web
Dispatcher as well as the configuration of the SAP Web Dispatcher to accept and forward
client certificates were done. Users complain that they can't log in to the back-end system.
How can you check the cause?
A. Run gateway transaction /IWFND/ ERRORJ.OG
B. Run gateway transaction /IWFND/TRACES
C. Run back-end transaction SMICM and open the trace file
D. Run back-end system trace using ST12
Answer: A (LEAVE A REPLY)

NEW QUESTION: 37
How does the SAP SSO wizard (transaction SNCWIZARD) simplify the SNC configuration
process?
A. It creates the SNC_LIB environment variable
B. It sets the profile parameters for SAP SNC and SPNego in the default profile
C. It exports an SNC SAPCRYPTOLIB certificate and imports it into the partner system
D. It installs the CA certificate response
Answer: B (LEAVE A REPLY)

NEW QUESTION: 38
Which platform services are available in the Cloud Foundry? Note: There are 2 correct
answers to this question
A. Commerce
B. Analytics
C. Data Quality
D. Integration
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 39
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Where does SAP HANA store the values for the default Password Policy parameter? Note:
there are 2 correct answers to this question.
A. nameservice.ini
B. attributes.ini
C. indexserver.ini
D. global.ini
Answer: (SHOW ANSWER)

NEW QUESTION: 40
A user has the authorization to execute SP01. What can this user access with
authorization object S_ SPO_ ACT when the 'Value for Authorization Check' field is set to
"_USER.
A. All spool requests for users in the same user group
B. All spool requests for all users in the client
C. User's own spool requests
D. All spool requests for a specific user in the client
Answer: B (LEAVE A REPLY)

NEW QUESTION: 41
You want to use Configuration Validation functionality in SAP Solution Manager to check
the consistency of settings across your SAP environment. What serves as the reference
basis for Configuration Validation? Note: There are 2 correct answers to this question.
A. A list of recommended settings attached to a specific SAP Note
B. A result list of configuration items from SAP Early Watch Alert (EWA)
C. A target system in your system landscape
D. A virtual set of manually maintained configuration itsems
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 42
What are the characteristics of HTTP security session management? Note: There are 3
correct answers to this question
A. Refers to the session context through the session identifier
B. Checks the logon credentials again for every request
C. Starts security sessions with a short user-based expiration time
D. Deletes security sessions at logoff
E. Creates security sessions at logon
Answer: A,D,E (LEAVE A REPLY)

NEW QUESTION: 43
What connection type is used for restricted users?
A. OLEDB
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B. ODBC
C. HTTP/S
D. JDBC
Answer: (SHOW ANSWER)

NEW QUESTION: 44
SAP GRC Access Control provides risk analysis for which of the following? Note: There
are 2 correct answers to this question.
A. Access Request Management
B. Business Rule Framework
C. Business Role Management
D. Password Self-Service
Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 45
You want to configure SNC with X.509 certificates using Common CryptoLib as the
cryptographic library in a new installed AS ABAP system. Besides running SNCWIZARD,
what do you need to set up for this scenario? Note: There are 2 correct answers to this
question.
A. Set the environment variable CCL_ PROFILE to the default profile file path
B. Maintain the relevant CCL/SNC/' profile parameters
C. Set the CCL SNC parameters using sapgenpse
D. Set the environment variable CCL_ PROFILE to SECUDIR
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 46
You are setting up your SAP NetWeaver AS in a SSL client scenario. What are the
reasons to choose an "anonymous SSL Client PSE" setup?
Note: There are 2 correct answers to this question.
A. To support server-side authentication and data encryption
B. To support mutual authentication
C. To use as a container for the list of CAs that the server trusts
D. To have an individual identity when accessing a specific application
Answer: (SHOW ANSWER)
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NEW QUESTION: 47
What are the key capabilities of Event Analyzer in Enterprise Threat Detection 1.0? Note:
There are 2 correct answers to this question.
A. Synchronization of user contexts from ABAP Systems
B. Pseudonymize user identities for data protection
C. Predictive threat notification
D. Baseline detection
Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 48
Which type of systems can be found in the Identify Provisioning Service landscape? Note:
There are 2 correct answers to this question
A. Identify Provider
B. Service Provider
C. Proxy
D. Source
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 49
What are the key capabilities of Enterprise Threat Detection? Note: There are 2 correct
answers to this question
A. Blocking user access
B. Predictive threat notification
C. Dashboard-based analysis for security risks
D. Real time capture of abnormal user activities
Answer: B,C (LEAVE A REPLY)
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